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Certifications

Federal Communications Commission (FCC) Interference Statement

This device complies with Part 15 of FCC rules. Operation is subject to the following two
conditions:

» This device may not cause harmful interference.

* This device must accept any interference received, including interference that may cause
undesired operations.

This equipment has been tested and found to comply with the limits for a Class B digital
device pursuant to Part 15 of the FCC Rules. These limits are designed to provide reasonable
protection against harmful interference in a commercial environment. This equipment
generates, uses, and can radiate radio frequency energy, and if not installed and used in
accordance with the instructions, may cause harmful interference to radio communications.

If this equipment does cause harmful interference to radio/television reception, which can be
determined by turning the equipment off and on, the user is encouraged to try to correct the
interference by one or more of the following measures:

» Reorient or relocate the receiving antenna.
* Increase the separation between the equipment and the receiver.

» Connect the equipment into an outlet on a circuit different from that to which the receiver
is connected.

* Consult the dealer or an experienced radio/TV technician for help.
Notice 1

Changes or modifications not expressly approved by the party responsible for compliance
could void the user's authority to operate the equipment.

This Class B digital apparatus complies with Canadian ICES-003.

Cet appareil numérique de la classe B est conforme a la norme NMB-003 du Canada.

Viewing Certifications

1 Go to http://www.zyxel.com.

2 Select your product from the drop-down list box on the ZyXEL home page to go to that
product's page.

3 Select the certification you wish to view from this page.
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Safety Warnings

For your safety, be sure to read and follow all warning notices and instructions.

* Do NOT open the device or unit. Opening or removing covers can expose you to
dangerous high voltage points or other risks. ONLY qualified service personnel can
service the device. Please contact your vendor for further information.

* Connect the power cord to the right supply voltage (110V AC in North America or 230V
AC in Europe).

* Place connecting cables carefully so that no one will step on them or stumble over them.
Do NOT allow anything to rest on the power cord and do NOT locate the product where
anyone can walk on the power cord.

* Ifyou wall mount your device, make sure that no electrical, gas or water pipes will be
damaged.

* Do NOT install nor use your device during a thunderstorm. There may be a remote risk of
electric shock from lightning.

* Do NOT expose your device to dampness, dust or corrosive liquids.

* Do NOT use this product near water, for example, in a wet basement or near a swimming
pool.

» Make sure to connect the cables to the correct ports.

* Do NOT obstruct the device ventilation slots, as insufficient airflow may harm your
device.

* Do NOT store things on the device.
* Connect ONLY suitable accessories to the device.

6 Safety Warnings
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ZyXEL Limited Warranty

ZyXEL warrants to the original end user (purchaser) that this product is free from any defects
in materials or workmanship for a period of up to two years from the date of purchase. During
the warranty period, and upon proof of purchase, should the product have indications of failure
due to faulty workmanship and/or materials, ZyXEL will, at its discretion, repair or replace the
defective products or components without charge for either parts or labor, and to whatever
extent it shall deem necessary to restore the product or components to proper operating
condition. Any replacement will consist of a new or re-manufactured functionally equivalent
product of equal value, and will be solely at the discretion of ZyXEL. This warranty shall not
apply if the product is modified, misused, tampered with, damaged by an act of God, or
subjected to abnormal working conditions.

Note

Repair or replacement, as provided under this warranty, is the exclusive remedy of the
purchaser. This warranty is in lieu of all other warranties, express or implied, including any
implied warranty of merchantability or fitness for a particular use or purpose. ZyXEL shall in
no event be held liable for indirect or consequential damages of any kind of character to the
purchaser.

To obtain the services of this warranty, contact ZyXEL's Service Center for your Return
Material Authorization number (RMA). Products must be returned Postage Prepaid. It is
recommended that the unit be insured when shipped. Any returned products without proof of
purchase or those with an out-dated warranty will be repaired or replaced (at the discretion of
ZyXEL) and the customer will be billed for parts and labor. All repaired or replaced products
will be shipped by ZyXEL to the corresponding return address, Postage Paid. This warranty
gives you specific legal rights, and you may also have other rights that vary from country to
country.

Registration

Register your product online to receive e-mail notices of firmware upgrades and information
at www.zyxel.com for global products, or at www.us.zyxel.com for North American products.

ZyXEL Limited Warranty 7
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Customer Support

Please have the following information ready when you contact customer support.

¢ Product model and serial number.

* Warranty Information.

» Date that you received your device.

* Brief description of the problem and the steps you took to solve it.

METHOD | SUPPORT E-MAIL TELEPHONEA WEB SITE
REGULAR MAIL
LOCATION SALES E-MAIL FAX FTP SITE
support@zyxel.com.tw | +886-3-578-3942 www.zyxel.com ZyXEL Communications Corp.

CORPORATE www.europe.zyxel.com | 6 Innovation Road Il
HEADQUARTERS Science Park

(WORLDWIDE) sales@zyxel.com.tw +886-3-578-2439 ftp.zyxel.com Hsinchu 300

ftp.europe.zyxel.com Taiwan

CZECH REPUBLIC

info@cz.zyxel.com

+420-241-091-350

info@cz.zyxel.com

+420-241-091-359

www.zyxel.cz

ZyXEL Communications
Czech s.r.o.

Modranska 621

143 01 Praha 4 - Modrany
Ceska Republika

support@zyxel.dk

+45-39-55-07-00

www.zyxel.dk

ZyXEL Communications A/S
Columbusve;j

DENMARK sales@zyxel.dk +45-39-55-07-07 2860 Soeborg
Denmark
support@zyxel.fi +358-9-4780-8411 www.zyxel.fi ZyXEL Communications Oy
FINLAND - Malminkaari 10
sales@zyxel.fi +358-9-4780 8448 00700 Helsinki
Finland
info@zyxel.fr +33-4-72-52-97-97 www.zyxel.fr ZyXEL France
1 rue des Vergers
FRANCE +33-4-72-52-19-20 Bat. 1/C
69760 Limonest
France
support@zyxel.de +49-2405-6909-0 www.zyxel.de ZyXEL Deutschland GmbH.
GERMANY Adenauerstr. 20/A2 D-52146
sales@zyxel.de +49-2405-6909-99 Wouerselen
Germany
support@zyxel.hu +36-1-3361649 www.zyxel.hu ZyXEL Hungary
HUNGARY - 48, Zoldlomb Str.
info@zyxel.hu +36-1-3259100 H-1025, Budapest
Hungary
http://zyxel.kz/support | +7-3272-590-698 www.zyxel.kz ZyXEL Kazakhstan
43, Dostyk ave.,Office 414
KAZAKHSTAN sales@zyxel.kz +7-3272-590-689 Dostyk Business Centre
050010, Almaty
Republic of Kazakhstan
support@zyxel.com 1-800-255-4101 www.us.zyxel.com ZyXEL Communications Inc.
+1-714-632-0882 1130 N. Miller St.
NORTH AMERICA Anaheim
sales@zyxel.com +1-714-632-0858 ftp.us.zyxel.com SAS9A2806-2001
support@zyxel.no +47-22-80-61-80 www.zyxel.no ZyXEL Communications A/S
NORWAY Nils Hansens vei 13
sales@zyxel.no +47-22-80-61-81 0667 Oslo
Norway
8 Customer Support
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METHOD | SUPPORT E-MAIL TELEPHONEA WEB SITE
REGULAR MAIL
LOCATION SALES E-MAIL FAX FTP SITE
info@pl.zyxel.com +48 (22) 333 8250 www.pl.zyxel.com ZyXEL Communications
POLAND ul. Okrzei 1A
+48 (22) 333 8251 03-715 Warszawa
Poland
http://zyxel.ru/support | +7-095-542-89-29 www.zyxel.ru ZyXEL Russia
RUSSIA Ostrovityanova 37a Str.
sales@zyxel.ru +7-095-542-89-25 Moscow, 117279
Russia
support@zyxel.es +34-902-195-420 www.zyxel.es ZyXEL Communications
SPAIN Arte, 21 52 planta
sales@zyxel.es +34-913-005-345 28033 Madrid
Spain
support@zyxel.se +46-31-744-7700 www.zyxel.se ZyXEL Communications A/S
SWEDEN Sjoporten 4, 41764 Goéteborg
sales@zyxel.se +46-31-744-7701 Sweden
support@ua.zyxel.com | +380-44-247-69-78 www.ua.zyxel.com ZyXEL Ukraine
UKRAINE 13, Pimonenko Str.
sales@ua.zyxel.com +380-44-494-49-32 Kiev, 04050
Ukraine

UNITED KINGDOM

support@zyxel.co.uk

+44-1344 303044

08707 555779 (UK only)

www.zyxel.co.uk

sales@zyxel.co.uk

+44-1344 303034

ftp.zyxel.co.uk

ZyXEL Communications UK
Ltd.,11 The Courtyard,
Eastern Road, Bracknell,
Berkshire, RG12 2XB,
United Kingdom (UK)

a. “+” is the (prefix) number you enter to make an international telephone call.

Customer Support
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Preface

Congratulations on your purchase of the ZyWALL.

Note: Register your product online to receive e-mail notices of firmware upgrades and
information at www.zyxel.com for global products, or at www.us.zyxel.com for
North American products.

Your ZyWALL is easy to install and configure.

About This User's Guide

This manual is designed to guide you through the configuration of your ZyWALL for its
various applications. The web configurator parts of this guide contain background information
on features configurable by web configurator. The SMT parts of this guide contain background
information solely on features not configurable by web configurator.

Note: Use the web configurator, System Management Terminal (SMT) or command
interpreter interface to configure your ZyWALL. Not all features can be
configured through all interfaces.

Related Documentation

* Supporting Disk
Refer to the included CD for support documents.

* Quick Start Guide

* The Quick Start Guide is designed to help you get up and running right away. It contains
connection information and instructions on getting started.

* Web Configurator Online Help

Embedded web help for descriptions of individual screens and supplementary
information.

* ZyXEL Glossary and Web Site

Please refer to www.zyxel.com for an online glossary of networking terms and additional
support documentation.

User Guide Feedback

Help us help you. E-mail all User Guide-related comments, questions or suggestions for
improvement to techwriters@zyxel.com.tw or send regular mail to The Technical Writing
Team, ZyXEL Communications Corp., 6 Innovation Road II, Science-Based Industrial Park,
Hsinchu, 300, Taiwan. Thank you!
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Syntax Conventions

» “Enter” means for you to type one or more characters. “Select” or “Choose” means for

you to use one predefined choices.
¢ The SMT menu titles and labels are in Bold Times New Roman font. Predefined field

choices are in Bold Arial font. Command and arrow keys are enclosed in square

brackets. [ENTER] means the Enter, or carriage return key; [ESC] means the Escape key

and [SPACE BAR] means the Space Bar.
* Mouse action sequences are denoted using a right angle bracket ( > ). For example, “In

Windows, click Start > Settings > Control Panel” means first click the Start button,

then point your mouse pointer to Settings and then click Control Panel.
* “e.g.,” is a shorthand for “for instance”, and “i.e.,” means “that is” or “in other words”.

Graphics Icons Key

ZyWALL

Computer

Notebook computer

]

A=\

Server DSLAM Firewall
111
Telephone Switch Router
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CHAPTER 1
Getting to Know Your ZyWALL

This chapter introduces the main features and applications of the ZyWALL.

1.1 ZyWALL Internet Security Appliance Overview

The ZyWALL is loaded with security features including VPN, firewall, content filtering and
certificates. You can also deploy the ZyWALL as a transparent firewall in an existing network
with minimal configuration. The ZyWALL provides bandwidth management, NAT, port
forwarding, DHCP server and many other powerful features.

1.2 Physical Features

4-port LAN Switch

A combination of switch and router makes your ZyWALL a cost-effective and viable network
solution. You can connect up to four computers to the ZyWALL without the cost of a hub. Use
a hub to add more than four computers to your LAN.

WAN

The Ethernet WAN port connects to the Internet via broadband modem or router.

Auto-negotiating 10/100 Mbps Ethernet Ports

All of the ZyWALL’s Ethernet ports are 10/100 Mbps auto-negotiating. This allows the
ZyWALL to detect the speed of incoming transmissions and adjust appropriately without
manual intervention. They allow data transfers of either 10 Mbps or 100 Mbps in either half-
duplex or full-duplex mode depending on your Ethernet network. The ports are also auto-
crossover (MDI/MDI-X) meaning they automatically adjust to either a crossover or straight-
through Ethernet cable.

Dial Backup WAN

The dial backup port can be used in reserve as a traditional dial-up connection if the WAN and
traffic redirect connections fail.
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Time and Date

The ZyWALL allows you to get the current time and date from an external server when you
turn on your ZyWALL. You can also set the time manually.

Reset Button

Use the reset button to restore the factory default password to 1234; IP address to 192.168.1.1,
subnet mask to 255.255.255.0 and DHCP server enabled with a pool of 32 IP addresses
starting at 192.168.1.33.

1.2.1 Non-Physical Features

Transparent Firewall

Transparent firewall is also known as a bridge firewall. The ZyWALL can act as a bridge and
still have the capability of filtering and inspecting the packets between a router and the LAN,
or two routers. You do not need to change your existing network configuration.

SIP Passthrough

The ZyWALL includes a SIP Application Layer Gateway (ALG). It allows VoIP calls to pass
through NAT by examining and translating IP addresses embedded in the data stream. Use the
ALG screen to enable or disable the SIP ALG.

STP (Spanning Tree Protocol) / RSTP (Rapid STP)

When the ZyWALL is set to bridge mode, (R)STP detects and breaks network loops and
provides backup links between switches, bridges or routers. It allows a bridge to interact with
other (R)STP -compliant bridges in your network to ensure that only one path exists between
any two stations on the network.

Bandwidth Management

Bandwidth management allows you to allocate network resources according to defined
policies. This policy-based bandwidth allocation helps your network to better handle real-time
applications such as Voice-over-1P (VoIP).

IPSec VPN Capability

Establish a Virtual Private Network (VPN) to connect with business partners and branch
offices using data encryption and the Internet to provide secure communications without the
expense of leased site-to-site lines. The ZyWALL VPN is based on the [PSec standard and is
fully interoperable with other [PSec-based VPN products.
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X-Auth (Extended Authentication)

X-Auth provides added security for VPN by requiring each VPN client to use a user name and
password.

Certificates

The ZyWALL can use certificates (also called digital IDs) to authenticate users. Certificates
are based on public-private key pairs. Certificates provide a way to exchange public keys for
use in authentication.

SSH

The ZyWALL uses the SSH (Secure Shell) secure communication protocol to provide secure
encrypted communication between two hosts over an unsecured network.

HTTPS

HyperText Transfer Protocol over Secure Socket Layer, or HTTP over SSL is a web protocol
that encrypts and decrypts web sessions. Use HTTPS for secure web configurator access to the
ZyWALL

Firewall

The ZyWALL is a stateful inspection firewall with DoS (Denial of Service) protection. By
default, when the firewall is activated, all incoming traffic from the WAN to the LAN is
blocked unless it is initiated from the LAN. The ZyWALL firewall supports TCP/UDP
inspection, DoS detection and prevention, real time alerts, reports and logs.

Content Filtering

The ZyWALL can block web features such as ActiveX controls, Java applets and cookies and
disable web proxies. The ZyWALL can block or allow access to web sites that you specify. It
can also block access to web sites containing keywords that you specify. You can define time
periods and days during which content filtering is enabled and include or exclude a range of
users on the LAN from content filtering.

You can also subscribe to category-based content filtering that allows your ZyWALL to check
web sites against an external database of dynamically updated ratings of millions of web sites.

Universal Plug and Play (UPnP)

Using the standard TCP/IP protocol, the ZyWALL and other UPnP-enabled devices can
dynamically join a network, obtain an IP address and convey its capabilities to other devices
on the network.
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RADIUS (RFC2138, 2139)

RADIUS (Remote Authentication Dial In User Service) server enables user authentication,
authorization and accounting.

IEEE 802.1x for Network Security

The ZyWALL supports the IEEE 802.1x standard that works with the IEEE 802.11 to enhance
user authentication. With the local user profile, the ZyWALL allows you to configure up 32
user profiles without a network authentication server. In addition, centralized user and
accounting management is possible on an optional network authentication server.

Packet Filtering

The packet filtering mechanism blocks unwanted traffic from entering/leaving your network.

Call Scheduling

Configure call time periods to restrict and allow access for users on remote nodes.

PPPoE

PPPoE facilitates the interaction of a host with an Internet modem to achieve access to high-
speed data networks via a familiar "dial-up networking" user interface.

PPTP Encapsulation

Point-to-Point Tunneling Protocol (PPTP) is a network protocol that enables secure transfer of
data from a remote client to a private server, creating a Virtual Private Network (VPN) using a
TCP/IP-based network. PPTP supports on-demand, multi-protocol and virtual private
networking over public networks, such as the Internet. The ZyWALL supports one PPTP
server connection at any given time.

Dynamic DNS Support

With Dynamic DNS (Domain Name System) support, you can have a static hostname alias for
a dynamic [P address, allowing the host to be more easily accessible from various locations on
the Internet. You must register for this service with a Dynamic DNS service provider.

IP Multicast

Deliver IP packets to a specific group of hosts using IP multicast. IGMP (Internet Group
Management Protocol) is the protocol used to support multicast groups. The latest version is
version 2 (see RFC 2236); the ZyWALL supports both versions 1 and 2.
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IP Alias

IP Alias allows you to partition a physical network into logical networks over the same
Ethernet interface. The ZyWALL supports three logical LAN, interfaces via its single physical
Ethernet LAN interface with the ZyWALL itself as the gateway for each network.

Central Network Management

Central Network Management (CNM) allows an enterprise or service provider network
administrator to manage your ZyWALL. The enterprise or service provider network
administrator can configure your ZyWALL, perform firmware upgrades and do
troubleshooting for you.

SNMP

SNMP (Simple Network Management Protocol) is a protocol used for exchanging
management information between network devices. SNMP is a member of the TCP/IP
protocol suite. Your ZyWALL supports SNMP agent functionality, which allows a manager
station to manage and monitor the ZyWALL through the network. The ZyWALL supports
SNMP version one (SNMPv1).

Network Address Translation (NAT)

Network Address Translation (NAT) allows the translation of an Internet protocol address
used within one network (for example a private [P address used in a local network) to a
different IP address known within another network (for example a public IP address used on
the Internet).

Traffic Redirect

Traffic Redirect forwards WAN traffic to a backup gateway on the LAN when the ZyWALL
cannot connect to the Internet, thus acting as an auxiliary backup when your regular WAN
connection fails.

Port Forwarding

Use this feature to forward incoming service requests to a server on your local network. You
may enter a single port number or a range of port numbers to be forwarded, and the local IP
address of the desired server.

DHCP (Dynamic Host Configuration Protocol)

DHCP (Dynamic Host Configuration Protocol) allows individual client computers to obtain
the TCP/IP configuration at start-up from a centralized DHCP server. The ZyWALL has built-
in DHCP server capability, enabled by default, which means it can assign IP addresses, an IP
default gateway and DNS servers to all systems that support the DHCP client. The ZyWALL
can also act as a surrogate DHCP server where it relays IP address assignment from another
DHCP server to the clients.
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Full Network Management
The embedded web configurator is an all-platform, web-based utility that allows you to easily
manage and configure the ZyWALL. Most functions of the ZyWALL are also software
configurable via the SMT (System Management Terminal) interface. The SMT is a menu-

driven interface that you can access from a terminal emulator through the console port or over
a telnet connection.

RoadRunner Support

In addition to standard cable modem services, the ZyWALL supports Time Warner’s
RoadRunner Service.

Logging and Tracing
Built-in message logging and packet tracing.
Syslog facility support.
Upgradable Firmware
The firmware of the ZyWALL can be upgraded.
Embedded FTP and TFTP Servers

The ZyWALL’s embedded FTP and TFTP Servers enable fast firmware upgrades as well as
configuration file backups and restoration.

1.3 Applications for the ZyWALL

Here are some examples of what you can do with your ZyWALL.

1.3.1 Secure Broadband Internet Access via Cable or DSL Modem

You can connect a cable modem, DSL or wireless modem with an Ethernet port to the
ZyWALL for broadband Internet access. The ZyWALL guarantees not only high speed
Internet access, but secure internal network protection and traffic management as well.
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Figure 1 Secure Internet Access via Cable, DSL or Wireless Modem

WAN

Internet

- N

1.3.2 VPN Application

ZyWALL VPN is an ideal cost-effective way to connect branch offices and business partners
over the Internet without the need (and expense) for leased lines between sites. In the
following diagram, A is a VPN Client for secure remote management, B is a VPN client for
remote access, and C is a remote IPSec router. The LAN is marked 1 and the remote network
is marked 2. The dotted lines show VPN tunnels.

Figure 2 VPN Application

7
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1.3.3 Front Panel Lights

Figure 3 Front Panel
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The following table describes the lights.

Table 1 Front Panel Lights

LED COLOR |STATUS |DESCRIPTION
PWR Off The ZyWALL is turned off.
Green On The ZyWALL is turned on.
Red Flashing | The ZyWALL is performing system tests.
On The power to the ZyWALL is too low.
ACT Green Off The backup port is not connected.
On The backup port is connected.
Flashing | The backup port is sending or receiving packets.
LAN 10/100M Off The LAN is not connected.
1-4 Green On The ZyWALL has a successful 10Mbps Ethernet connection.
Flashing | The 10M LAN is sending or receiving packets.
Orange |On The ZyWALL has a successful 100Mbps Ethernet
connection.
Flashing | The 100M LAN is sending or receiving packets.
WAN 10/100M Off The WAN connection is not ready, or has failed.
Green On The ZyWALL has a successful 10Mbps WAN connection.
Flashing | The 10M WAN is sending or receiving packets.
Orange |On The ZyWALL has a successful 100Mbps WAN connection.
Flashing | The 100M WAN is sending or receiving packets.
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CHAPTER 2

Introducing the Web
Configurator

This chapter describes how to access the ZyWALL web configurator and provides an
overview of its screens.

2.1 Web Configurator Overview

The web configurator is an HTML-based management interface that allows easy ZyWALL
setup and management via Internet browser. Use Internet Explorer 6.0 and later or Netscape
Navigator 7.0 and later versions. The recommended screen resolution is 1024 by 768 pixels.

In order to use the web configurator you need to allow:

* Web browser pop-up windows from your device. Web pop-up blocking is enabled by
default in Windows XP SP (Service Pack) 2.

» JavaScripts (enabled by default).
» Java permissions (enabled by default).

See the Troubleshooting chapter if you want to make sure these functions are allowed in
Internet Explorer or Netscape Navigator.

2.2 Accessing the ZyWALL Web Configurator
1 Make sure your ZyWALL hardware is properly connected and prepare your computer/
computer network to connect to the ZyWALL (refer to the Quick Start Guide).
2 Launch your web browser.
3 Type "192.168.1.1" as the URL.

4 Type "1234" (default) as the password and click Login. In some versions, the default
password appears automatically - if this is the case, click Login.

5 You should see a screen asking you to change your password (highly recommended) as
shown next. Type a new password (and retype it to confirm) and click Apply or click
Ignore.
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Figure 4 Change Password Screen

Use this screen to change the password.

New Password: -

Retype to Confirm: |

6 Click Apply in the Replace Certificate screen to create a certificate using your
ZyWALL’s MAC address that will be specific to this device.

Note: If you do not replace the default certificate here or in the CERTIFICATES
screen, this screen displays every time you access the web configurator.

Figure 5 Replace Certificate Screen

Replace Factory Default Certificate

The factory default certificate is common to all
ZyWALL models. Click Apply to create a certificate
using your ZyWALL's MAC address that will be
specific to this device.

7 You should now see the HOME screen (see Figure 7 on page 56).

Note: The management session automatically times out when the time period set in
the Administrator Inactivity Timer field expires (default five minutes). Simply
log back into the ZyWALL if this happens to you.

2.3 Resetting the ZyWALL

If you forget your password or cannot access the web configurator, you will need to reload the
factory-default configuration file or use the RESET button on the back of the ZyWALL.
Uploading this configuration file replaces the current configuration file with the factory-
default configuration file. This means that you will lose all configurations that you had
previously and the speed of the console port will be reset to the default of 9600bps with 8 data
bit, no parity, one stop bit and flow control set to none. The password will be reset to 1234,
also.
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2.3.1 Procedure To Use The Reset Button

Make sure the SYS LED is on (not blinking) before you begin this procedure.

1 Press the RESET button for ten seconds, and then release it. The ZyWALL restarts with
the defaults restored. Otherwise, go to step 2.

2 Turn the ZyWALL off.

3 While pressing the RESET button, turn the ZyWALL on.

4 Continue to hold the RESET button. he ZyWALL restarts with the defaults restored.
5 Release the RESET button and wait for the ZyWALL to finish restarting.

2.3.2 Uploading a Configuration File Via Console Port

1 Download the default configuration file from the ZyXEL FTP site, unzip it and save it in
a folder.

2 Turn off the ZyWALL, begin a terminal emulation software session and turn on the
ZyWALL again. When you see the message "Press Any key to enter Debug Mode within
3 seconds", press any key to enter debug mode.

3 Enter "y" at the prompt below to go into debug mode.
4 Enter "atlc" after "Enter Debug Mode" message.

5 Wait for "Starting XMODEM upload" message before activating Xmodem upload on
your terminal. This is an example Xmodem configuration upload using HyperTerminal.

Figure 6 Example Xmodem Upload

: Send Fil 2| % - - - -
el 2] Type the configuration file’s location,

Folder: C:%Program Files or click Browse to search for it.
Filename:
|C:'\F'n:u:|uct\cu:unfig.ru:um Browse... Chooss the Xmodem Brotocal

] p -]
Protocal:

A/ -
fEocien = | [Then diick Send. |
Send LCloze Cancel |

6 After successful firmware upload, enter "atgo" to restart the router.

2.4 Navigating the ZyWALL Web Configurator

The following summarizes how to navigate the web configurator from the HOME screen.
Note: Follow the instructions you see in the HOME screen or click the E&@] icon.

The screen varies according to the device mode you select in the MAINTENANCE Device
Mode screen.

Chapter 2 Introducing the Web Configurator 55



ZyWALL 2 Plus User’s Guide

2.4.1 Router Mode

The following screen displays when the ZyWALL is set to router mode. The ZyWALL is set to
router mode by default.

Figure 7 Web Configurator HOME Screen in Router Mode

ZyXEL

HOME

Use submenus to configure
ZyWALL features.

REGISTRATION
NETWORK

SECURITY

B R E

AD¥ANCED Systemn Marme:

LOGS

Firmware Yersion: W, 00(%0.00b3 | 04/21/2006
MAINTENANCE Routing Protocol: iz
Device Mode: Router
KOG Firewall: Enahbled
System Time: 2006-04-25 03:54:55 GMT
Mernory: - |

Sessions! | |

beanw  loomeral 172.23.23.127 255,255.255.0 DHCP client Renew
Click LOGOUT at any| [pial Backup Down 0.0.0,0 0.0.0,0 N/A il
time to exit the web LAN 1a0M/Full 192.168.1.1 255.255.255.0 DHCP server /A

configurator.

Showy Statistics | Showy DHCP Table | WP Status |

Status: Ready

The following table describes the labels in this screen.

Table 2 Web Configurator HOME Screen in Router Mode

LABEL DESCRIPTION

Wizards for WAN

and VPN Quick

Setup

Internet Access Click Internet Access to use the initial configuration wizard. This configures the

WAN port to connect to the Internet.

VPN Click VPN to configure a Virtual Private Network (VPN) policy for secure
communications between sites.

Device Information

System Name This is the System Name you enter in the MAINTENANCE General screen. Itis
for identification purposes.

Firmware Version | This is the ZyNOS Firmware version and the date created. ZyNOS is ZyXEL's
proprietary Network Operating System.
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Table 2 Web Configurator HOME Screen in Router Mode (continued)

LABEL

DESCRIPTION

Routing Protocol

This shows the routing protocol - IP for which the ZyWALL is configured. This field
is not configurable.

Device Mode

This displays whether the ZyWALL is functioning as a router or a bridge.

Firewall

This displays whether or not the ZyWALL'’s firewall is activated.

System Time

This field displays your ZyWALL'’s present date and time along with the difference
from the Greenwich Mean Time (GMT) zone. The difference from GMT is based
on the time zone. It is also adjusted for Daylight Saving Time if you set the
ZyWALL to use it.

Memory

The first number shows how many kilobytes of the heap memory the ZyWALL is
using. Heap memory refers to the memory that is not used by ZyNOS (ZyXEL
Network Operating System) and is thus available for running processes like NAT,
VPN and the firewall.

The second number shows the ZyWALL's total heap memory (in kilobytes).

The bar displays what percent of the ZyWALL's heap memory is in use. The bar
turns from green to red when the maximum is being approached.

Sessions

The first number shows how many sessions are currently open on the ZyWALL.
This includes all sessions that are currently:

« Traversing the ZyWALL
* Terminating at the ZyWALL
« Initiated from the ZyWALL

The second number is the maximum number of sessions that can be open at one
time.

The bar displays what percent of the maximum number of sessions is in use. The
bar turns from green to red when the maximum is being approached.

Network Status

Interface

This is the port type. Click "+" to expand or "-" to collapse the LAN drop-down lists.

Status

For the LAN ports, this displays the port speed and duplex setting. Ethernet port
connections can be in half-duplex or full-duplex mode. Full-duplex refers to a
device's ability to send and receive simultaneously, while half-duplex indicates
that traffic can flow in only one direction at a time. The Ethernet port must use the
same speed or duplex mode setting as the peer Ethernet port in order to connect.

For the WAN and dial backup ports, it displays the port speed and duplex setting if
you’re using Ethernet encapsulation and Down (line is down or not connected),
Idle (line (ppp) idle), Dial (starting to trigger a call) or Drop (dropping a call) if
you’re using PPPoE encapsulation.

IP Address

This shows the port’s IP address.

Subnet Mask

This shows the port’s subnet mask.

IP Assignment

For the WAN, DHCP client displays if the ZyWALL gets it's IP address
automatically. Static displays if the ZyWALL was a manually entered static
(fixed) IP address.

For the LAN, DHCP server displays when the ZyWALL is set to automatically give
IP address information to the computers connected to the LAN. DHCP relay
displays when the ZyWALL is set to forward IP address assignment requests to
another DHCP server. Static displays if the LAN port is using a manually entered
static (fixed) IP address. In this case, you must have another DHCP server on
your LAN, or else the computers must be manually configured.

This shows NJ/A for the dial backup port.
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Table 2 Web Configurator HOME Screen in Router Mode (continued)

LABEL DESCRIPTION

Renew If you are using Ethernet encapsulation and the WAN port is configured to get the
IP address automatically from the ISP, click Renew to release the WAN port’s
dynamically assigned IP address and get the IP address afresh. Click Dial to dial
up the PPTP, PPPoE or dial backup connection.

Show Statistics Click Show Statistics to see performance statistics such as the number of
packets sent and number of packets received for each port.

Show DHCP Table | Click Show DHCP Table to show a list of the computers to which the ZyWALL has
assigned IP address information.

VPN Status Click VPN Status to display the active VPN (secure) connections.

2.4.2 Bridge Mode

The following screen displays when the ZyWALL is set to bridge mode. While in bridge
mode, the ZyWALL does not get an IP address from a DHCP server. The LAN and WAN
interfaces have the same (static) IP address and subnet mask. You can configure the
ZyWALL's IP address in order to access the ZyWALL for management. If you connect your
computer directly to the ZyWALL, you also need to assign your computer a static IP address in
the same subnet as the ZyWALL's IP address in order to access the ZyWALL.

The ZyWALL bridges traffic traveling between the ZyWALL's interfaces.

You can use the firewall in bridge mode (refer to the firewall chapters for details on
configuring the firewall).
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Figure 8 Web Configurator HOME Screen in Bridge Mode
HOME

Wizards for ¥PN Quick Setup

Device Information

Network Status

B Bridge Port Port Status RSTP Status | RSTP Active |RSTP Priority RST:'L:tath

The following table describes the labels in this screen.

Table 3 Web Configurator HOME Screen in Bridge Mode

LABEL DESCRIPTION

Wizards for VPN

Quick Setup

VPN Click VPN to configure a Virtual Private Network (VPN) policy for secure
communications between sites.

Device

Information

System Name This is the System Name you enter in the MAINTENANCE General screen. It is for
identification purposes.

Firmware Version | This is the ZyNOS Firmware version and the date created. ZyNOS is ZyXEL's
proprietary Network Operating System.

Device Mode This displays whether the ZyWALL is functioning as a router or a bridge.

Firewall This displays whether or not the ZyWALL'’s firewall is activated.
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Table 3 Web Configurator HOME Screen in Bridge Mode (continued)

LABEL

DESCRIPTION

System Time

This field displays your ZyWALL'’s present date and time along with the difference
from the Greenwich Mean Time (GMT) zone. The difference from GMT is based on
the time zone. It is also adjusted for Daylight Saving Time if you set the ZyWALL to
use it.

Memory

The first number shows how many kilobytes of the heap memory the ZyWALL is
using. Heap memory refers to the memory that is not used by ZyNOS (ZyXEL
Network Operating System) and is thus available for running processes like NAT,
VPN and the firewall.

The second number shows the ZyWALL's total heap memory (in kilobytes).

The bar displays what percent of the ZyWALL's heap memory is in use. The bar
turns from green to red when the maximum is being approached.

Sessions

The first number shows how many sessions are currently open on the ZyWALL.
This includes all sessions that are currently:

« Traversing the ZyWALL
+ Terminating at the ZyWALL
+ Initiated from the ZyWALL

The second number is the maximum number of sessions that can be open at one
time.

The bar displays what percent of the maximum number of sessions is in use. The
bar turns from green to red when the maximum is being approached.

Network Status

IP Address This is the IP address of your ZyWALL in dotted decimal notation.

Subnet Mask This is the IP subnet mask of the ZyWALL.

Gateway IP This is the gateway IP address. The gateway is usually the device that connects the
Address ZyWALL to the Internet.

Rapid Spanning
Tree Protocol

This shows whether RSTP (Rapid Spanning Tree Protocol) is active or not. The
following labels or values relative to RSTP do not apply when RSTP is disabled.

Bridge Priority

This is the bridge priority of the ZyWALL.

Bridge Hello Time

This is the interval of BPDUs (Bridge Protocol Data Units) from the root bridge.

Bridge Max Age

This is the predefined interval that a bridge waits to get a Hello message (BPDU)
from the root bridge.

Forward Delay

This is the forward delay interval.

Bridge Port

This is the port type. Port types are: WAN or LAN.

Port Status

This displays the port speed and duplex setting. Ethernet port connections can be
in half-duplex or full-duplex mode. Full-duplex refers to a device's ability to send
and receive simultaneously, while half-duplex indicates that traffic can flow in only
one direction at a time. The Ethernet port must use the same speed or duplex mode
setting as the peer Ethernet port in order to connect.

For the WAN port, it displays Down when the link is not ready or has failed.

RSTP Status

This is the RSTP status of the corresponding port.

RSTP Active

This shows whether or not RSTP is active on the corresponding port.

RSTP Priority

This is the RSTP priority of the corresponding port.

RSTP Path Cost

This is the cost of transmitting a frame from the root bridge to the corresponding
port.
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Table 3 Web Configurator HOME Screen in Bridge Mode (continued)

LABEL DESCRIPTION

Show Statistics Click Show Statistics to see bridge performance statistics such as the number of
packets sent and number of packets received for each port.

VPN Status Click VPN Status to display the active VPN (secure) connections.

2.4.3 Navigation Panel

After you enter the password, use the sub-menus on the navigation panel to configure
ZyWALL features.

The following table lists the features available for each device mode. Not all ZyWALLs have
all features listed in this table.

Table 4 Bridge and Router Mode Features Comparison

FEATURE BRIDGE MODE ROUTER MODE

Internet Access Wizard
VPN Wizard (0]
DHCP Table

System Statistics

©)

Registration
LAN

WAN
Bridge

o
OoO|lO0|O0|O|0O|0O|O

Firewall

Content Filter
VPN

Certificates

O|l0|O0|0|0O|O

Authentication Server
NAT
Static Route

Bandwidth Management (0]
DNS
Remote Management (0]
UPnP
ALG o
Logs

O

O|lO0|O0|O|O|O|O|O|O|O|O|O|O|O

Maintenance (0]
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Table Key: An O in a mode’s column shows that the device mode has the specified feature.
The information in this table was correct at the time of writing, although it may be subject to
change.

The following table describes the sub-menus.

Table 5 Screens Summary

LINK TAB FUNCTION

HOME This screen shows the ZyWALL'’s general device and network
status information. Use this screen to access the wizards, statistics
and DHCP table.

REGISTRATION | Registration Use this screen to register your ZyWALL and activate the trial
service subscriptions.

Service Use this to manage and update the service status and license
information.

NETWORK
LAN LAN Use this screen to configure LAN DHCP and TCP/IP settings.
Static DHCP Use this screen to assign fixed IP addresses on the LAN.
IP Alias Use this screen to partition your LAN interface into subnets.
BRIDGE Bridge Use this screen to change the bridge settings on the ZyWALL.
WAN Route This screen allows you to configure WAN traffic redirect and dial
backup route priority.

WAN Use this screen to configure the WAN port for internet access.

Traffic Redirect | Use this screen to configure your traffic redirect properties and
parameters.

Dial Backup Use this screen to configure the backup WAN dial-up connection.

SECURITY
FIREWALL Default Rule Use this screen to activate/deactivate the firewall and the direction
of network traffic to which to apply the rule

Rule Summary | This screen shows a summary of the firewall rules, and allows you
to edit/add a firewall rule.

Anti-Probing Use this screen to change your anti-probing settings.

Threshold Use this screen to configure the threshold for DoS attacks.

CONTENT General This screen allows you to enable content filtering and block certain
FILTER web features.

Categories Use this screen to select which categories of web pages to filter
out, as well as to register for external database content filtering and
view reports.

Customization |Use this screen to customize the content filter list.

Cache Use this screen to view and configure the ZyWALL’s URL caching.

VPN VPN Rules Use this screen to configure VPN connections using IKE key

(IKE) management and view the rule summary.

VPN Rules Use this screen to configure VPN connections using manual key

(Manual) management and view the rule summary.

SA Monitor Use this screen to display and manage active VPN connections.

Global Setting | Use this screen to configure the IPSec timer settings.
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Table 5 Screens Summary (continued)

LINK

TAB

FUNCTION

CERTIFICATES

My Certificates

Use this screen to view a summary list of certificates and manage
certificates and certification requests.

Trusted CAs

Use this screen to view and manage the list of the trusted CAs.

Trusted
Remote Hosts

Use this screen to view and manage the certificates belonging to
the trusted remote hosts.

Directory Use this screen to view and manage the list of the directory
Servers servers.

AUTH SERVER | Local User Use this screen to configure the local user account(s) on the
Database ZyWALL.
RADIUS Configure this screen to use an external server to authenticate

VPN users.

ADVANCED

NAT NAT Overview | Use this screen to enable NAT.
Address Use this screen to configure network address translation mapping
Mapping rules.
Port Use this screen to configure servers behind the ZyWALL.
Forwarding

Port Triggering

Use this screen to change your ZyWALL'’s port triggering settings.

STATIC ROUTE

IP Static Route

Use this screen to configure IP static routes.

BW MGMT Summary Use this screen to enable bandwidth management on an interface.
Class Setup Use this screen to set up the bandwidth classes.
Monitor Use this screen to view the ZyWALL'’s bandwidth usage and
allotments.

DNS System Use this screen to configure the address and name server records.

Cache Use this screen to configure the DNS resolution cache.

DHCP Use this screen to configure the DNS information that the ZyWALL
assigns to the DHCP clients.

DDNS Use this screen to set up dynamic DNS.

REMOTE MGMT | WWW Use this screen to configure through which interface(s) and from
which IP address(es) users can use HTTPS or HTTP to manage
the ZyWALL.

SSH Use this screen to configure through which interface(s) and from
which IP address(es) users can use Secure Shell to manage the
ZyWALL.

TELNET Use this screen to configure through which interface(s) and from
which IP address(es) users can use Telnet to manage the
ZyWALL.

FTP Use this screen to configure through which interface(s) and from
which IP address(es) users can use FTP to access the ZyWALL.

SNMP Use this screen to configure your ZyWALL'’s settings for Simple
Network Management Protocol management.

DNS Use this screen to configure through which interface(s) and from
which IP address(es) users can send DNS queries to the ZyWALL.

CNM Use this screen to configure and allow your ZyWALL to be

managed by the Vantage CNM server.
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Table 5 Screens Summary (continued)

LINK TAB FUNCTION
UPnP UPnP Use this screen to enable UPnP on the ZyWALL.
Ports Use this screen to view the NAT port mapping rules that UPnP

creates on the ZyWALL.

ALG ALG Use this screen to allow certain applications to pass through the
ZyWALL.

LOGS View Log Use this screen to view the logs for the categories that you
selected.

Log Settings Use this screen to change your ZyWALL'’s log settings.

Reports Use this screen to have the ZyWALL record and display the
network usage reports.
MAINTENANCE | General This screen contains administrative.
Password Use this screen to change your password.

Time and Date |Use this screen to change your ZyWALL'’s time and date.

Device Mode | Use this screen to configure and have your ZyWALL work as a
router or a bridge.

F/W Upload Use this screen to upload firmware to your ZyWALL

Backup & Use this screen to backup and restore the configuration or reset
Restore the factory defaults to your ZyWALL.
Restart This screen allows you to reboot the ZyWALL without turning the
power off.
LOGOUT Click this label to exit the web configurator.

2.4.4 System Statistics

Click Show Statistics in the HOME screen. Read-only information here includes port status
and packet specific statistics. Also provided is "Up Time" and "poll interval(s)". The Poll
Interval(s) field is configurable.

Figure 9 Home: Show Statistics

Poll Interval(s) : |5 Set Interval | Stop
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The following table describes the labels in this screen.

Table 6 Home: Show Statistics

LABEL DESCRIPTION

Port These are the ZyWALL'’s interfaces.

Status For the LAN, this displays the port speed and duplex setting.
For the WAN and dial backup ports, this displays the port speed and duplex setting if
you're using Ethernet encapsulation and Down (line is down), Idle (line (ppp) idle),
Dial (starting to trigger a call) or Drop (dropping a call) if you’re using PPPoE
encapsulation.

TxPkts This is the number of transmitted packets on this port.

RxPkts This is the number of received packets on this port.

Tx B/s This displays the transmission speed in bytes per second on this port.

Rx B/s This displays the reception speed in bytes per second on this port.

Up Time This is the total amount of time the line has been up.

System Up Time | This is the total time the ZyWALL has been on.

Poll Interval(s) Enter the time interval for refreshing statistics in this field.

Set Interval ?Iilfjk this button to apply the new poll interval you entered in the Poll Interval(s)
ield.

Stop Click Stop to stop refreshing statistics.

2.4.5 DHCP Table Screen

DHCP (Dynamic Host Configuration Protocol, RFC 2131 and RFC 2132) allows computers to
obtain TCP/IP configuration (including IP addresses, subnet masks, gateways, and some
network information like the IP addresses of DNS servers) at start-up from a server. You can
configure the ZyWALL as a DHCP server or disable it. When configured as a server, the
ZyWALL provides the TCP/IP configuration for the clients. If the ZyWALL’s DHCP service
is disabled, you must have another DHCP server on your LAN, or else the computers must be
manually configured.

Click Show DHCP Table in the HOME screen when the ZyWALL is set to router mode.
Read-only information here relates to your DHCP status. The DHCP table shows current

DHCP client information (including IP Address, Host Name and MAC Address) of all

network clients using the ZyWALL’s DHCP server.
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Figure 10 Home: DHCP Table
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The following table describes the labels in this screen.

Table 7 Home: DHCP Table

LABEL DESCRIPTION

Interface Select an interface to show the current DHCP client information for the specified
interface.

# This is the index number of the host computer.

IP Address This field displays the IP address relative to the # field listed above.

Host Name This field displays the computer host name.

MAC Address | The MAC (Media Access Control) or Ethernet address on a LAN (Local Area Network)
is unique to your computer (six pairs of hexadecimal notation).

A network interface card such as an Ethernet adapter has a hardwired address that is
assigned at the factory. This address follows an industry standard that ensures no
other adapter has a similar address.

Reserve Select the check box in the heading row to automatically select all check boxes or
select the check box(es) in each entry to have the ZyWALL always assign the
selected entry(ies)’s IP address(es) to the corresponding MAC address(es) (and host
name(s)). After you click Apply, the MAC address and IP address also display in the
LAN Static DHCP screen (where you can edit them).

Refresh Click Refresh to reload the DHCP table.

2.4.6 VPN Status

Click VPN Status in the HOME screen to open the following screen. This screen provides
read-only information about the active VPN connections. The Poll Interval(s) field is
configurable.
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Figure 11 Home: VPN Status
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The following table describes the labels in this screen.

Table 8 Home: VPN Status

LABEL DESCRIPTION
# This is the security association index number.
Name This field displays the identification name for this VPN policy.

Local Network This field displays the IP address of the computer using the VPN IPSec feature of
your ZyWALL.

Remote Network | This field displays IP address (in a range) of computers on the remote network
behind the remote IPSec router.

Encapsulation This field displays Tunnel or Transport mode.

IPSec Algorithm | This field displays the security protocols used for an SA.

Both AH and ESP increase ZyWALL processing requirements and communications
latency (delay).

Poll Interval(s) Enter the time interval for refreshing statistics in this field.

Set Interval Click this button to apply the new poll interval you entered in the Poll Interval(s)
field.
Stop Click Stop to stop refreshing statistics.
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CHAPTER 3
Wizard Setup

This chapter provides information on the Wizard Setup screens in the web configurator. The
Internet access wizard is only applicable when the ZyWALL is in router mode.

3.1 Wizard Setup Overview

The web configurator's setup wizards help you configure the WAN port to access the Internet
and edit VPN policies and configure IKE settings to establish a VPN tunnel.

3.2 Internet Access

The Internet access wizard screen has three variations depending on what encapsulation type
you use. Refer to information provided by your ISP to know what to enter in each field. Leave
a field blank if you don’t have that information.

3.2.1 ISP Parameters

The ZyWALL offers three choices of encapsulation. They are Ethernet, PPTP or PPPoE.

The wizard screen varies according to the type of encapsulation that you select in the
Encapsulation field.

3.2.1.1 Ethernet
For ISPs (such as Telstra) that send UDP heartbeat packets to verify that the customer is still
online, please create a WAN-to-WAN/ZyWALL firewall rule for those packets. Contact your
ISP to find the correct port number.

Choose Ethernet when the WAN port is used as a regular Ethernet.
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Figure 12 ISP Parameters: Ethernet Encapsulation
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The following table describes the labels in this screen.

Table 9 ISP Parameters: Ethernet Encapsulation

LABEL

DESCRIPTION

ISP Parameters
for Internet
Access

Encapsulation

You must choose the Ethernet option when the WAN port is used as a regular
Ethernet. Otherwise, choose PPPoE or PPTP for a dial-up connection.

WAN IP Address

Assignment
IP Address Select Dynamic If your ISP did not assign you a fixed IP address. This is the
Assignment default selection.
Select Static If the ISP assigned a fixed IP address.
The fields below are available only when you select Static.
My WAN IP Enter your WAN IP address in this field.
Address
My WAN IP Enter the IP subnet mask in this field.
Subnet Mask
Gateway IP Enter the gateway IP address in this field.
Address
First DNS Server | Enter the DNS server's IP address(es) in the field(s) to the right.
Second DNS Leave the field as 0.0.0.0 if you do not want to configure DNS servers. If you do not
Server configure a DNS server, you must know the IP address of a machine in order to
access it.
Apply Click Apply to save your changes and go to the next screen.
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3.2.1.2 PPPoE Encapsulation

Point-to-Point Protocol over Ethernet (PPPoE) functions as a dial-up connection. PPPoE is an

IETF (Internet Engineering Task Force) standard specifying how a host personal computer

interacts with a broadband modem (for example DSL, cable, wireless, etc.) to achieve access

to high-speed data networks.

Figure 13 ISP Parameters: PPPoE Encapsulation
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The following table describes the labels in this screen.

Table 10 ISP Parameters: PPPoE Encapsulation

LABEL DESCRIPTION

ISP Parameter for
Internet Access

Encapsulation Choose an encapsulation method from the pull-down list box. PPP over Ethernet
forms a dial-up connection.

Service Name Type the name of your service provider.

User Name Type the user name given to you by your ISP.

Password Type the password associated with the user name above.

Retype to Confirm | Type your password again for confirmation.

Nailed-Up Select Nailed-Up if you do not want the connection to time out.
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Table 10 ISP Parameters: PPPoE Encapsulation (continued)

LABEL

DESCRIPTION

Idle Timeout

Type the time in seconds that elapses before the router automatically disconnects
from the PPPoOE server. The default time is 100 seconds.

WAN IP Address

Assignment
IP Address Select Dynamic If your ISP did not assign you a fixed IP address. This is the
Assignment default selection.
Select Static If the ISP assigned a fixed IP address.
The fields below are available only when you select Static.
My WAN IP Enter your WAN IP address in this field.
Address
First DNS Server |Enter the DNS server's IP address(es) in the field(s) to the right.
Second DNS Leave the field as 0.0.0.0 if you do not want to configure DNS servers. If you do not
Server configure a DNS server, you must know the IP address of a machine in order to
access it.
Apply Click Apply to save your changes and go to the next screen.

3.2.1.3 PPTP Encapsulation

Point-to-Point Tunneling Protocol (PPTP) is a network protocol that enables transfers of data
from a remote client to a private server, creating a Virtual Private Network (VPN) using TCP/
IP-based networks.

PPTP supports on-demand, multi-protocol, and virtual private networking over public
networks, such as the Internet.
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Note: The ZyWALL supports one PPTP server connection at any given time.

Figure 14 ISP Parameters: PPTP Encapsulation

WIZARD - Internet Access

ISP Parameters for Internet Access

PPTP Configuration

The following table describes the labels in this screen.

Table 11 ISP Parameters: PPTP Encapsulation

LABEL

DESCRIPTION

ISP Parameters for
Internet Access

Encapsulation

Select PPTP from the drop-down list box. To configure a PPTP client, you must
configure the User Name and Password fields for a PPP connection and the
PPTP parameters for a PPTP connection.

User Name Type the user name given to you by your ISP.

Password Type the password associated with the User Name above.

Retype to Confirm | Type your password again for confirmation.

Nailed-Up Select Nailed-Up if you do not want the connection to time out.

Idle Timeout Type the time in seconds that elapses before the router automatically disconnects

from the PPTP server.

Chapter 3 Wizard Setup

73



ZyWALL 2 Plus User’s Guide

Table 11 ISP Parameters: PPTP Encapsulation

LABEL

DESCRIPTION

PPTP Configuration

My IP Address

Type the (static) IP address assigned to you by your ISP.

My IP Subnet Mask

Type the subnet mask assigned to you by your ISP (if given).

Server IP Address

Type the IP address of the PPTP server.

Connection ID/
Name

Enter the connection ID or connection name in this field. It must follow the "c:id"
and "n:name" format. For example, C:12 or N:My ISP.
This field is optional and depends on the requirements of your xDSL modem.

WAN IP Address

Assignment
IP Address Select Dynamic If your ISP did not assign you a fixed IP address. This is the
Assignment default selection.
Select Static If the ISP assigned a fixed IP address.
The fields below are available only when you select Static.
My WAN IP Enter your WAN IP address in this field.
Address
First DNS Server Enter the DNS server's IP address(es) in the field(s) to the right.
Second DNS Leave the field as 0.0.0.0 if you do not want to configure DNS servers. If you do
Server not configure a DNS server, you must know the IP address of a machine in order
to access it.
Apply Click Apply to save your changes and go to the next screen.

3.2.2 Internet Access Wizard: Second Screen

Click Next to go to the screen where you can register your ZyWALL and activate the free
content filtering trial application. Otherwise, click Skip to display the congratulations screen
and click Close to complete the Internet access setup.

Figure 15 Internet Access Wizard: Second Screen

You can register ZyYWALL on hittpffeseens zyxel com and activate "Free Trial" of
Content Filtering service on your ZyWALL

Click "Mext" to activate these services for FREE.

Mext
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Figure 16 Internet Access Setup Complete
INTERNET ACCESS

3.2.3 Internet Access Wizard: Registration

If you clicked Next in the previous screen (see Figure 15 on page 74), the following screen
displays.

Note: If you want to activate a standard service with your iCard’s PIN number (license
key), use the REGISTRATION Service screen.

Figure 17 Internet Access Wizard: Registration
INTERNET ACCESS

Device Registration

Ol
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The following table describes the labels in this screen.

Table 12 Internet Access Wizard: Registration

LABEL

DESCRIPTION

Device Registration

If you select Existing myZyXEL.com account, only the User Name and
Password fields are available.

New myZyXEL.com
account

If you haven’t created an account at myZyXEL.com, select this option and
configure the following fields to create an account and register your ZyWALL.

Existing myZyXEL.com
account

If you already have an account at myZyXEL.com, select this option and enter
your user name and password in the fields below to register your ZyWALL.

User Name Enter a user name for your myZyXEL.com account. The name should be
from six to 20 alphanumeric characters (and the underscore). Spaces are not
allowed.

Check Click this button to check with the myZyXEL.com database to verify the user
name you entered has not been used.

Password Enter a password of between six and 20 alphanumeric characters (and the

underscore). Spaces are not allowed.

Confirm Password

Enter the password again for confirmation.

E-Mail Address

Enter your e-mail address. You can use up to 80 alphanumeric characters
(periods and the underscore are also allowed) without spaces.

Country Select your country from the drop-down box list.
Back Click Back to return to the previous screen.
Next Click Next to continue.

After you fill in the fields and click Next, the following screen shows indicating the
registration is in progress. Wait for the registration progress to finish.

Figure 18 Internet Access Wizard: Registration in Progress

Register on myZ2yXEL.com server in Progress

This may take up to 40 seconds. Please wait. ..

1 ] EEEEEE_ | SeREEENE

Click Close to leave the wizard screen when the registration and activation are done.
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Figure 19 Internet Access Wizard: Status
INTERNET ACCESS

Status

The following screen appears if the registration was not successful. Click Return to go back to
the Device Registration screen and check your settings.

Figure 20 Internet Access Wizard: Registration Failed
INTERNET ACCESS

If the ZyWALL has been registered, the Device Registration screen is read-only and the
Service Activation screen appears indicating what trial applications are activated after you
click Next.

Figure 21 Internet Access Wizard: Registered Device
INTERNET ACCESS

Device Registration
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Figure 22 Internet Access Wizard: Activated Services

Service to be activated
I¥ Content Filtering 1-month Trial {Service has been activated.)

3.3 VPN Wizard Gateway Setting

A VPN (Virtual Private Network) tunnel gives you a secure connection to another computer or
network.

A gateway policy identifies the IPSec routers at either end of a VPN tunnel.

A network policy specifies which devices (behind the IPSec routers) can use the VPN tunnel.
In the following diagram, X is your ZyWALL, Y is a remote IPSec router, the A arrows denote
the gateway policy and the B arrows denote the network policy. The local network is marked

1, and the remote network is marked 2.

Figure 23 Gateway and Network Policies
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This figure helps explain the main fields in the wizard screens. In this figure, X is your
ZyWALL, Y is a remote IPSec router, A denotes a local network IP address, B denotes a
remote gateway address and C denotes a remote network address. The local network is marked
1, and the remote network is marked 2.
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Figure 24 IPSec Fields Summary
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Use the VPN wizard screens to configure a VPN rule that uses a pre-shared key. If you want to
set the rule to use a certificate, please go to the VPN screens for configuration.

Click VPN Wizard in the HOME screen to open the VPN configuration wizard. The first
screen displays as shown next.

Note: Your settings are not saved when you click Back.

Figure 25 VPN Wizard: Gateway Setting

Gateway Policy Propert

Marne ITes1
Gateway Policy Setting
My ZywaLL jnono

Remote Gateway Address IElranchOffice.com

Mext
The following table describes the labels in this screen.
Table 13 VPN Wizard: Gateway Setting
LABEL DESCRIPTION
Gateway Policy
Property
Name Type up to 32 characters to identify this VPN gateway policy. You may use any
character, including spaces, but the ZyWALL drops trailing spaces.
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Table 13 VPN Wizard: Gateway Setting

LABEL

DESCRIPTION

My ZyWALL

When the ZyWALL is in router mode, enter the WAN IP address or the domain name
of your ZyWALL or leave the field set to 0.0.0.0.

The ZyWALL uses its current WAN IP address (static or dynamic) in setting up the
VPN tunnel if you leave this field as 0.0.0.0. If the WAN connection goes down, the
ZyWALL uses the dial backup IP address for the VPN tunnel when using dial backup
or the LAN IP address when using traffic redirect.

The VPN tunnel has to be rebuiilt if this IP address changes.
When the ZyWALL is in bridge mode, this field is read-only and displays the

ZyWALL’s |P address.

Gateway

|IP address.

Remote Enter the WAN IP address or domain name of the remote IPSec router (secure
gateway) in the field below to identify the remote IPSec router by its IP address or a
Address domain name. Set this field to 0.0.0.0 if the remote IPSec router has a dynamic WAN

Next Click Next to continue.

3.4 VPN Wizard Network Setting

Two active SAs cannot have the local and remote IP address(es) both the same. Two active
SAs can have the same local or remote [P address, but not both. You can configure multiple
SAs between the same local and remote IP addresses, as long as only one is active at any time.

Figure 26 VPN Wizard: Network Setting
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The following table describes the labels in this screen.

Table 14 VPN Wizard: Network Setting

LABEL DESCRIPTION

Network Policy

Property

Active If the Active check box is selected, packets for the tunnel trigger the ZyWALL to build
the tunnel.
Clear the Active check box to turn the network policy off. The ZyWALL does not apply
the policy. Packets for the tunnel do not trigger the tunnel.

Name Type up to 32 characters to identify this VPN network policy. You may use any

character, including spaces, but the ZyWALL drops trailing spaces.

Network Policy
Setting

Local Network | Local IP addresses must be static and correspond to the remote IPSec router's
configured remote IP addresses.

Select Single for a single IP address. Select Range IP for a specific range of IP
addresses. Select Subnet to specify IP addresses on a network by their subnet mask.

Starting IP When the Local Network field is configured to Single, enter a (static) IP address on
Address the LAN behind your ZyWALL. When the Local Network field is configured to Range
IP, enter the beginning (static) IP address, in a range of computers on the LAN behind
your ZyWALL. When the Local Network field is configured to Subnet, this is a (static)
IP address on the LAN behind your ZyWALL.

Ending IP When the Local Network field is configured to Single, this field is N/A. When the
Address/ Local Network field is configured to Range IP, enter the end (static) IP address, in a
Subnet Mask | range of computers on the LAN behind your ZyWALL. When the Local Network field
is configured to Subnet, this is a subnet mask on the LAN behind your ZyWALL.

Remote Remote IP addresses must be static and correspond to the remote IPSec router's
Network configured local IP addresses.

Select Single for a single IP address. Select Range IP for a specific range of IP
addresses. Select Subnet to specify IP addresses on a network by their subnet mask.

Starting IP When the Remote Network field is configured to Single, enter a (static) IP address
Address on the network behind the remote IPSec router. When the Remote Network field is
configured to Range IP, enter the beginning (static) IP address, in a range of
computers on the network behind the remote IPSec router. When the Remote
Network field is configured to Subnet, enter a (static) IP address on the network
behind the remote IPSec router

Ending IP When the Remote Network field is configured to Single, this field is N/A. When the
Address/ Remote Network field is configured to Range IP, enter the end (static) IP address, in
Subnet Mask | a range of computers on the network behind the remote IPSec router. When the
Remote Network field is configured to Subnet, enter a subnet mask on the network
behind the remote IPSec router.

Back Click Back to return to the previous screen.

Next Click Next to continue.
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3.5 VPN Wizard IKE Tunnel Setting (IKE Phase 1)

Figure 27 VPN Wizard: IKE Tunnel Setting
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The following table describes the labels in this screen.

Table 15 VPN Wizard: IKE Tunnel Setting

LABEL

DESCRIPTION

Negotiation Mode

Select Main Mode for identity protection. Select Aggressive Mode to allow
more incoming connections from dynamic IP addresses to use separate
passwords.

Note: Multiple SAs (security associations) connecting through a
secure gateway must have the same negotiation mode.

Encryption Algorithm

When DES is used for data communications, both sender and receiver must
know the same secret key, which can be used to encrypt and decrypt the
message or to generate and verify a message authentication code. The DES
encryption algorithm uses a 56-bit key. Triple DES (3DES) is a variation on DES
that uses a 168-bit key. As a result, 3DES is more secure than DES. It also
requires more processing power, resulting in increased latency and decreased
throughput. This implementation of AES uses a 128-bit key. AES is faster than
3DES.

Authentication
Algorithm

MDS5 (Message Digest 5) and SHA1 (Secure Hash Algorithm) are hash
algorithms used to authenticate packet data. The SHA1 algorithm is generally
considered stronger than MD5, but is slower. Select MD5 for minimal security
and SHA-1 for maximum security.

Key Group

You must choose a key group for phase 1 IKE setup. DH1 (default) refers to
Diffie-Hellman Group 1 a 768 bit random number. DH2 refers to Diffie-Hellman
Group 2 a 1024 bit (1Kb) random number.

SA Life Time
(Seconds)

Define the length of time before an IKE SA automatically renegotiates in this
field. The minimum value is 180 seconds.

A short SA Life Time increases security by forcing the two VPN gateways to
update the encryption and authentication keys. However, every time the VPN
tunnel renegotiates, all users accessing remote resources are temporarily
disconnected.
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Table 15 VPN Wizard: IKE Tunnel Setting (continued)

LABEL

DESCRIPTION

Pre-Shared Key

Type your pre-shared key in this field. A pre-shared key identifies a
communicating party during a phase 1 IKE negotiation. It is called "pre-shared"
because you have to share it with another party before you can communicate
with them over a secure connection.

Type from 8 to 31 case-sensitive ASCII characters or from 16 to 62 hexadecimal
("0-9", "A-F") characters. You must precede a hexadecimal key with a "Ox (zero
x), which is not counted as part of the 16 to 62 character range for the key. For

example, in "0x0123456789ABCDEF", Ox denotes that the key is hexadecimal

and 0123456789ABCDEF is the key itself.

Both ends of the VPN tunnel must use the same pre-shared key. You will receive
a PYLD_MALFORMED (payload malformed) packet if the same pre-shared key
is not used on both ends.

Back

Click Back to return to the previous screen.

Next

Click Next to continue.

3.6 VPN Wizard IPSec Setting (IKE Phase 2)

Figure 28 VPN Wizard: IPSec Setting
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The following table describes the labels in this screen.

Table 16 VPN Wizard: IPSec Setting

LABEL

DESCRIPTION

Encapsulation Mode

Tunnel is compatible with NAT, Transport is not.

Tunnel mode encapsulates the entire IP packet to transmit it securely. A Tunnel
mode is required for gateway services to provide access to internal systems.
Tunnel mode is fundamentally an IP tunnel with authentication and encryption.
Transport mode is used to protect upper layer protocols and only affects the
data in the IP packet. In Transport mode, the IP packet contains the security
protocol (AH or ESP) located after the original IP header and options, but before
any upper layer protocols contained in the packet (such as TCP and UDP).

IPSec Protocol

Select the security protocols used for an SA.

Both AH and ESP increase ZyWALL processing requirements and
communications latency (delay).

Encryption Algorithm

When DES is used for data communications, both sender and receiver must
know the same secret key, which can be used to encrypt and decrypt the
message or to generate and verify a message authentication code. The DES
encryption algorithm uses a 56-bit key. Triple DES (3DES) is a variation on DES
that uses a 168-bit key. As a result, 3DES is more secure than DES. It also
requires more processing power, resulting in increased latency and decreased
throughput. This implementation of AES uses a 128-bit key. AES is faster than
3DES. Select NULL to set up a tunnel without encryption. When you select
NULL, you do not enter an encryption key.

Authentication
Algorithm

MDS5 (Message Digest 5) and SHA1 (Secure Hash Algorithm) are hash
algorithms used to authenticate packet data. The SHA1 algorithm is generally
considered stronger than MD5, but is slower. Select MD5 for minimal security
and SHA-1 for maximum security.

SA Life Time
(Seconds)

Define the length of time before an IKE SA automatically renegotiates in this
field. The minimum value is 180 seconds.

A short SA Life Time increases security by forcing the two VPN gateways to
update the encryption and authentication keys. However, every time the VPN
tunnel renegotiates, all users accessing remote resources are temporarily
disconnected.

Perfect Forward

Perfect Forward Secret (PFS) is disabled (None) by default in phase 2 IPSec

Secret (PFS) SA setup. This allows faster IPSec setup, but is not so secure.
Select DH1 or DH2 to enable PFS. DH1 refers to Diffie-Hellman Group 1 a 768
bit random number. DH2 refers to Diffie-Hellman Group 2 a 1024 bit (1Kb)
random number (more secure, yet slower).

Back Click Back to return to the previous screen.

Next Click Next to continue.

3.7 VPN Wizard Status Summary

This read-only screen shows the status of the current VPN setting. Use the summary table to
check whether what you have configured is correct.
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Figure 29 VPN Wizard: VPN Status

WIZARD - VPN

Status

The following table describes the labels in this screen.

Table 17 VPN Wizard: VPN Status

LABEL

DESCRIPTION

Gateway Policy
Property

Name

This is the name of this VPN gateway policy.

Gateway Policy
Setting

My ZyWALL

This is the WAN IP address or the domain name of your ZyWALL in router mode
or the ZyWALL'’s IP address in bridge mode.

Remote Gateway

This is the IP address or the domain name used to identify the remote IPSec

Address router.

Network Policy

Property

Active This displays whether this VPN network policy is enabled or not.
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Table 17 VPN Wizard: VPN Status (continued)

LABEL

DESCRIPTION

Name

This is the name of this VPN network policy.

Network Policy
Setting

Local Network

Starting IP Address

This is a (static) IP address on the LAN behind your ZyWALL.

Ending IP Address/
Subnet Mask

When the local network is configured for a single IP address, this field is N/A.
When the local network is configured for a range IP address, this is the end
(static) IP address, in a range of computers on the LAN behind your ZyWALL.
When the local network is configured for a subnet, this is a subnet mask on the
LAN behind your ZyWALL.

Remote Network

Starting IP Address

This is a (static) IP address on the network behind the remote IPSec router.

Ending IP Address/
Subnet Mask

When the remote network is configured for a single IP address, this field is N/A.
When the remote network is configured for a range IP address, this is the end
(static) IP address, in a range of computers on the network behind the remote
IPSec router. When the remote network is configured for a subnet, this is a
subnet mask on the network behind the remote IPSec router.

IKE Tunnel Setting
(IKE Phase 1)

Negotiation Mode

This shows Main Mode or Aggressive Mode. Multiple SAs connecting through
a secure gateway must have the same negotiation mode.

Encryption Algorithm | This is the method of data encryption. Options can be DES, 3DES or AES.
Authentication MDS5 (Message Digest 5) and SHA1 (Secure Hash Algorithm) are hash
Algorithm algorithms used to authenticate packet data.

Key Group This is the key group you chose for phase 1 IKE setup.

SA Life Time This is the length of time before an IKE SA automatically renegotiates.
(Seconds)

Pre-Shared Key

This is a pre-shared key identifying a communicating party during a phase 1 IKE
negotiation.

IPSec Setting (IKE
Phase 2)

Encapsulation Mode

This shows Tunnel mode or Transport mode.

IPSec Protocol

ESP or AH are the security protocols used for an SA.

Encryption Algorithm | This is the method of data encryption. Options can be DES, 3DES, AES or
NULL.

Authentication MDS5 (Message Digest 5) and SHA1 (Secure Hash Algorithm) are hash

Algorithm algorithms used to authenticate packet data.

SA Life Time This is the length of time before an IKE SA automatically renegotiates.

(Seconds)

Perfect Forward

Perfect Forward Secret (PFS) is disabled (None) by default in phase 2 IPSec SA

Secret (PFS) setup. Otherwise, DH1 or DH2 are selected to enable PFS.
Back Click Back to return to the previous screen.
Finish Click Finish to complete and save the wizard setup.
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3.8 VPN Wizard Setup Complete

Congratulations! You have successfully set up the VPN rule after any existing rule(s) for your
ZyWALL.

Figure 30 VPN Wizard Setup Complete
WIZARD - VPN
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CHAPTER 4
Registration

4.1 myZyXEL.com overview

myZyXEL.com is ZyXEL’s online services center where you can register your ZyWALL and
manage subscription services available for the ZyWALL.

Note: You need to create an account before you can register your device and activate
the services at myZyXEL.com.

You can directly create a myZyXEL.com account, register your ZyWALL and activate a
service using the REGISTRATION screen. Alternatively, go to http://www.myZyXEL.com
with the ZyWALL’s serial number and LAN MAC address to register it. Refer to the web site’s
on-line help for details.

Note: To activate a service on a ZyWALL, you need to access myZyXEL.com via that
ZyWALL.

4.1.1 Content Filtering Subscription Service

The ZyWALL can use the content filtering subscription service. Content filtering allows or
blocks access to web sites. Subscribe to category-based content filtering to block access to
categories of web sites based on content. Your ZyWALL accesses an external database that has
millions of web sites categorized based on content. You can have the ZyWALL block, block
and/or log access to web sites based on these categories. See the chapter about content filtering
for more information.

4.2 Registration

To register your ZyWALL with myXEL.com and activate the content filtering service, click
REGISTRATION in the navigation panel to open the screen as shown next.
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Figure 31 Registration

Registration

User Narme

Password

E-Mail Address
Country

" Content Filteri

 Hew my 2y <EL.com account

Confirm Password

MNote: For more device services management, please go to myZy=EL.com

Service

. Existing rmyZy*EL.com account

Check |

[Type username and password from & to
20 characters.)

EZ|

ng 1-rnonth Trial

Apply | Reset |

The following table describes the labels in this screen.

Table 18 Registration

LABEL

DESCRIPTION

Device Registration

If you select Existing myZyXEL.com account, only the User Name and
Password fields are available.

New myZyXEL.com
account

If you haven’t created an account at myZyXEL.com, select this option and
configure the following fields to create an account and register your ZyWALL.

Existing myZyXEL.com

If you already have an account at myZyXEL.com, select this option and enter

account your user name and password in the fields below to register your ZyWALL.
User Name Enter a user name for your myZyXEL.com account. The name should be
from six to 20 alphanumeric characters (and the underscore). Spaces are not
allowed.
Check Click this button to check with the myZyXEL.com database to verify the user
name you entered has not been used.
Password Enter a password of between six and 20 alphanumeric characters (and the

underscore). Spaces are not allowed.

Confirm Password

Enter the password again for confirmation.

E-Mail Address

Enter your e-mail address. You can use up to 80 alphanumeric characters
(periods and the underscore are also allowed) without spaces.

Country

Select your country from the drop-down box list.

Service Activation

You can try trial service subscription. After the trial expires, you can buy an
iCard and enter the license key in the REGISTRATION Service screen to
extend the service.

Content Filtering 1-
month Trial

Select the check box to activate a trial. The trial period starts the day you
activate the trial.
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Table 18 Registration

LABEL DESCRIPTION
Apply Click Apply to save your changes back to the ZyWALL.
Reset Click Reset to begin configuring this screen afresh.

Note: If the ZyWALL is registered already, this screen is read-only and indicates
whether trial services are activated. Use the Service screen to update your
service subscription status.

Figure 32 Registration: Registered Device

% Existing myZy*EL.com account

User Name IjtJn\r-;-her-

Password IH***H :(Type uzername and pazsword from & to 20
characters.]

¥ Content Filtering 1-rmonth Trial (Service has been activated.)

Mote: For more device services management, please go to myZyXEL.com

4.3 Service

After you activate a trial, you can also use the Service screen to register and enter your iCard’s

PIN number (license key). Click REGISTRATION > Service to open the screen as shown
next.

Note: If you restore the ZyWALL to the default configuration file or upload a different

configuration file after you register, click the Service License Refresh button to
update license information.
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Figure 33 Registration: Service

_ Registration | Service

Service Management

| Service | Status | Registration Type
Content Filter Service Active Trial 2005-08-24

License Key |S-Z4S001 -CE45EDEEEARDDAD Updatel

Service License Refrash (Sync with myZyXEL.com to dewnload license Infa))

The following table describes the labels in this screen.

Table 19 Service

LABEL DESCRIPTION

Service Management

Service This field displays the service name available on the ZyWALL.
Status This field displays whether a service is activated (Active) or not (Inactive).
Registration Type This field displays whether you applied for a trial application (Trial) or

registered a service with your iCard’s PIN number (Standard).

Expiration Day This field displays the date your service expires.

License Upgrade

License Key Enter your iCard’s PIN number and click Update to activate or extend a
standard service subscription.

If a standard service subscription runs out, you need to buy a new iCard
(specific to your ZyWALL) and enter the new PIN number to extend the
service.

Service License Refresh | Click this button to renew service license information (such as the license
key, registration status and expiration day).
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CHAPTER 5
LAN Screens

This chapter describes how to configure LAN settings. This chapter is only applicable when
the ZyWALL is in router mode.

5.1 LAN, WAN and the ZyWALL

A network is a shared communication system to which many computers are attached.

The Local Area Network (LAN) includes the computers and networking devices in your home
or office that you connect to the ZyWALL’s LAN ports.

The Wide Area Network (WAN) is another network (most likely the Internet) that you connect
to the ZyWALL’s WAN port. See Chapter 7 on page 109 for how to use the WAN screens to
set up your WAN connection.

The LAN and the WAN are two separate networks. The ZyWALL controls the traffic that goes
between them. The following graphic gives an example.

Figure 34 LAN and WAN
LAN WAN

Internet

- : > ugd

5.2 IP Address and Subnet Mask

Similar to the way houses on a street share a common street name, so too do computers on a
LAN share one common network number.

Where you obtain your network number depends on your particular situation. If the ISP or
your network administrator assigns you a block of registered IP addresses, follow their
instructions in selecting the IP addresses and the subnet mask.
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If the ISP did not explicitly give you an IP network number, then most likely you have a single
user account and the ISP will assign you a dynamic IP address when the connection is
established. If this is the case, it is recommended that you select a network number from
192.168.0.0 to 192.168.255.0 and you must enable the Network Address Translation (NAT)
feature of the ZyWALL. The Internet Assigned Number Authority (IANA) reserved this block
of addresses specifically for private use; please do not use any other number unless you are
told otherwise. If you select 192.168.1.0 as the network number; it covers 254 individual
addresses, from 192.168.1.1 to 192.168.1.254 (zero and 255 are reserved). In other words, the
first three numbers specify the network number while the last number identifies an individual
computer on that network.

Once you have decided on the network number, pick an IP address that is easy to remember,
for instance, 192.168.1.1, for your ZyWALL, but make sure that no other device on your
network is using that IP address.

The subnet mask specifies the network number portion of an IP address. Your ZyWALL will
compute the subnet mask automatically based on the IP address that you entered. You don't
need to change the subnet mask computed by the ZyWALL unless you are instructed to do
otherwise.

5.2.1 Private IP Addresses

Every machine on the Internet must have a unique address. If your networks are isolated from
the Internet, for example, only between your two branch offices, you can assign any IP
addresses to the hosts without problems. However, the Internet Assigned Numbers Authority
(IANA) has reserved the following three blocks of IP addresses specifically for private
networks:

* 10.0.00 — 10.255.255.255
* 172.16.0.0 —172.31.255.255
* 192.168.0.0 — 192.168.255.255

You can obtain your IP address from the IANA, from an ISP or it can be assigned from a
private network. If you belong to a small organization and your Internet access is through an
ISP, the ISP can provide you with the Internet addresses for your local networks. On the other
hand, if you are part of a much larger organization, you should consult your network
administrator for the appropriate IP addresses.

Note: Regardless of your particular situation, do not create an arbitrary IP address;
always follow the guidelines above. For more information on address
assignment, please refer to RFC 1597, Address Allocation for Private Internets
and RFC 1466, Guidelines for Management of IP Address Space.
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5.3 DHCP

The ZyWALL can use DHCP (Dynamic Host Configuration Protocol, RFC 2131 and RFC
2132) to automatically assign IP addresses subnet masks, gateways, and some network
information like the IP addresses of DNS servers to the computers on your LAN. You can
alternatively have the ZyWALL relay DHCP information from another DHCP server. If you
disable the ZyWALL’s DHCP service, you must have another DHCP server on your LAN, or
else the computers must be manually configured.

5.3.1 IP Pool Setup

The ZyWALL is pre-configured with a pool of IP addresses for the computers on your LAN.
See Appendix A on page 509 for the default [P pool range. Do not assign your LAN computers
static [P addresses that are in the DHCP pool.

5.4 RIP Setup

RIP (Routing Information Protocol, RFC 1058 and RFC 1389) allows a router to exchange
routing information with other routers. RIP Direction controls the sending and receiving of
RIP packets. When set to Both or Out Only, the ZyWALL will broadcast its routing table
periodically. When set to Both or In Only, it will incorporate the RIP information that it
receives; when set to None, it will not send any RIP packets and will ignore any RIP packets
received.

RIP Version controls the format and the broadcasting method of the RIP packets that the
ZyWALL sends (it recognizes both formats when receiving). RIP-1 is universally supported;
but RIP-2 carries more information. RIP-1 is probably adequate for most networks, unless you
have an unusual network topology.

Both RIP-2B and RIP-2M send routing data in RIP-2 format; the difference being that RIP-
2B uses subnet broadcasting while RIP-2M uses multicasting. Multicasting can reduce the
load on non-router machines since they generally do not listen to the RIP multicast address
and so will not receive the RIP packets. However, if one router uses multicasting, then all
routers on your network must use multicasting, also.

By default, RIP Direction is set to Both and RIP Version to RIP-1.

5.5 Multicast

Traditionally, IP packets are transmitted in one of either two ways - Unicast (1 sender - 1
recipient) or Broadcast (1 sender - everybody on the network). Multicast delivers IP packets to
a group of hosts on the network - not everybody and not just 1.
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IGMP (Internet Group Multicast Protocol) is a network-layer protocol used to establish
membership in a Multicast group - it is not used to carry user data. IGMP version 2 (RFC
2236) is an improvement over version 1 (RFC 1112) but IGMP version 1 is still in wide use. If
you would like to read more detailed information about interoperability between IGMP
version 2 and version 1, please see sections 4 and 5 of RFC 2236. The class D IP address is
used to identify host groups and can be in the range 224.0.0.0 to 239.255.255.255. The address
224.0.0.0 is not assigned to any group and is used by IP multicast computers. The address
224.0.0.1 is used for query messages and is assigned to the permanent group of all IP hosts
(including gateways). All hosts must join the 224.0.0.1 group in order to participate in IGMP.
The address 224.0.0.2 is assigned to the multicast routers group.

The ZyWALL supports both IGMP version 1 (IGMP-v1) and IGMP version 2 (IGMP-v2). At
start up, the ZyWALL queries all directly connected networks to gather group membership.
After that, the ZyWALL periodically updates this information. IP multicasting can be enabled/
disabled on the ZyWALL LAN and/or WAN interfaces in the web configurator (LAN; WAN).
Select None to disable IP multicasting on these interfaces.

5.6 WINS

WINS (Windows Internet Naming Service) is a Windows implementation of NetBIOS Name
Server (NBNS) on Windows. It keeps track of NetBIOS computer names. It stores a mapping
table of your network’s computer names and IP addresses. The table is dynamically updated
for IP addresses assigned by DHCP. This helps reduce broadcast traffic since computers can
query the server instead of broadcasting a request for a computer name’s IP address. In this
way WINS is similar to DNS, although WINS does not use a hierarchy (unlike DNS). A
network can have more than one WINS server. Samba can also serve as a WINS server.

5.7 LAN

Click NETWORK > LAN to open the LAN screen. Use this screen to configure the
ZyWALL’s IP address and other LAN TCP/IP settings as well as the built-in DHCP server
capability that assigns IP addresses and DNS servers to systems that support DHCP client
capability.
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Figure 35 LAN

IP Address | P92 B8 & i @ RIF Direction Both -
IP Subnet Mask 255 255 . 255 . 0 RIP Version IRIP-1 YI
Multicast Mane vI
DHCP Setup
DHCP Server vl
IP Pool Starting Address | 192 , 168 . 1 . 33 Pool Size 128
CHCP Server Address a ., 0 a 0
DHCP WINS Server 1 o . 0 1] 1]
DHZP WINS Server 2 o ., a 1] i}

For DNS setup please click here

StaliciRHEE _IP Alias

[~ Allow between LAN and WAN

Mote: You also need to create a Firewall rule,

Reset |

The following table describes the labels in this screen.

Table 20 LAN

LABEL DESCRIPTION

LAN TCP/IP

IP Address Type the IP address of your ZyWALL in dotted decimal notation. 192.168.1.1 is the

factory default. Alternatively, click the right mouse button to copy and/or paste the
IP address.

IP Subnet Mask

The subnet mask specifies the network number portion of an IP address. Your
ZyWALL automatically calculates the subnet mask based on the IP address that
you assign. Unless you are implementing subnetting, use the subnet mask
computed by the ZyWALL.

RIP Direction

RIP (Routing Information Protocol, RFC1058 and RFC 1389) allows a router to
exchange routing information with other routers. The RIP Direction field controls
the sending and receiving of RIP packets. Select the RIP direction from Both/In
Only/Out Only/None. When set to Both or Out Only, the ZyWALL will broadcast
its routing table periodically. When set to Both or In Only, it will incorporate the RIP
information that it receives; when set to None, it will not send any RIP packets and
will ignore any RIP packets received. Both is the default.

RIP Version

The RIP Version field controls the format and the broadcasting method of the RIP
packets that the ZyWALL sends (it recognizes both formats when receiving). RIP-1
is universally supported but RIP-2 carries more information. RIP-1 is probably
adequate for most networks, unless you have an unusual network topology. Both
RIP-2B and RIP-2M sends the routing data in RIP-2 format; the difference being
that RIP-2B uses subnet broadcasting while RIP-2M uses multicasting.
Multicasting can reduce the load on non-router machines since they generally do
not listen to the RIP multicast address and so will not receive the RIP packets.
However, if one router uses multicasting, then all routers on your network must use
multicasting, also. By default, RIP direction is set to Both and the Version set to
RIP-1.
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Table 20 LAN (continued)

LABEL DESCRIPTION

Multicast Select IGMP V-1 or IGMP V-2 or None. IGMP (Internet Group Multicast Protocol) is
a network-layer protocol used to establish membership in a Multicast group - it is
not used to carry user data. IGMP version 2 (RFC 2236) is an improvement over
version 1 (RFC 1112) but IGMP version 1 is still in wide use. If you would like to
read more detailed information about interoperability between IGMP version 2 and
version 1, please see sections 4 and 5 of RFC 2236.

DHCP Setup

DHCP DHCP (Dynamic Host Configuration Protocol, RFC 2131 and RFC 2132) allows

individual clients (workstations) to obtain TCP/IP configuration at startup from a
server. Unless you are instructed by your ISP, leave this field set to Server. When
configured as a server, the ZyWALL provides TCP/IP configuration for the clients.
When set as a server, fill in the IP Pool Starting Address and Pool Size fields.

Select Relay to have the ZyWALL forward DHCP requests to another DHCP
server. When set to Relay, fill in the DHCP Server Address field.

Select None to stop the ZyWALL from acting as a DHCP server. When you select
None, you must have another DHCP server on your LAN, or else the computers
must be manually configured.

IP Pool Starting

This field specifies the first of the contiguous addresses in the IP address pool.

Address

Pool Size This field specifies the size, or count of the IP address pool.

DHCP Server Type the IP address of the DHCP server to which you want the ZyWALL to relay

Address DHCP requests. Use dotted decimal notation. Alternatively, click the right mouse
button to copy and/or paste the IP address.

DHCP WINS Type the IP address of the WINS (Windows Internet Naming Service) server that

Server 1, 2 you want to send to the DHCP clients. The WINS server keeps a mapping table of

the computer names on your network and the IP addresses that they are currently
using.

For DNS setup
please click here

Click this link to go to the DNS DHCP screen to configure the DNS server
information that the ZyWALL sends to the DHCP client devices on the LAN.

Windows
Networking
(NetBIOS over
TCP/IP)

NetBIOS (Network Basic Input/Output System) are TCP or UDP packets that
enable a computer to connect to and communicate with a LAN. For some dial-up
services such as PPPoE or PPTP, NetBIOS packets cause unwanted calls.
However it may sometimes be necessary to allow NetBIOS packets to pass through
to the WAN in order to find a computer on the WAN.

Allow between
LAN and WAN

Select this check box to forward NetBIOS packets from the LAN to the WAN and
from the WAN to the LAN. If your firewall is enabled with the default policy set to
block WAN to LAN traffic, you also need to enable the default WAN to LAN firewall
rule that forwards NetBIOS traffic.

Clear this check box to block all NetBIOS packets going from the LAN to the WAN
and from the WAN to the LAN.

Apply

Click Apply to save your changes back to the ZyWALL.

Reset

Click Reset to begin configuring this screen afresh.

5.8 LAN Static DHCP

This table allows you to assign [P addresses on the LAN to specific individual computers
based on their MAC Addresses.
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Every Ethernet device has a unique MAC (Media Access Control) address. The MAC address
is assigned at the factory and consists of six pairs of hexadecimal characters, for example,
00:A0:C5:00:00:02.

To change your ZyWALL’s static DHCP settings, click NETWORK > LAN > Static DHCP.
The screen appears as shown.

Figure 36 LAN Static DHCP

BY T T i T A 5 .0 .0 .0
E| | | i | ! | ; | ] | a 0 g . 0O
[ 26 [ [ W W N W 5 .0 .0 .0
| I | 3 | | | a 0 0.0
| | | | | ] Al 0 o 0.0
m| | | i | ; | ; | i | 0 0 gr ., O
m| | | 3 | | al 0 0 0.0
Bl | I N O . 5 .0 .0 .0
E| | | i | ! | ; | ] | a 0 g . 0O
Apply | Reset |
The following table describes the labels in this screen.
Table 21 LAN Static DHCP
LABEL DESCRIPTION
# This is the index number of the Static IP table entry (row).
MAC Address Type the MAC address of a computer on your LAN.
IP Address Type the IP address that you want to assign to the computer on your LAN.
Alternatively, click the right mouse button to copy and/or paste the IP address.
Apply Click Apply to save your changes back to the ZyWALL.
Reset Click Reset to begin configuring this screen afresh.
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5.9 LAN IP Alias

IP alias allows you to partition a physical network into different logical networks over the
same Ethernet interface. The ZyWALL supports three logical LAN interfaces via its single
physical Ethernet interface with the ZyWALL itself as the gateway for each LAN network.

When you use IP alias, you can also configure firewall rules to control access between the
LAN's logical networks (subnets).

Note: Make sure that the subnets of the logical networks do not overlap.

The following figure shows a LAN divided into subnets A, B, and C. The Ethernet interface is
labeled X.

Figure 37 Physical Network & Partitioned Logical Networks

A:192.168.1.1 - 192.168.1.24

Sem——— B: 192.168.2.1 - 192.168.2.24 ————

C: 192.168.3.1 - 192.168.3.24

>

To change your ZyWALL’s IP alias settings, click NETWORK > LAN > IP Alias. The
screen appears as shown.

Figure 38 LAN IP Alias
LAN

Static DHCP

IP Alias 1

IP Alias 2
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The following table describes the labels in this screen.

Table 22 LAN IP Alias

LABEL

DESCRIPTION

Enable IP Alias 1,
2

Select the check box to configure another LAN network for the ZyWALL.

IP Address

Enter the IP address of your ZyWALL in dotted decimal notation.
Alternatively, click the right mouse button to copy and/or paste the IP address.

IP Subnet Mask

Your ZyWALL will automatically calculate the subnet mask based on the IP
address that you assign. Unless you are implementing subnetting, use the subnet
mask computed by the ZyWALL.

RIP Direction

RIP (Routing Information Protocol, RFC 1058 and RFC 1389) allows a router to
exchange routing information with other routers. The RIP Direction field controls
the sending and receiving of RIP packets. Select the RIP direction from Both/In
Only/Out Only/None. When set to Both or Out Only, the ZyWALL will broadcast
its routing table periodically. When set to Both or In Only, it will incorporate the
RIP information that it receives; when set to None, it will not send any RIP packets
and will ignore any RIP packets received.

RIP Version

The RIP Version field controls the format and the broadcasting method of the RIP
packets that the ZyWALL sends (it recognizes both formats when receiving). RIP-1
is universally supported but RIP-2 carries more information. RIP-1 is probably
adequate for most networks, unless you have an unusual network topology. Both
RIP-2B and RIP-2M sends the routing data in RIP-2 format; the difference being
that RIP-2B uses subnet broadcasting while RIP-2M uses multicasting.
Multicasting can reduce the load on non-router machines since they generally do
not listen to the RIP multicast address and so will not receive the RIP packets.
However, if one router uses multicasting, then all routers on your network must use
multicasting, also. By default, RIP direction is set to Both and the Version set to
RIP-1.

Apply

Click Apply to save your changes back to the ZyWALL.

Reset

Click Reset to begin configuring this screen afresh.
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CHAPTER 6
Bridge Screens

This chapter describes how to configure bridge settings. This chapter is only applicable when
the ZyWALL is in bridge mode.

6.1 Bridge

The ZyWALL can serve as a transparent firewall (also known as a bridge firewall) in order to
provide firewall protection against denial of service attacks without. You do not need to
change your existing network configuration to use the ZyWALL as a bridge firewall. The
ZyWALL acts as a bridge between a switch and a wired LAN or between two routers and
filters and inspects the packets.

6.1.1 Bridge Loop

Be careful to avoid bridge loops when you enable bridging in the ZyWALL. Bridge loops
cause broadcast traffic to circle the network endlessly, resulting in possible throughput
degradation and disruption of communications. The following example shows the network
topology that can lead to this problem.

The ZyWALL (in bridge mode) is connected to a wired LAN while communicating with
another bridge or a switch that is also connected to the same wired LAN. So traffic will circle
the network

Figure 39 Bridge Loop: Bridge Connected to Wired LAN

A

W

\—_— c—=

~ ETHERNET

You can prevent bridge loops by ensuring that your ZyWALL is not set to bridge mode while
connected to two wired segments of the same LAN. If your network uses RSTP, you can set
the ZyWALL to bridge mode while connected to two wired segments of the same LAN as long
as you enable RSTP on the ZyWALL and the LAN’s other networking devices.
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6.2 Spanning Tree Protocol (STP)

STP detects and breaks network loops and provides backup links between switches, bridges or
routers. It allows a bridge to interact with other STP-compliant bridges in your network to
ensure that only one route exists between any two stations on the network.

6.2.1 Rapid STP

The ZyWALL uses IEEE 802.1w RSTP (Rapid Spanning Tree Protocol) that allow faster
convergence of the spanning tree (while also being backwards compatible with STP-only
aware bridges). Using RSTP topology change information does not have to propagate to the
root bridge and unwanted learned addresses are flushed from the filtering database. In RSTP,
the port states are Discarding, Learning, and Forwarding.

6.2.2 STP Terminology

The root bridge is the base of the spanning tree; it is the bridge with the lowest identifier value
(MAC address).

Path cost is the cost of transmitting a frame from the root bridge to that port. It is assigned
according to the speed of the link to which a port is attached. The slower the media, the higher
the cost - see the next table.

Table 23 STP Path Costs

LK speEp | SECOMMENDED | RECOUMENDED ALt oWeD
Path Cost |4Mbps 250 100 to 1000 1 to 65535
Path Cost | 10Mbps 100 50 to 600 1 to 65535
Path Cost | 16Mbps 62 40 to 400 1 to 65535
Path Cost | 100Mbps 19 10 to 60 1 to 65535
Path Cost | 1Gbps 4 3to 10 1 to 65535
Path Cost | 10Gbps 2 1to5 1 to 65535

On each bridge, the root port is the port through which this bridge communicates with the root.
It is the port on this switch with the lowest path cost to the root (the root path cost). If there is
no root port, then this bridge has been accepted as the root bridge of the spanning tree network.

For each LAN segment, a designated bridge is selected. This bridge has the lowest cost to the
root among the bridges connected to the LAN.
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6.2.3 How STP Works

After a bridge determines the lowest cost-spanning tree with STP, it enables the root port and
the ports that are the designated ports for connected LANs, and disables all other ports that
participate in STP. Network packets are therefore only forwarded between enabled ports,
eliminating any possible network loops.

STP-aware bridges exchange Bridge Protocol Data Units (BPDUs) periodically. When the
bridged LAN topology changes, a new spanning tree is constructed.

Once a stable network topology has been established, all bridges listen for Hello BPDUs
(Bridge Protocol Data Units) transmitted from the root bridge. If a bridge does not get a Hello
BPDU after a predefined interval (Max Age), the bridge assumes that the link to the root
bridge is down. This bridge then initiates negotiations with other bridges to reconfigure the
network to re-establish a valid network topology.

6.2.4 STP Port States

STP assigns five port states (see next table) to eliminate packet looping. A bridge port is not
allowed to go directly from blocking state to forwarding state so as to eliminate transient
loops.

Table 24 STP Port States

PORT STATE DESCRIPTION

Disabled STP is disabled (default).

Blocking Only configuration and management BPDUs are received and processed.

Listening All BPDUs are received and processed.

Learning All BPDUs are received and processed. Information frames are submitted to the
learning process but not forwarded.

Forwarding All BPDUs are received and processed. All information frames are received and
forwarded.

6.3 Configuring Bridge

Select Bridge and click Apply in the MAINTENANCE Device Mode screen to have the
ZyWALL function as a bridge.

Click NETWORK > BRIDGE to display the screen shown next. Use this screen to configure
bridge and RSTP (Rapid Spanning Tree Protocol) settings.
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Figure 40 Bridge
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The following table describes the labels in this screen.

Table 25 Bridge

LABEL DESCRIPTION

Bridge Setup

IP Address Type the IP address of your ZyWALL in dotted decimal notation.

IP Subnet Mask The subnet mask specifies the network number portion of an IP address.

Gateway IP Address

Enter the gateway IP address.

First/Second/Third DNS
Server

DNS (Domain Name System) is for mapping a domain name to its
corresponding IP address and vice versa. The DNS server is extremely
important because without it, you must know the IP address of a machine
before you can access it. The ZyWALL uses a system DNS server (in the
order you specify here) to resolve domain names for content filtering, the
time server, etc.

If you have the IP address(es) of the DNS server(s), enter the DNS server's
IP address(es) in the field(s) to the right.
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Table 25 Bridge (continued)

LABEL

DESCRIPTION

Rapid Spanning Tree
Protocol Setup

Enable Rapid Spanning
Tree Protocol

Select the check box to activate RSTP on the ZyWALL.

Bridge Priority

Enter a number between 0 and 61440 as bridge priority of the ZyWALL. 0 is
the highest.

Bridge Hello Time

Enter an interval (between 1 and 10) in seconds that the root bridge
waits before sending a hello packet.

Bridge Max Age

Enter an interval (between 6 and 40) in seconds that a bridge waits to
get a Hello BPDU from the root bridge.

Forward Delay

Enter the length of time (between 4 and 30) in seconds that a bridge
remains in the listening and learning port states. The default is 15 seconds.

Bridge Port

This is the bridge port type.

RSTP Active

Select the check box to enable RSTP on the corresponding port.

RSTP Priority
0(Highest)~240(Lowest)

Enter a number between 0 and 240 as RSTP priority for the corresponding
port. 0 is the highest.

RSTP Path Cost
1(Lowest)~65535(Highes

t)

Enter a number between 1 and 65535 as RSTP path cost for the
corresponding port. 65535 is the highest.

Apply

Click Apply to save your changes back to the ZyWALL.

Reset

Click Reset to begin configuring this screen afresh.
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CHAPTER 7
WAN Screens

This chapter describes how to configure WAN settings.

7.1 WAN Overview

Use the WAN Route screen to configure route priority.

L]

L]

Use the WAN screen to configure the WAN port for Internet access.

* Use the Traffic Redirect screen to configure your traffic redirect properties and
parameters.

Use the Dial Backup screen to configure the backup WAN dial-up connection.

7.2 TCPI/IP Priority (Metric)

The metric represents the "cost of transmission". A router determines the best route for
transmission by choosing a path with the lowest "cost". RIP routing uses hop count as the
measurement of cost, with a minimum of "1" for directly connected networks. The number
must be between "1" and "15"; a number greater than "15" means the link is down. The
smaller the number, the lower the "cost".

1 The metric sets the priority for the ZyWALL's routes to the Internet. Each route must
have a unique metric.

2 The priority of the WAN port route must always be higher than the dial-backup and traffic
redirect route priorities.

If the WAN port route has a metric of "1" and the traffic-redirect route has a metric of "2" and
dial-backup route has a metric of "3", then the WAN port route acts as the primary default
route. If the WAN port route fails to connect to the Internet, the ZyWALL tries the traffic-
redirect route next. In the same manner, the ZyWALL uses the dial-backup route if the traffic-
redirect route also fails.

The dial-backup or traffic redirect routes cannot take priority over the WAN routes.

7.3 WAN Route

Click NETWORK > WAN to open the Route screen. Use this screen to configure route
priority.
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Figure 41 WAN Route
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The following table describes the labels in this screen.

Table 26 WAN Route

LABEL

DESCRIPTION

Route Priority

WAN The default WAN connection is "1' as your broadband connection via the WAN port
Traffic Redirect | Should always be your preferred method of accessing the WAN. The default priority
Dial Backu of the routes is WAN, Traffic Redirect and then Dial Backup:
P You have two choices for an auxiliary connection (Traffic Redirect and Dial
Backup) in the event that your regular WAN connection goes down. If Dial Backup
is preferred to Traffic Redirect, then type "14" in the Dial Backup Priority (metric)
field (and leave the Traffic Redirect Priority (metric) at the default of "15").
The Dial Backup field is available only when you enable the corresponding dial
backup feature in the Dial Backup screen.
Windows NetBIOS (Network Basic Input/Output System) are TCP or UDP packets that
Networking enable a computer to connect to and communicate with a LAN. For some dial-up
(NetBIOS over services such as PPPoE or PPTP, NetBIOS packets cause unwanted calls.
TCP/IP):
Allow between Select this check box to forward NetBIOS packets from the LAN to the WAN and
WAN and LAN from the WAN to the LAN. If your firewall is enabled with the default policy set to

block WAN to LAN traffic, you also need to enable the default WAN to LAN firewall
rule that forwards NetBIOS traffic.

Clear this check box to block all NetBIOS packets going from the LAN to the WAN
and from the WAN to the LAN.

Allow Trigger Dial

Select this option to allow NetBIOS packets to initiate calls.

Apply

Click Apply to save your changes back to the ZyWALL.

Reset

Click Reset to begin configuring this screen afresh.
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7.4 WAN IP Address Assignment

Every computer on the Internet must have a unique IP address. If your networks are isolated
from the Internet, for instance, only between your two branch offices, you can assign any IP
addresses to the hosts without problems. However, the Internet Assigned Numbers Authority
(IANA) has reserved the following three blocks of [P addresses specifically for private
networks.

Table 27 Private IP Address Ranges

10.0.0.0 - 10.255.255.255
172.16.0.0 - 172.31.255.255
192.168.0.0 - 192.168.255.255

You can obtain your IP address from the IANA, from an ISP or have it assigned by a private
network. If you belong to a small organization and your Internet access is through an ISP, the
ISP can provide you with the Internet addresses for your local networks. On the other hand, if
you are part of a much larger organization, you should consult your network administrator for
the appropriate IP addresses.

Note: Regardless of your particular situation, do not create an arbitrary IP address;
always follow the guidelines above. For more information on address
assignment, please refer to RFC 1597, Address Allocation for Private Internets
and RFC 1466, Guidelines for Management of IP Address Space.

7.5 DNS Server Address Assignment

Use DNS (Domain Name System) to map a domain name to its corresponding IP address and
vice versa, for instance, the IP address of www.zyxel.com is 204.217.0.2. The DNS server is
extremely important because without it, you must know the IP address of a computer before
you can access it.

The ZyWALL can get the DNS server addresses in the following ways.

1 The ISP tells you the DNS server addresses, usually in the form of an information sheet,
when you sign up. If your ISP gives you DNS server addresses, manually enter them in
the DNS server fields.

2 If your ISP dynamically assigns the DNS server IP addresses (along with the ZyWALL’s
WAN IP address), set the DNS server fields to get the DNS server address from the ISP.

3 You can manually enter the IP addresses of other DNS servers. These servers can be
public or private. A DNS server could even be behind a remote IPSec router (see Section
17.5.1 on page 286).
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7.6 WAN MAC Address

Every Ethernet device has a unique MAC (Media Access Control) address. The MAC address
is assigned at the factory and consists of six pairs of hexadecimal characters, for example,
00:A0:C5:00:00:02.

You can configure the WAN port's MAC address by either using the factory default or cloning
the MAC address from a computer on your LAN. Once it is successfully configured, the
address will be copied to the "rom" file (ZyNOS configuration file). It will not change unless
you change the setting or upload a different "rom" file.

Table 28 Example of Network Properties for LAN Servers with Fixed IP Addresses

Choose an IP address 192.168.1.2-192.168.1.32; 192.168.1.65-192.168.1.254.
Subnet mask 255.255.255.0
Gateway (or default route) 192.168.1.1(ZyWALL LAN IP)

7.7 WAN

To change your ZyWALL's WAN ISP, IP and MAC settings, click NETWORK > WAN >
WAN. The screen differs by the encapsulation.

7.7.1 WAN Ethernet Encapsulation

For ISPs (such as Telstra) that send UDP heartbeat packets to verify that the customer is still
online, please create a WAN-to-WAN/ZyWALL firewall rule for those packets. Contact your
ISP to find the correct port number.

The screen shown next is for Ethernet encapsulation.

112

Chapter 7 WAN Screens



ZyWALL 2 Plus User’s Guide

Figure 42 WAN: Ethernet Encapsulation
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The following table describes the labels in this screen.

Table 29 WAN: Ethernet Encapsulation

LABEL DESCRIPTION

ISP Parameters

for Internet

Access

Encapsulation You must choose the Ethernet option when the WAN port is used as a regular
Ethernet.

Service Type Choose from Standard, Telstra (RoadRunner Telstra authentication method), RR-
Manager (Roadrunner Manager authentication method), RR-Toshiba (Roadrunner
Toshiba authentication method) or Telia Login.
The following fields do not appear with the Standard service type.

User Name Type the user name given to you by your ISP.

Password Type the password associated with the user name above.
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Table 29 WAN: Ethernet Encapsulation (continued)

LABEL

DESCRIPTION

Retype to Confirm

Type your password again to make sure that you have entered is correctly.

Login Server IP
Address

Type the authentication server IP address here if your ISP gave you one.
This field is not available for Telia Login.

Login Server
(Telia Login only)

Type the domain name of the Telia login server, for example login1.telia.com.

Relogin
Every(min)
(Telia Login only)

The Telia server logs the ZyWALL out if the ZyWALL does not log in periodically.
Type the number of minutes from 1 to 59 (30 default) for the ZyWALL to wait
between logins.

WAN [P Address
Assignment

Get automatically

Select this option If your ISP did not assign you a fixed IP address. This is the

from ISP default selection.

Use Fixed IP Select this option If the ISP assigned a fixed IP address.

Address

My WAN IP Enter your WAN IP address in this field if you selected Use Fixed IP Address.
Address

My WAN IP Enter the IP subnet mask (if your ISP gave you one) in this field if you selected Use
Subnet Mask Fixed IP Address.

Gateway IP Enter the gateway IP address (if your ISP gave you one) in this field if you selected
Address Use Fixed IP Address.

Advanced Setup

Enable NAT
(Network Address
Translation)

Network Address Translation (NAT) allows the translation of an Internet protocol
address used within one network (for example a private IP address used in a local
network) to a different IP address known within another network (for example a
public IP address used on the Internet).

Select this check box to enable NAT.

RIP Direction

RIP (Routing Information Protocol) allows a router to exchange routing information
with other routers. The RIP Direction field controls the sending and receiving of
RIP packets.

Choose Both, None, In Only or Out Only.

When set to Both or Out Only, the ZyWALL will broadcast its routing table
periodically.

When set to Both or In Only, the ZyWALL will incorporate RIP information that it
receives.

When set to None, the ZyWALL will not send any RIP packets and will ignore any
RIP packets received.

By default, RIP Direction is set to Both.
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Table 29 WAN: Ethernet Encapsulation (continued)

LABEL

DESCRIPTION

RIP Version

The RIP Version field controls the format and the broadcasting method of the RIP
packets that the ZyWALL sends (it recognizes both formats when receiving).

Choose RIP-1, RIP-2B or RIP-2M.

RIP-1 is universally supported; but RIP-2 carries more information. RIP-1 is
probably adequate for most networks, unless you have an unusual network
topology. Both RIP-2B and RIP-2M sends the routing data in RIP-2 format; the
difference being that RIP-2B uses subnet broadcasting while RIP-2M uses
multicasting. Multicasting can reduce the load on non-router machines since they
generally do not listen to the RIP multicast address and so will not receive the RIP
packets. However, if one router uses multicasting, then all routers on your network
must use multicasting, also. By default, the RIP Version field is set to RIP-1.

Enable Multicast

Select this check box to turn on IGMP (Internet Group Multicast Protocol). IGMP is
a network-layer protocol used to establish membership in a Multicast group - it is
not used to carry user data.

Multicast Version

Choose None (default), IGMP-V1 or IGMP-V2. IGMP (Internet Group Multicast
Protocol) is a session-layer protocol used to establish membership in a Multicast
group — it is not used to carry user data. IGMP version 2 (RFC 2236) is an
improvement over version 1 (RFC 1112) but IGMP version 1 is still in wide use. If
you would like to read more detailed information about interoperability between
IGMP version 2 and version 1, please see sections 4 and 5 of RFC 2236.

Spoof WAN MAC
Address

You can use the factory assigned default MAC Address or clone the MAC address
from a computer on your LAN.

Otherwise, select the check box next to Spoof WAN MAC Address and enter the
IP address of the computer on the LAN whose MAC you are cloning. Once it is
successfully configured, the address will be copied to the rom file (ZyNOS
configuration file). It will not change unless you change the setting or upload a
different ROM file.

Clone the Enter the IP address of the computer on the LAN whose MAC you are cloning.
computer's MAC | |t js recommended that you clone the MAC address prior to hooking up the WAN
address — IP port.

Address

Apply Click Apply to save your changes back to the ZyWALL.

Reset Click Reset to begin configuring this screen afresh.

7.7.2 PPPoE Encapsulation

The ZyWALL supports PPPoE (Point-to-Point Protocol over Ethernet). PPPoE is an [ETF
standard (RFC 2516) specifying how a personal computer (PC) interacts with a broadband
modem (DSL, cable, wireless, etc.) connection. The PPPOE option is for a dial-up connection
using PPPoE. By implementing PPPoE directly on the ZyWALL (rather than individual
computers), the computers on the LAN do not need PPPoE software installed, since the
ZyWALL does that part of the task. Furthermore, with NAT, all of the LANs’ computers will

have access.

One of the benefits of PPPoE is the ability to let you access one of multiple network services,
a function known as dynamic service selection. This enables the service provider to easily
create and offer new IP services for individuals.
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Operationally, PPPoE saves significant effort for both you and the ISP or carrier, as it requires
no specific configuration of the broadband modem at the customer site.

The screen shown next is for PPPoE encapsulation.

Figure 43 WAN: PPPoE Encapsulation
WAN
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ISP Parameters for Internet Access
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|
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)
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v
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The following table describes the labels in this screen.

Table 30 WAN: PPPoE Encapsulation

LABEL

DESCRIPTION

ISP Parameters
for Internet
Access

Encapsulation

The PPPoE choice is for a dial-up connection using PPPoE. The router supports
PPPoE (Point-to-Point Protocol over Ethernet). PPPoE is an IETF standard (RFC
2516) specifying how a personal computer (PC) interacts with a broadband modem
(i.e. DSL, cable, wireless, etc.) connection. Operationally, PPPoE saves significant
effort for both the end user and ISP/carrier, as it requires no specific configuration of
the broadband modem at the customer site. By implementing PPPoE directly on the
router rather than individual computers, the computers on the LAN do not need
PPPoE software installed, since the router does that part of the task. Further, with
NAT, all of the LAN's computers will have access.

Service Name

Type the PPPoOE service name provided to you. PPPOE uses a service name to
identify and reach the PPPoE server.

User Name Type the user name given to you by your ISP.
Password Type the password associated with the user name above.
Retype to Type your password again to make sure that you have entered is correctly.
Confirm
Authentication Use the drop-down list box to select an authentication protocol for outgoing calls.
Type Options are:
CHAP/PAP - Your ZyWALL accepts either CHAP or PAP when requested by this
remote node.
CHAP - Your ZyWALL accepts CHAP only.
PAP - Your ZyWALL accepts PAP only.
Nailed-Up Select Nailed-Up if you do not want the connection to time out.
Idle Timeout This value specifies the time in seconds that elapses before the ZyWALL

automatically disconnects from the PPPoOE server.

WAN IP Address
Assignment

Get automatically

Select this option If your ISP did not assign you a fixed IP address. This is the

Translation)

from ISP default selection.

Use Fixed IP Select this option If the ISP assigned a fixed IP address.

Address

My WAN IP Enter your WAN IP address in this field if you selected Use Fixed IP Address.
Address

Advanced Setup

Enable NAT Network Address Translation (NAT) allows the translation of an Internet protocol
(Network address used within one network (for example a private IP address used in a local
Address network) to a different IP address known within another network (for example a

public IP address used on the Internet).
Select this checkbox to enable NAT.
For more information about NAT see Chapter 14 on page 249.
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Table 30 WAN: PPPoE Encapsulation

LABEL DESCRIPTION

RIP Direction RIP (Routing Information Protocol) allows a router to exchange routing information
with other routers. The RIP Direction field controls the sending and receiving of RIP
packets.
Choose Both, None, In Only or Out Only.
When set to Both or Out Only, the ZyWALL will broadcast its routing table
periodically.
When set to Both or In Only, the ZyWALL will incorporate RIP information that it
receives.
When set to None, the ZyWALL will not send any RIP packets and will ignore any
RIP packets received.
By default, RIP Direction is set to Both.

RIP Version The RIP Version field controls the format and the broadcasting method of the RIP

packets that the ZyWALL sends (it recognizes both formats when receiving).
Choose RIP-1, RIP-2B or RIP-2M.

RIP-1 is universally supported; but RIP-2 carries more information. RIP-1 is
probably adequate for most networks, unless you have an unusual network
topology. Both RIP-2B and RIP-2M sends the routing data in RIP-2 format; the
difference being that RIP-2B uses subnet broadcasting while RIP-2M uses
multicasting. Multicasting can reduce the load on non-router machines since they
generally do not listen to the RIP multicast address and so will not receive the RIP
packets. However, if one router uses multicasting, then all routers on your network
must use multicasting, also. By default, the RIP Version field is set to RIP-1.

Enable Multicast

Select this check box to turn on IGMP (Internet Group Multicast Protocol). IGMP is
a network-layer protocol used to establish membership in a Multicast group - it is
not used to carry user data.

Multicast Version

Choose None (default), IGMP-V1 or IGMP-V2. IGMP (Internet Group Multicast
Protocol) is a session-layer protocol used to establish membership in a Multicast
group — it is not used to carry user data. IGMP version 2 (RFC 2236) is an
improvement over version 1 (RFC 1112) but IGMP version 1 is still in wide use. If
you would like to read more detailed information about interoperability between
IGMP version 2 and version 1, please see sections 4 and 5 of RFC 2236.

Spoof WAN MAC
Address

You can use the factory assigned default MAC Address or clone the MAC address
from a computer on your LAN.

Otherwise, select the check box next to Spoof WAN MAC Address and enter the
IP address of the computer on the LAN whose MAC you are cloning. Once it is
successfully configured, the address will be copied to the rom file (ZyNOS
configuration file). It will not change unless you change the setting or upload a
different ROM file.

Clone the Enter the IP address of the computer on the LAN whose MAC you are cloning.
computer's MAC | |t js recommended that you clone the MAC address prior to hooking up the WAN
address — IP port.

Address

Apply Click Apply to save your changes back to the ZyWALL.

Reset Click Reset to begin configuring this screen afresh.
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7.7.3 PPTP Encapsulation

Point-to-Point Tunneling Protocol (PPTP) is a network protocol that enables secure transfer of
data from a remote client to a private server, creating a Virtual Private Network (VPN) using
TCP/IP-based networks.

PPTP supports on-demand, multi-protocol and virtual private networking over public
networks, such as the Internet. The screen shown next is for PPTP encapsulation.

Figure 44 WAN: PPTP Encapsulation
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The following table describes the labels in this screen.

Table 31 WAN: PPTP Encapsulation

LABEL

DESCRIPTION

ISP Parameters for
Internet Access

Encapsulation

Point-to-Point Tunneling Protocol (PPTP) is a network protocol that enables
secure transfer of data from a remote client to a private server, creating a Virtual
Private Network (VPN) using TCP/IP-based networks. PPTP supports on-
demand, multi-protocol, and virtual private networking over public networks, such
as the Internet. The ZyWALL supports only one PPTP server connection at any
given time. To configure a PPTP client, you must configure the User Name and
Password fields for a PPP connection and the PPTP parameters for a PPTP
connection.

User Name

Type the user name given to you by your ISP.

Password

Type the password associated with the user name above.

Retype to Confirm

Type your password again to make sure that you have entered is correctly.

Authentication Use the drop-down list box to select an authentication protocol for outgoing calls.
Type Options are:
CHAP/PAP - Your ZyWALL accepts either CHAP or PAP when requested by this
remote node.
CHAP - Your ZyWALL accepts CHAP only.
PAP - Your ZyWALL accepts PAP only.
Nailed-up Select Nailed-Up if you do not want the connection to time out.
Idle Timeout This value specifies the time in seconds that elapses before the ZyWALL
automatically disconnects from the PPTP server.
PPTP
Configuration

My IP Address

Type the (static) IP address assigned to you by your ISP.

My IP Subnet Mask

Your ZyWALL will automatically calculate the subnet mask based on the IP
address that you assign. Unless you are implementing subnetting, use the subnet
mask computed by the ZyWALL.

Server IP Address

Type the IP address of the PPTP server.

Connection ID/
Name

Type your identification name for the PPTP server.

WAN IP Address
Assignment

Get automatically

Select this option If your ISP did not assign you a fixed IP address. This is the

from ISP default selection.

Use Fixed IP Select this option If the ISP assigned a fixed IP address.

Address

My WAN IP Enter your WAN IP address in this field if you selected Use Fixed IP Address.
Address

Advanced Setup
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Table 31 WAN: PPTP Encapsulation

Translation)

LABEL DESCRIPTION
Enable NAT Network Address Translation (NAT) allows the translation of an Internet protocol
(Network Address | address used within one network (for example a private IP address used in a local

network) to a different IP address known within another network (for example a
public IP address used on the Internet).

Select this checkbox to enable NAT.
For more information about NAT see Chapter 14 on page 249.

RIP Direction RIP (Routing Information Protocol) allows a router to exchange routing information
with other routers. The RIP Direction field controls the sending and receiving of
RIP packets.
Choose Both, None, In Only or Out Only.
When set to Both or Out Only, the ZyWALL will broadcast its routing table
periodically.
When set to Both or In Only, the ZyWALL will incorporate RIP information that it
receives.
When set to None, the ZyWALL will not send any RIP packets and will ignore any
RIP packets received.
By default, RIP Direction is set to Both.

RIP Version The RIP Version field controls the format and the broadcasting method of the RIP

packets that the ZyWALL sends (it recognizes both formats when receiving).
Choose RIP-1, RIP-2B or RIP-2M.

RIP-1 is universally supported; but RIP-2 carries more information. RIP-1 is
probably adequate for most networks, unless you have an unusual network
topology. Both RIP-2B and RIP-2M sends the routing data in RIP-2 format; the
difference being that RIP-2B uses subnet broadcasting while RIP-2M uses
multicasting. Multicasting can reduce the load on non-router machines since they
generally do not listen to the RIP multicast address and so will not receive the RIP
packets. However, if one router uses multicasting, then all routers on your network
must use multicasting, also. By default, the RIP Version field is set to RIP-1.

Enable Multicast

Select this check box to turn on IGMP (Internet Group Multicast Protocol). IGMP is
a network-layer protocol used to establish membership in a Multicast group - it is
not used to carry user data.

Multicast Version

Choose None (default), IGMP-V1 or IGMP-V2. IGMP (Internet Group Multicast
Protocol) is a session-layer protocol used to establish membership in a Multicast
group — it is not used to carry user data. IGMP version 2 (RFC 2236) is an
improvement over version 1 (RFC 1112) but IGMP version 1 is still in wide use. If
you would like to read more detailed information about interoperability between
IGMP version 2 and version 1, please see sections 4 and 5 of RFC 2236.

Spoof WAN MAC

You can use the factory assigned default MAC Address or clone the MAC address

Address from a computer on your LAN.
Otherwise, select the check box next to Spoof WAN MAC Address and enter the
IP address of the computer on the LAN whose MAC you are cloning. Once it is
successfully configured, the address will be copied to the rom file (ZyNOS
configuration file). It will not change unless you change the setting or upload a
different ROM file.

Clone the Enter the IP address of the computer on the LAN whose MAC you are cloning.

computer's MAC | |t js recommended that you clone the MAC address prior to hooking up the WAN

address — IP port.

Address

Apply Click Apply to save your changes back to the ZyWALL.

Reset Click Reset to begin configuring this screen afresh.
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7.8 Traffic Redirect

Traffic redirect forwards WAN traffic to a backup gateway when the ZyWALL cannot connect
to the Internet through its normal gateway. Connect the backup gateway on the WAN so that
the ZyWALL still provides firewall protection. In the following figure, your ZyWALL is
labeled A, the gateway is labeled B and the backup gateway is labeled C.

Figure 45 Traffic Redirect WAN Setup
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The following network topology allows you to avoid triangle route security issues (see Section
8.13 on page 149) when the backup gateway is connected to the LAN. Use IP alias to
configure the LAN into two or three logical networks with the ZyWALL itself as the gateway
for each LAN network. Put the protected LAN in one subnet (Subnet 1 in the following figure)
and the backup gateway in another subnet (Subnet 2). Configure a LAN to LAN/ZyWALL
firewall rule that forwards packets from the protected LAN (Subnet 1) to the backup gateway
(Subnet 2). In the following figure, your ZyWALL is labeled A, the gateway is labeled B and
the backup gateway is labeled C.

Figure 46 Traffic Redirect LAN Setup
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7.9 Configuring Traffic Redirect

To change your ZyWALL'’s traffic redirect settings, click NETWORK > WAN > Traffic
Redirect. The screen appears as shown.
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Figure 47 Traffic Redirect
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The following table describes the labels in this screen.

Table 32 Traffic Redirect

LABEL DESCRIPTION

Active Select this check box to have the ZyWALL use traffic redirect if the normal WAN
connection goes down.

Backup Type the IP address of your backup gateway in dotted decimal notation. The ZyWALL

Gateway IP automatically forwards traffic to this IP address if the ZyWALL's Internet connection

Address terminates.

Check WAN IP | Configuration of this field is optional. If you do not enter an IP address here, the

Address ZyWALL will use the default gateway IP address. Configure this field to test your

ZyWALL's WAN accessibility. Type the IP address of a reliable nearby computer (for
example, your ISP's DNS server address).

Fail Tolerance

Type how many WAN connection checks can fail (1 to 10) before the connection is
considered "down" (not connected). The ZyWALL still checks a "down" connection to
detect if it reconnects.

Period The ZyWALL tests a WAN connection by periodically sending a ping to either the
default gateway or the address in the Check WAN IP Address field.
Type a number of seconds (5 to 300) to set the time interval between checks. Allow
more time if your destination IP address handles lots of traffic.

Timeout Type the number of seconds (1 to 10) for your ZyWALL to wait for a response to the
ping before considering the check to have failed. This setting must be less than the
Period. Use a higher value in this field if your network is busy or congested.

Apply Click Apply to save your changes back to the ZyWALL.

Reset Click Reset to begin configuring this screen afresh.

7.10 Configuring Dial Backup

The dial backup port can be used in reserve for a traditional dial-up connection through an
external analog modem if the WAN and traffic redirect connections fail.
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Click NETWORK > WAN > Dial Backup to display the Dial Backup screen. Use this
screen to configure the backup WAN dial-up connection.

Figure 48 Dial Backup
WAN
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The following table describes the labels in this screen.

Table 33 Dial Backup

LABEL

DESCRIPTION

Dial Backup Setup

Enable Dial Backup

Select this check box to turn on dial backup.

Basic Settings
Login Name Type the login name assigned by your ISP.
Password Type the password assigned by your ISP.

Retype to Confirm

Type your password again to make sure that you have entered is correctly.

Authentication Type

Use the drop-down list box to select an authentication protocol for outgoing calls.
Options are:

CHAP/PAP - Your ZyWALL accepts either CHAP or PAP when requested by this
remote node.

CHAP - Your ZyWALL accepts CHAP only.
PAP - Your ZyWALL accepts PAP only.

Primary/ Secondary
Phone Number

Type the first (primary) phone number from the ISP for this remote node. If the
Primary Phone number is busy or does not answer, your ZyWALL dials the
Secondary Phone number if available. Some areas require dialing the pound sign
# before the phone number for local calls. Include a # symbol at the beginning of
the phone numbers as required.

Dial Backup Port
Speed

Use the drop-down list box to select the speed of the connection between the Dial
Backup port and the external device. Available speeds are: 9600, 19200, 38400,
57600, 115200 or 230400 bps.

AT Command Initial
String

Type the AT command string to initialize the WAN device. Consult the manual of
your WAN device connected to your Dial Backup port for specific AT commands.

Advanced Modem
Setup

Click Edit to display the Advanced Setup screen and edit the details of your dial
backup setup.

TCP/IP Options

Get IP Address
Automatically from
Remote Server

Type the login name assigned by your ISP for this remote node.

Used Fixed IP Select this check box if your ISP assigned you a fixed IP address, then enter the
Address IP address in the following field.

My WAN IP Leave the field set to 0.0.0.0 (default) to have the ISP or other remote router
Address dynamically (automatically) assign your WAN IP address if you do not know it.

Type your WAN IP address here if you know it (static). This is the address
assigned to your local ZyWALL, not the remote router.

Remote IP Subnet
Mask

Leave this field set to 0.0.0.0 (default) to have the ISP or other remote router
dynamically send its subnet mask if you do not know it. Type the remote
gateway's subnet mask here if you know it (static).

Remote Node IP
Address

Leave this field set to 0.0.0.0 (default) to have the ISP or other remote router
dynamically (automatically) send its IP address if you do not know it. Type the
remote gateway's IP address here if you know it (static).

Enable NAT
(Network Address
Translation)

Network Address Translation (NAT) allows the translation of an Internet protocol
address used within one network to a different IP address known within another
network.

Select the check box to enable NAT. Clear the check box to disable NAT so the
ZyWALL does not perform any NAT mapping for the dial backup connection.

Chapter 7 WAN Screens

125



ZyWALL 2 Plus User’s Guide

Table 33 Dial Backup (continued)

LABEL

DESCRIPTION

Enable RIP

Select this check box to turn on RIP (Routing Information Protocol), which allows
a router to exchange routing information with other routers.

RIP Version

The RIP Version field controls the format and the broadcasting method of the
RIP packets that the ZyWALL sends (it recognizes both formats when receiving).

Choose RIP-1, RIP-2B or RIP-2M.

RIP-1 is universally supported; but RIP-2 carries more information. RIP-1 is
probably adequate for most networks, unless you have an unusual network
topology. Both RIP-2B and RIP-2M sends the routing data in RIP-2 format; the
difference being that RIP-2B uses subnet broadcasting while RIP-2M uses
multicasting. Multicasting can reduce the load on non-router machines since they
generally do not listen to the RIP multicast address and so will not receive the
RIP packets. However, if one router uses multicasting, then all routers on your
network must use multicasting, also.

RIP Direction

RIP (Routing Information Protocol) allows a router to exchange routing
information with other routers. The RIP Direction field controls the sending and
receiving of RIP packets.

Choose Both, In Only or Out Only.

When set to Both or Out Only, the ZyWALL will broadcast its routing table
periodically.

When set to Both or In Only, the ZyWALL will incorporate RIP information that it
receives.

Broadcast Dial
Backup Route

Select this check box to forward the backup route broadcasts to the WAN.

Enable Multicast

Select this check box to turn on IGMP (Internet Group Multicast Protocol). IGMP
is a network-layer protocol used to establish membership in a Multicast group - it
is not used to carry user data.

Multicast Version

Select IGMP-v1 or IGMP-v2. IGMP version 2 (RFC 2236) is an improvement
over version 1 (RFC 1112) but IGMP version 1 is still in wide use. If you would like
to read more detailed information about interoperability between IGMP version 2
and version 1, please see sections 4 and 5 of RFC 2236.

PPP Options

PPP Encapsulation

Select CISCO PPP from the drop-down list box if your dial backup WAN device
uses Cisco PPP encapsulation, otherwise select Standard PPP.

Enable Select this check box to turn on stac compression.

Compression

Budget

Always On Select this check box to have the dial backup connection on all of the time.

Configure Budget

Select this check box to have the dial backup connection on during the time that
you select.

Allocated Budget

Type the amount of time (in minutes) that the dial backup connection can be used
during the time configured in the Period field. Set an amount that is less than the
time period configured in the Period field.

Period Type the time period (in hours) for how often the budget should be reset. For
example, to allow calls to this remote node for a maximum of 10 minutes every
hour, set the Allocated Budget to 10 (minutes) and the Period to 1 (hour).

Idle Timeout Type the number of seconds of idle time (when there is no traffic from the

ZyWALL to the remote node) for the ZyWALL to wait before it automatically
disconnects the dial backup connection. This option applies only when the
ZyWALL initiates the call. The dial backup connection never times out if you set
this field to "0" (it is the same as selecting Always On).
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Table 33 Dial Backup (continued)

LABEL DESCRIPTION
Apply Click Apply to save your changes back to the ZyWALL.
Reset Click Reset to begin configuring this screen afresh.

7.11 Advanced Modem Setup

7.11.1 AT Command Strings

For regular telephone lines, the default Dial string tells the modem that the line uses tone
dialing. ATDT is the command for a switch that requires tone dialing. If your switch requires
pulse dialing, change the string to ATDP.

For ISDN lines, there are many more protocols and operational modes. Please consult the
documentation of your TA. You may need additional commands in both Dial and Init strings.

7.11.2 DTR Signal

The majority of WAN devices default to hanging up the current call when the DTR (Data
Terminal Ready) signal is dropped by the DTE. When the Drop DTR When Hang Up check
box is selected, the ZyWALL uses this hardware signal to force the WAN device to hang up, in
addition to issuing the drop command ATH.

7.11.3 Response Strings
The response strings tell the ZyWALL the tags, or labels, immediately preceding the various

call parameters sent from the WAN device. The response strings have not been standardized;
please consult the documentation of your WAN device to find the correct tags.

7.12 Configuring Advanced Modem Setup

Click the Edit button in the Dial Backup screen to display the Advanced Setup screen.

Note: Consult the manual of your WAN device connected to your dial backup port for
specific AT commands.
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Figure 49 Advanced Setup
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The following table describes the labels in this screen.

Table 34 Advanced Setup

LABEL DESCRIPTION

AT Command

Strings

Dial Type the AT Command string to make a call.

Drop Type the AT Command string to drop a call. "~" represents a one second wait, for
example, "~~~+++~~ath" can be used if your modem has a slow response time.

Answer Type the AT Command string to answer a call.

Drop DTR When | Select this check box to have the ZyWALL drop the DTR (Data Terminal Ready)

Hang Up signal after the "AT Command String: Drop" is sent out.

AT Response

Strings

CLID Type the keyword that precedes the CLID (Calling Line Identification) in the AT
response string. This lets the ZyWALL capture the CLID in the AT response string
that comes from the WAN device. CLID is required for CLID authentication.

Called ID Type the keyword preceding the dialed number.

Speed Type the keyword preceding the connection speed.

Call Control
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Table 34 Advanced Setup (continued)

LABEL

DESCRIPTION

Dial Timeout (sec)

Type a number of seconds for the ZyWALL to try to set up an outgoing call before
timing out (stopping).

Retry Count

Type a number of times for the ZyWALL to retry a busy or no-answer phone
number before blacklisting the number.

Retry Interval
(sec)

Type a number of seconds for the ZyWALL to wait before trying another call after a
call has failed. This applies before a phone number is blacklisted.

Drop Timeout
(sec)

Type the number of seconds for the ZyWALL to wait before dropping the DTR
signal if it does not receive a positive disconnect confirmation.

Call Back Delay

Type a number of seconds for the ZyWALL to wait between dropping a callback

(sec) request call and dialing the corresponding callback call.
Apply Click Apply to save your changes back to the ZyWALL.
Cancel Click Cancel to exit this screen without saving.
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CHAPTER 8
Firewall Screens

This chapter shows you how to configure your ZyWALL’s firewall.

8.1 Firewall Overview

The networking term firewall is a system or group of systems that enforces an access-control
policy between two networks. It is generally a mechanism used to protect a trusted network
from an untrusted network.

The ZyWALL physically separates your private Local Area Network (LAN) of computers
from the WAN (Wide Area Network) connection to the Internet and acts as a secure gateway
for all data passing between the two networks. The ZyWALL protects against Denial of
Service (DoS) attacks, prevents theft, destruction and modification of data, and logs events.

* Enable the firewall to protect your LAN computers from attacks by hackers on the
Internet and control access between the LAN and WAN.

* By default the firewall allows traffic that originates from your LAN computers and
blocks traffic that originates from the WAN.

* You should only need to configure firewall rules if you want to restrict what the LAN
computers can access or allow access from the WAN.

The following figure illustrates the default firewall action. User A can initiate an IM (Instant
Messaging) session from the LAN to the WAN (1). Return traffic for this session is also
allowed (2). However other traffic initiated from the WAN is blocked (3 and 4).

Figure 50 Default Firewall Action
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Your customized rules take precedence and override the ZyWALL’s default settings. The
ZyWALL checks the source IP address, destination IP address and IP protocol type of network
traffic against the firewall rules (in the order you list them). When the traffic matches a rule,
the ZyWALL takes the action specified in the rule.

8.2 Firewall Connection Directions

Firewall rules are grouped based on the direction of travel of packets to which they apply.

By default, the ZyWALL allows packets traveling in the following directions.:

* LAN to LAN/ These rules specify which computers on the LAN can manage the
ZyWALL ZyWALL and communicate between networks or subnets connected to
the LAN interface.

Note: You can also configure the remote management settings to
allow only a specific computer to manage the ZyWALL.

* LAN to WAN These rules specify which computers on the LAN can access which
computers or services on the WAN. See Section 8.4 on page 133 for an
example.

By default, the ZyWALL drops packets traveling in the following directions.

* WAN to LAN These rules specify which computers on the WAN can access which
computers or services on the LAN. For example, you may create rules
to:

» Allow certain types of traffic, such as Lotus Notes database
synchronization, from specific hosts on the Internet to specific
hosts on the LAN.

+ Allow public access to a Web server on your protected network.
You could also block certain IP addresses from accessing it.

Note: You also need to configure NAT port forwarding (or full
featured NAT address mapping rules) to allow computers
on the WAN to access devices on the LAN. See Section
14.5.3 on page 258 for an example.

* WAN to WAN/ By default the ZyWALL stops WAN computers from managing the
ZyWALL ZyWALL or using the ZyWALL as a gateway to communicate with
other computers on the WAN. You could configure one of these rules
to allow a WAN computer to manage the ZyWALL.

Note: You also need to configure the remote management
settings to allow a WAN computer to manage the
ZyWALL.
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8.3 Security Considerations

Note: Incorrectly configuring the firewall may block valid access or introduce security
risks to the ZyWALL and your protected network. Use caution when creating or
deleting firewall rules and test your rules after you configure them.

Consider these security ramifications before creating a rule:

1 Does this rule stop LAN users from accessing critical resources on the Internet? For
example, if IRC is blocked, are there users that require this service?

2 Ts it possible to modify the rule to be more specific? For example, if IRC is blocked for all
users, will a rule that blocks just certain users be more effective?

3 Does a rule that allows Internet users access to resources on the LAN create a security
vulnerability? For example, if FTP ports (TCP 20, 21) are allowed from the Internet to the
LAN, Internet users may be able to connect to computers with running FTP servers.

4 Does this rule conflict with any existing rules?

Once these questions have been answered, adding rules is simply a matter of entering the
information into the correct fields in the web configurator screens.

8.4 Firewall Rules Example

Suppose that your company decides to block all of the LAN users from using IRC (Internet
Relay Chat) through the Internet. To do this, you would configure a LAN to WAN firewall rule
that blocks IRC traffic from any source IP address from going to any destination address. You
do not need to specify a schedule since you need the firewall rule to always be in effect. The
following figure shows the results of this rule.

Figure 51 Blocking All LAN to WAN IRC Traffic Example
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Your firewall would have the following configuration.

Table 35 Blocking All LAN to WAN IRC Traffic Example

# SOURCE DESTINATION |SCHEDULE |SERVICE ACTION
1 Any Any Any IRC Drop
Default | Any Any Any Any Allow

¢ The first row blocks LAN access to the IRC service on the WAN.

* The second row is the firewall’s default policy that allows all traffic from the LAN to go
to the WAN.

The ZyWALL applies the firewall rules in order. So for this example, when the ZyWALL
receives traffic from the LAN, it checks it against the first rule. If the traffic matches (if it is
IRC traffic) the firewall takes the action in the rule (drop) and stops checking the firewall
rules. Any traffic that does not match the first firewall rule will match the default rule and the
ZyWALL forwards it.

Now suppose that your company wants to let the CEO use IRC. You can configure a LAN to
WAN firewall rule that allows IRC traffic from the IP address of the CEO’s computer. In order
to make sure that the CEO’s computer always uses the same IP address, make sure it either:

¢ has a static IP address,

* or you configure a static DHCP entry for it so the ZyWALL always assigns it the same IP
address (see Section 5.8 on page 98 for information on static DHCP).

Now you configure a LAN to WAN firewall rule that allows IRC traffic from the [P address of
the CEO’s computer (192.168.1.7 for example) to go to any destination address. You do not
need to specify a schedule since you want the firewall rule to always be in effect. The
following figure shows the results of your two custom rules.

Figure 52 Limited LAN to WAN IRC Traffic Example
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Your firewall would have the following configuration.

Table 36 Limited LAN to WAN IRC Traffic Example

# SOURCE DESTINATION | SCHEDULE |SERVICE ACTION
1 192.168.1.7 |Any Any IRC Allow
2 Any Any Any IRC Drop
Default | Any Any Any Any Allow

* The first row allows the LAN computer at IP address 192.168.1.7 to access the IRC
service on the WAN.

* The second row blocks LAN access to the IRC service on the WAN.

* The third row is (still) the firewall’s default policy of allowing all traffic from the LAN to
go to the WAN.

The rule for the CEO must come before the rule that blocks all LAN to WAN IRC traffic. If the

rule that blocks all LAN to WAN IRC traffic came first, the CEO’s IRC traffic would match
that rule and the ZyWALL would drop it and not check any other firewall rules.

8.5 Firewall Default Rule (Router Mode)

Click SECURITY > FIREWALL to open the Default Rule screen. Use this screen to
configure general firewall settings when the ZyWALL is set to router mode.

Figure 53 Default Rule (Router Mode)
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The following table describes the labels in this screen.

Table 37 Default Rule (Router Mode)

LABEL

DESCRIPTION

Enable Firewall

Select this check box to activate the firewall. The ZyWALL performs access control
and protects against Denial of Service (DoS) attacks when the firewall is activated.

Allow
Asymmetrical
Route

If an alternate gateway on the LAN has an IP address in the same subnet as the
ZyWALL'’s LAN IP address, return traffic may not go through the ZyWALL. This is
called an asymmetrical or “triangle” route. This causes the ZyWALL to reset the
connection, as the connection has not been acknowledged.

Select this check box to have the ZyWALL permit the use of asymmetrical route
topology on the network (not reset the connection).

Note: Allowing asymmetrical routes may let traffic from the WAN go
directly to the LAN without passing through the ZyWALL. A
better solution is to use IP alias to put the ZyWALL and the
backup gateway on separate subnets. See Section 8.13 on
page 149 for an example.

Packet Direction

This is the direction of travel of packets.

Firewall rules are grouped based on the direction of travel of packets to which they
apply. For example, LAN to LAN/ZyWALL means packets traveling from a
computer/subnet on the LAN to either another computer/subnet on the LAN interface
of the ZyWALL or the ZyWALL itself.

Default Action Select the default action to take on packets that are traveling in the selected direction
and do not match any of the firewall rules.
Select Drop to silently discard the packets without sending a TCP reset packet or an
ICMP destination-unreachable message to the sender.
Select Reject to deny the packets and send a TCP reset packet (for a TCP packet)
or an ICMP destination-unreachable message (for a UDP packet) to the sender.
Select Permit to allow the passage of the packets.

Log Select the check box to create a log when the above action is taken.

Apply Click Apply to save your changes back to the ZyWALL.

Reset Click Reset to begin configuring this screen afresh.

8.6 Firewall Default Rule (Bridge Mode)

Click SECURITY > FIREWALL to open the Default Rule screen. Use this screen to
configure general firewall settings when the ZyWALL is set to bridge mode.
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Figure 54 Default Rule (Bridge Mode)
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The following table describes the labels in this screen.

Table 38 Default Rule (Bridge Mode)

LABEL

DESCRIPTION

Enable Firewall

Select this check box to activate the firewall. The ZyWALL performs access control
and protects against Denial of Service (DoS) attacks when the firewall is activated.

Packet Direction

This is the direction of travel of packets.

Firewall rules are grouped based on the direction of travel of packets to which they
apply. For example, LAN to LAN/ZyWALL means packets traveling from a
computer/subnet on the LAN to either another computer/subnet on the LAN interface
of the ZyWALL or the ZyWALL itself.

Default Action

Select the default action to take on packets that are traveling in the selected direction
and do not match any of the firewall rules.

Select Drop to silently discard the packets without sending a TCP reset packet or an
ICMP destination-unreachable message to the sender.

Select Reject to deny the packets and send a TCP reset packet (for a TCP packet)
or an ICMP destination-unreachable message (for a UDP packet) to the sender.

Select Permit to allow the passage of the packets.

Log

Select the check box to create a log when the above action is taken.

Log Broadcast
Frame

Select the check box to create a log for any broadcast frames traveling in the
selected direction.

Many of these logs in a short time period could indicate a broadcast storm. A
broadcast storm occurs when a packet triggers multiple responses from all hosts on
a network or when computers attempt to respond to a host that never replies. As a
result, duplicated packets are continuously created and circulated in the network,
thus reducing network performance or even rendering it inoperable. A broadcast
storm can be caused by an attack on the network, an incorrect network topology
(such as a bridge loop) or a malfunctioning network device.

Apply

Click Apply to save your changes back to the ZyWALL.

Reset

Click Reset to begin configuring this screen afresh.
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8.7 Firewall Rule Summary

Click SECURITY > FIREWALL > Rule Summary to open the screen. This screen displays
a list of the configured firewall rules.

Note: The ordering of your rules is very important as rules are applied in the order
that they are listed.

Figure 55 Rule Summary
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The following table describes the labels in this screen.

Table 39 Rule Summary

LABEL

DESCRIPTION

Firewall Rules
Storage Space in
Use

This bar displays the percentage of the ZyWALL'’s firewall rules storage space that is
currently in use. The bar turns from green to red when the maximum is being
approached. When the bar is red, you should consider deleting unnecessary firewall
rules before adding more firewall rules.

Packet Direction

Use the drop-down list box to select a direction of travel of packets for which you
want to configure firewall rules.

Default Policy

This field displays the default action and log policy you selected in the Default Rule
screen for the packet direction shown in the field above.

The following read-only fields summarize the rules you have created that apply to traffic traveling in the
selected packet direction. The firewall rules that you configure (summarized below) take priority over
the general firewall action settings above.

# This is your firewall rule number. The ordering of your rules is important as rules are
applied in turn. Click + to expand or - to collapse the Source Address, Destination
Address and Service Type drop down lists.

Name This is the name of the firewall rule.

Active This field displays whether a firewall is turned on (Y) or not (N).

Source Address

This drop-down list box displays the source addresses or ranges of addresses to
which this firewall rule applies. Please note that a blank source or destination
address is equivalent to Any.

138

Chapter 8 Firewall Screens



ZyWALL 2 Plus User’s Guide

Table 39 Rule Summary

LABEL DESCRIPTION
Destination This drop-down list box displays the destination addresses or ranges of addresses to
Address which this firewall rule applies. Please note that a blank source or destination

address is equivalent to Any.

Service Type This drop-down list box displays the services to which this firewall rule applies. See
Appendix E on page 541 for a list of common services.

Action This field displays whether the firewall silently discards packets (Drop), discards
packets and sends a TCP reset packet or an ICMP destination-unreachable
message to the sender (Reject) or allows the passage of packets (Permit).

Sch. This field tells you whether a schedule is specified (Yes) or not (No).

Log This field shows you whether a log is created when packets match this rule (Yes) or
not (No).

Modify Click the edit icon to go to the screen where you can edit the rule.

Click the delete icon to delete an existing firewall rule. A window display asking you
to confirm that you want to delete the firewall rule. Note that subsequent firewall
rules move up by one when you take this action.

Insert Type the index number for where you want to put a rule. For example, if you type 6,
your new rule becomes number 6 and the previous rule 6 (if there is one) becomes
rule 7.

Click Insert to display this screen and refer to the following table for information on
the fields.

Move Type a rule’s index number and the number for where you want to put that rule. Click
Move to move the rule to the number that you typed. The ordering of your rules is
important as they are applied in order of their numbering.

8.7.1 Firewall Edit Rule

Follow these directions to create a new rule.

1 In the Rule Summary screen, type the index number for where you want to put the rule.
For example, if you type 6, your new rule becomes number 6 and the previous rule 6 (if
there is one) becomes rule 7.

2 Click Insert to display the Firewall Edit Rule screen and refer to the following table for
information on the labels.
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Figure 56 Firewall Edit Rule
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The following table describes the labels in this screen.

Table 40 Firewall Edit Rule

LABEL DESCRIPTION

Rule Name Enter a descriptive name of up to 31 printable ASCII characters (except Extended
ASCII characters) for the firewall rule. Spaces are allowed.

Edit Source/

Destination

Address

Address Type Do you want your rule to apply to packets with a particular (single) IP, a range of IP

addresses (for example 192.168.1.10 to 192.169.1.50), a subnet or any IP
address? Select an option from the drop-down list box that includes: Single
Address, Range Address, Subnet Address and Any Address.

Start IP Address

Enter the single IP address or the starting IP address in a range here.

End IP Address

Enter the ending IP address in a range here.

Selected Services

Subnet Mask Enter the subnet mask here, if applicable.

Add Click Add to add a new address to the Source or Destination Address(es) box.
You can add multiple addresses, ranges of addresses, and/or subnets.

Modify To edit an existing source or destination address, select it from the box and click
Modify.

Delete Highlight an existing source or destination address from the Source or Destination
Address(es) box above and click Delete to remove it.

Edit Service

Available/ Highlight a service from the Available Services box on the left, then click >> to add

it to the Selected Service(s) box on the right. To remove a service, highlight it in
the Selected Service(s) box on the right, then click <<.

Next to the name of a service, two fields appear in brackets. The first field indicates
the IP protocol type (TCP, UDP, or ICMP). The second field indicates the IP port
number that defines the service. (Note that there may be more than one IP protocol
type). For example, look at the DNS entry, (UDP/TCP:53) means UDP port 53 and
TCP port 53. Click the Service link to go to the Service screen where you can
configure custom service ports. See Appendix E on page 541 for a list of commonly
used services and port numbers.

Apply (24-Hour
Format)

Edit Schedule
Day to Apply Select everyday or the day(s) of the week to apply the rule.
Time of Day to Select All Day or enter the start and end times in the hour-minute format to apply

the rule.

Actions When
Matched

Log Packet
Information When
Matched

This field determines if a log for packets that match the rule is created (Yes) or not
(No). Go to the Log Settings page and select the Access Control logs category to
have the ZyWALL record these logs.

Send Alert
Message to
Administrator
When Matched

Select the check box to have the ZyWALL generate an alert when the rule is
matched.
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Table 40 Firewall Edit Rule

LABEL

DESCRIPTION

Action for
Matched Packets

Use the drop-down list box to select what the firewall is to do with packets that
match this rule.

Select Drop to silently discard the packets without sending a TCP reset packet or
an ICMP destination-unreachable message to the sender.

Select Reject to deny the packets and send a TCP reset packet (for a TCP packet)
or an ICMP destination-unreachable message (for a UDP packet) to the sender.

Select Permit to allow the passage of the packets.

Note: You also need to configure NAT port forwarding (or full
featured NAT address mapping rules) if you want to allow
computers on the WAN to access devices on the LAN.

Note: You may also need to configure the remote management
settings if you want to allow a WAN computer to manage the
ZyWALL or restrict management from the LAN.

Apply

Click Apply to save your customized settings and exit this screen.

Cancel

Click Cancel to exit this screen without saving.

8.8 Anti-Probing

Click SECURITY > FIREWALL > Anti-Probing to open the following screen. Configure
this screen to help keep the ZyWALL hidden from probing attempts. You can specify which of
the ZyWALL’s interfaces will respond to Ping requests and whether or not the ZyWALL is to
respond to probing for unused ports.

Figure 57 Anti-Probing
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The following table describes the labels in this screen.

Table 41 Anti-Probing

LABEL DESCRIPTION

Respond to PING | Select the interface that you want to reply to incoming Ping requests.

on Select Disable to have the ZyWALL not respond to any incoming Ping requests.

Do not respond to | Select this option to prevent hackers from finding the ZyWALL by probing for

requests for unused ports. If you select this option, the ZyWALL will not respond to port

unauthorized request(s) for unused ports, thus leaving the unused ports and the ZyWALL

services. unseen. If this option is not selected, the ZyWALL will reply with an ICMP port
unreachable packet for a port probe on its unused UDP ports and a TCP reset
packet for a port probe on its unused TCP ports.
Note that the probing packets must first traverse the ZyWALL's firewall rule checks
before reaching this anti-probing mechanism. Therefore if a firewall rule stops a
probing packet, the ZyWALL reacts based on the firewall rule to either send a TCP
reset packet for a blocked TCP packet (or an ICMP port-unreachable packet for a
blocked UDP packets) or just drop the packets without sending a response packet.

Apply Click Apply to save your changes back to the ZyWALL.

Reset Click Reset to begin configuring this screen afresh.

8.9 Denial of Service Attacks

Denial of Service (DoS) attacks are aimed at devices and networks with a connection to the
Internet. Their goal is not to steal information, but to disable a device or network so users no
longer have access to network resources. The ZyWALL is pre-configured to automatically
detect and thwart currently known DoS attacks.

Figure 58 ZyWALL Firewall Application
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8.10 Firewall Thresholds

For DoS attacks, the ZyWALL uses thresholds to determine when to start dropping sessions
that do not become fully established (half-open sessions). These thresholds apply globally to
all sessions.

For TCP, half-open means that the session has not reached the established state-the TCP three-
way handshake has not yet been completed. Under normal circumstances, the application that
initiates a session sends a SYN (synchronize) packet to the receiving server. The receiver
sends back an ACK (acknowledgment) packet and its own SYN, and then the initiator
responds with an ACK (acknowledgment). After this handshake, a connection is established.

Figure 59 Three-Way Handshake
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For UDP, half-open means that the firewall has detected no return traffic. An unusually high
number (or arrival rate) of half-open sessions could indicate a DOS attack.

8.10.1 Threshold Values

If everything is working properly, you probably do not need to change the threshold settings as
the default threshold values should work for most small offices. Tune these parameters when
you believe the ZyWALL has been receiving DoS attacks that are not recorded in the logs or
the logs show that the ZyWALL is classifying normal traffic as DoS attacks. Factors
influencing choices for threshold values are:

1 The maximum number of opened sessions.

2 The minimum capacity of server backlog in your LAN network.

3 The CPU power of servers in your LAN network.

4 Network bandwidth.

5 Type of traffic for certain servers.

Reduce the threshold values if your network is slower than average for any of these factors
(especially if you have servers that are slow or handle many tasks and are often busy).
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If you often use P2P applications such as file sharing with eMule or eDonkey, it’s
recommended that you increase the threshold values since lots of sessions will be established
during a small period of time and the ZyWALL may classify them as DoS attacks.

8.11 Threshold Screen

Click SECURITY > FIREWALL > Threshold to bring up the next screen. The global values

specified for the threshold and timeout apply to all TCP connections.

Figure 60 Firewall Threshold
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The following table describes the labels in this screen.

Table 42 Firewall Threshold

LABEL DESCRIPTION

Protection on

Disable DoS Attack | Select the check box of an interface to which the ZyWALL does not apply the

thresholds. This disables DoS protection on the selected interface.

Denial of Service
Thresholds

The ZyWALL measures both the total number of existing half-open sessions and
the rate of session establishment attempts. Both TCP and UDP half-open
sessions are counted in the total number and rate measurements. Measurements
are made once a minute.

One Minute Low

This is the rate of new half-open sessions per minute that causes the firewall to
stop deleting half-open sessions. The ZyWALL continues to delete half-open

sessions as necessary, until the rate of new connection attempts drops below this
number.
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Table 42 Firewall Threshold (continued)

LABEL DESCRIPTION

One Minute High This is the rate of new half-open sessions per minute that causes the firewall to
start deleting half-open sessions. When the rate of new connection attempts rises
above this number, the ZyWALL deletes half-open sessions as required to
accommodate new connection attempts.

For example, if you set the one minute high to 100, the ZyWALL starts deleting
half-open sessions when more than 100 session establishment attempts have
been detected in the last minute. It stops deleting half-open sessions when the
number of session establishment attempts detected in a minute goes below the
number set as the one minute low.

Maximum This is the number of existing half-open sessions that causes the firewall to stop

Incomplete Low deleting half-open sessions. The ZyWALL continues to delete half-open requests
as necessary, until the number of existing half-open sessions drops below this
number.

Maximum This is the number of existing half-open sessions that causes the firewall to start

Incomplete High deleting half-open sessions. When the number of existing half-open sessions

rises above this number, the ZyWALL deletes half-open sessions as required to
accommodate new connection requests. Do not set Maximum Incomplete High
to lower than the current Maximum Incomplete Low number.

For example, if you set the maximum incomplete high to 100, the ZyWALL starts

deleting half-open sessions when the number of existing half-open sessions rises
above 100. It stops deleting half-open sessions when the number of existing half-
open sessions drops below the number set as the maximum incomplete low.

TCP Maximum An unusually high number of half-open sessions with the same destination host
Incomplete address could indicate that a Denial of Service attack is being launched against
the host.

Specify the number of existing half-open TCP sessions with the same destination
host IP address that causes the firewall to start dropping half-open sessions to
that same destination host IP address. Enter a number between 1 and 256. As a
general rule, you should choose a smaller number for a smaller network, a slower
system or limited bandwidth. The ZyWALL sends alerts whenever the TCP
Maximum Incomplete is exceeded.

You also need to select the action that ZyWALL should take when the TCP
maximum incomplete threshold is reached. You can have the ZyWALL either:

Delete the oldest half open session when a new connection request comes.
or

Deny new connection requests for a the number of minutes that you specify
(between 1 and 256).

Apply Click Apply to save your changes back to the ZyWALL.

Reset Click Reset to begin configuring this screen afresh.

8.12 Service

Click SECURITY > FIREWALL, then the Service to open the screen as shown next. Use
this screen to configure custom services for use in firewall rules or view the services that are
predefined in the ZyWALL.
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Figure 61 Firewall Service
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The following table describes the labels in this screen.

Table 43 Firewall Service

LABEL

DESCRIPTION

Custom Service

This table shows all configured custom services.

#

This is the index number of the custom service.

Service Name

This is the name of the service.

Protocol This is the IP protocol type.

If you selected Custom, this is the IP protocol value you entered.
Attribute This is the IP port number or ICMP type and code that defines the service.
Modify Click the edit icon to go to the screen where you can edit the service.

Click the delete icon to remove an existing service. A window displays asking you
to confirm that you want to delete the service. Note that subsequent services move
up by one when you take this action.
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Table 43 Firewall Service

LABEL DESCRIPTION

Add Click this button to bring up the screen that you use to configure a new custom
service that is not in the predefined list of services.

Predefined This table shows all the services that are already configured for use in firewall

Service rules. See Appendix E on page 541 for a list of common services.

# This is the index number of the predefined service.

Service Name

This is the name of the service.

Protocol

This is the IP protocol type. There may be more than one IP protocol type.

Attribute

This is the IP port number or ICMP type and code that defines the service.

8.12.1 Firewall Edit Custom Service

Click the Add button under Custom Service to display the following screen. Use this screen
to configure a custom service entry not is not predefined in the ZyWALL. See Appendix E on
page 541 for a list of commonly used services and port numbers.

Figure 62 Firewall Edit Custom Service
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Cancel |

The following table describes the labels in this screen.

Table 44 Firewall Edit Custom Service

LABEL

DESCRIPTION

Service Name

Enter a descriptive name of up to 31 printable ASCII characters (except Extended
ASCII characters) for the custom service. You cannot use the “(“ character.
Spaces are allowed.

IP Protocol Choose the IP protocol (TCP, UDP, TCP/UDP, ICMP or Custom) that defines your
customized service from the drop down list box.
Port Range Enter the port number (from 1 to 255) that defines the customized service

To specify one port only, enter the port number in the From field and enter it again
in the To field.

To specify a span of ports, enter the first port in the From field and enter the last
port in the To field.
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Table 44 Firewall Edit Custom Service

LABEL DESCRIPTION

Type/Code This field is available only when you select ICMP in the IP Protocol field.
The ICMP messages are identified by their types and in some cases codes.

Enter the type number in the Type field and select the Code radio button and
enter the code number if any.

Apply Click Apply to save your customized settings and exit this screen.

Cancel Click Cancel to exit this screen without saving.

8.13 Solving the Asymmetrical Route Problem Example

If you have the ZyWALL allow asymmetrical route sessions, traffic from the WAN can go
directly to a LAN computer without passing through the ZyWALL and its firewall protection.

Another solution is to use IP alias. IP alias allows you to partition your network into logical
sections over the same Ethernet interface. Your ZyWALL supports up to three logical LAN
interfaces with the ZyWALL being the gateway for each logical network.

This essentially lets you have multiple LAN networks on the same physical cables and ports.
By putting your LAN and Gateway A in different subnets, all returning network traffic must
pass through the ZyWALL to your LAN. The following steps describe such a scenario.

1 A computer on the LAN initiates a connection by sending a SYN packet to a receiving
server on the WAN.

2 The ZyWALL reroutes the packet to Gateway A, which is in Subnet 2.

3 The reply from the WAN goes to the ZyWALL.

4 The ZyWALL then sends it to the computer on the LAN in Subnet 1.

Figure 63 IP Alias
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8.14 My Service Firewall Rule Example

The following Internet firewall rule example allows a hypothetical My Service connection
from the Internet.

1 In the Service screen, click Add to open the Edit Custom Service screen.

Figure 64 My Service Firewall Rule Example: Service
FIREWALL

Default Rule  Rule Summary  Anti-Probing Threshold

Custom Service

2 Configure it as follows and click Apply.

Figure 65 My Service Firewall Rule Example: Edit Custom Service
FIREWALL - EDIT CUSTOM SERVICE

Custom Service

3 Click Rule Summary. Select WAN to LAN from the Packet Direction drop-down list
box.

4 In the Rule Summary screen, type the index number for where you want to put the rule.
For example, if you type 6, your new rule becomes number 6 and the previous rule 6 (if
there is one) becomes rule 7.

5 Click Insert to display the firewall rule configuration screen.
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Figure 66 My Service Firewall Rule Example: Rule Summary
FIREWALL

Default Rule ule Summa Anti-Probing Threshold

Rule Summary

6 Enter the name of the firewall rule.
7 Select Any in the Destination Address(es) box and then click Delete.
8 Configure the destination address fields as follows and click Add.

Figure 67 My Service Firewall Rule Example: Rule Edit
FIREWALL - EDIT RULE

Edit Source Address

| Any Address

Edit Destination Address

9 In the Edit Rule screen, use the arrows between Available Services and Selected
Service(s) to configure it as follows. Click Apply when you are done.
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Note: Custom services show up with an * before their names in the Services list box

and the Rule Summary list box.

Figure 68 My Service Firewall Rule Example: Rule Configuration
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Rule 1 allows a My Service connection from the WAN to IP addresses 10.0.0.10 through
10.0.0.15 on the LAN.

Figure 69 My Service Firewall Rule Example: Rule Summary
FIREWALL

Default Rule ule Summat Anti-Probing Threshold Service

Rule Summary
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CHAPTER 9
Content Filtering Screens

This chapter provides an overview of content filtering.

9.1 Content Filtering Overview

Content filtering allows you to block web features such as ActiveX controls, Java applets and
cookies and disable web proxies. The ZyWALL can block or allow access to web sites that you
specify. It can also block access to web sites containing keywords that you specify. You can
define time periods and days during which content filtering is enabled and include or exclude a
range of users on the LAN from content filtering.

You can also subscribe to category-based content filtering that allows your ZyWALL to check
web sites against an external database of dynamically updated ratings of millions of web sites.

9.1.1 Restrict Web Features

The ZyWALL lets you block web features such as ActiveX controls, Java applets, cookies and
disable web proxies.

9.1.2 Create a Filter List

You can select categories, such as pornography or racial intolerance, to block from a pre-
defined list.

9.1.3 Customize Web Site Access

You can specify URLs to which the ZyWALL blocks access. You can alternatively block
access to all URLs except ones that you specify. You can also have the ZyWALL block access
to URLs that contain key words that you specify.

9.2 Content Filter General

Click SECURITY > CONTENT FILTER to open the CONTENT FILTER General
screen. Use this screen to enable content filtering, configure a schedule, and create a denial
message. You can also choose specific computers to be included in or excluded from the
content filtering configuration.
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Figure 70 Content Filter: General
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The following table describes the labels in this screen.

Table 45 Content Filter: General

LABEL

DESCRIPTION

General Setup

Enable Content Filter

Select this check box to enable the content filter.

Restrict Web Features

Select the check box(es) to restrict a feature. When you download a page
containing a restricted feature, that part of the web page will appear blank or
grayed out.

Block ActiveX is a tool for building dynamic and active web pages and distributed

ActiveX object applications. When you visit an ActiveX web site, ActiveX controls are
downloaded to your browser, where they remain in case you visit the site
again.

Java Java is a programming language and development environment for building
downloadable Web components or Internet and intranet business
applications of all kinds.

Cookies Cookies are files stored on a computer’s hard drive. Some web servers use

them to track usage and provide service based on ID.
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Table 45 Content Filter: General

LABEL DESCRIPTION

Web Proxy A server that acts as an intermediary between a user and the Internet to
provide security, administrative control, and caching service. When a proxy
server is located on the WAN it is possible for LAN users to circumvent
content filtering by pointing to this proxy server.

Schedule to Block Content filtering scheduling applies to the Filter List, Customized sites and
Keywords. Restricted web server data, such as ActiveX, Java, Cookies and
Web Proxy are not affected.

Always Block Click this option button to have content filtering always active with Time of
Day limitations not enforced. This is enabled by default.

Block From/To Click this option button to have content filtering only active during the time
interval specified. In the Block From and To fields, enter the time period, in
24-hour format, during which content filtering will be enforced.

Message to display
when a site is blocked

Denied Access Enter a message to be displayed when a user tries to access a restricted web
Message site. The default message is Please contact your network administrator!!

Exempt Computers

Enforce content filter Select this checkbox to have all users on your LAN follow content filter

policies for all policies (default).
computers
Include specified Select this checkbox to have a specific range of users on your LAN follow

address ranges in the content filter policies.
content filter
enforcement

Exclude specified Select this checkbox to exempt a specific range of users on your LAN from
address ranges from the | content filter policies.
content filter

enforcement

Add Address Ranges

From Type the beginning IP address (in dotted decimal notation) of the specific
range of users on your LAN.

To Type the ending IP address (in dotted decimal notation) of the specific range
of users on your LAN, then click Add Range.

Address List This text field shows the address ranges that are blocked.

Add Range Click Add Range after you have filled in the From and To fields above.

Delete Range Click Delete Range after you select the range of addresses you wish to
delete.

Apply Click Apply to save your changes back to the ZyWALL.

Reset Click Reset to begin configuring this screen afresh.

9.3 Category Based Content Filtering

When you register for and enable external database content filtering, your ZyWALL accesses
an external database that has millions of web sites categorized based on content. You can have
the ZyWALL block, block and/or log access to web sites based on these categories. The
content filtering lookup process is described below.
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Figure 71 Content Filtering Lookup Procedure
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1 A computer behind the ZyWALL tries to access a web site.

2 The ZyWALL looks up the web site in its cache. If an attempt to access the web site was
made in the past, a record of that web site’s category will be in the ZyWALL’s cache. The
ZyWALL blocks, blocks and logs or just logs the request based on your configuration.

3 Use the CONTENT FILTER Cache screen to configure how long a web site address
remains in the cache as well as view those web site addresses (see Section 9.7 on page
168). All of the web site address records are also cleared from the local cache when the
ZyWALL restarts.

4 Ifthe ZyWALL has no record of the web site, it will query the external content filtering
database and simultaneously send the request to the web server.

The external content filtering database may change a web site’s category or categorize a
previously uncategorized web site.

5 The external content filtering server sends the category information back to the
ZyWALL, which then blocks and/or logs access to the web site. The web site’s address
and category are then stored in the ZyWALL’s content filtering cache.

9.4 Content Filter Categories

Click SECURITY > CONTENT FILTER > Categories to display the CONTENT FILTER
Categories screen. Use this screen to configure category-based content filtering. You can set
the ZyWALL to use external database content filtering and select which web site categories to
block and/or log. You must register for external content filtering before you can use it. Use the
REGISTRATION screens (see Chapter 4 on page 89) to create a myZyXEL.com account,
register your device and activate the external content filtering service.

Do the following to view content filtering reports (see Chapter 10 on page 171 for details).

1 Log into myZyXEL.com and click your device’s link to open it’s Service Management
screen.

2 Click Content Filter in the Service Name field to open the Blue Coat login screen.

3 Enter your ZyXEL device's MAC address (in lower case) in the Name field. You can find
this MAC address in the Service Management screen (Figure 77 on page 173). Type
your myZyXEL.com account password in the Password field. Click Submit.
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Figure 72 Content Filter: Categories

CONTENT FILTER

v Eni

Select Categories

["ssle

Auto Category Setup

Pk L
Mok Lo
Pk [ L

Test Web Site Attribute:

Content Filter Service Status

Customization

The following table describes the labels in this screen.

Table 46 Content Filter: Categories

LABEL

DESCRIPTION

Auto Category Setup

Enable External Database
Content Filtering

Enable external database content filtering to have the ZyWALL check an
external database to find to which category a requested web page
belongs. The ZyWALL then blocks or forwards access to the web page
depending on the configuration of the rest of this page.

Matched Web Pages

Select Block to prevent users from accessing web pages that match the
categories that you select below.

When external database content filtering blocks access to a web page, it
displays the denied access message that you configured in the
CONTENT FILTER General screen along with the category of the
blocked web page.

Select Log to record attempts to access prohibited web pages.
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Table 46 Content Filter: Categories (continued)

LABEL

DESCRIPTION

Unrated Web Pages

Select Block to prevent users from accessing web pages that the external
database content filtering has not categorized.

When the external database content filtering blocks access to a web
page, it displays the denied access message that you configured in the
CONTENT FILTER General screen along with the category of the
blocked web page.

Select Log to record attempts to access web pages that are not
categorized.

When Content Filter Server
Is Unavailable

Select Block to block access to any requested web page if the external
content filtering database is unavailable. The following are possible
causes:

There is no response from the external content filtering server within
the time period specified in the Content Filter Server Unavailable
Timeout field.

The ZyWALL is not able to resolve the domain name of the external
content filtering database.

There is an error response from the external content filtering
database. This can be caused by an expired content filtering
registration (External content filtering’s license key is invalid”).

Select Log to record attempts to access web pages that occur when the
external content filtering database is unavailable.

Content Filter Server
Unavailable Timeout

Specify a number of seconds (1 to 30) for the ZyWALL to wait for a
response from the external content filtering server. If there is still no
response by the time this period expires, the ZyWALL blocks or allows
access to the requested web page based on the setting in the Block
When Content Filter Server Is Unavailable field.

Select Categories

Select All Categories

Select this check box to restrict access to all site categories listed below.

Clear All Categories

Select this check box to clear the selected categories below.

Adult/Mature Content

Selecting this category excludes pages that contain material of adult
nature that does not necessarily contain excessive violence, sexual
content, or nudity. These pages include very profane or vulgar content
and pages that are not appropriate for children.

Pornography

Selecting this category excludes pages that contain sexually explicit
material for the purpose of arousing a sexual or prurient interest.

Sex Education

Selecting this category excludes pages that provide graphic information
(sometimes graphic) on reproduction, sexual development, safe sex
practices, sexuality, birth control, and sexual development. It also
includes pages that offer tips for better sex as well as products used for
sexual enhancement.

Intimate Apparel/Swimsuit

Selecting this category excludes pages that contain images or offer the
sale of swimsuits or intimate apparel or other types of suggestive clothing.
It does not include pages selling undergarments as a subsection of other
products offered.

Nudity

Selecting this category excludes pages containing nude or seminude
depictions of the human body. These depictions are not necessarily
sexual in intent or effect, but may include pages containing nude paintings
or photo galleries of artistic nature. This category also includes nudist or
naturist pages that contain pictures of nude individuals.
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Table 46 Content Filter: Categories (continued)

LABEL

DESCRIPTION

Alcohol/Tobacco

Selecting this category excludes pages that promote or offer the sale
alcohol/tobacco products, or provide the means to create them. It also
includes pages that glorify, tout, or otherwise encourage the consumption
of alcohol/tobacco. It does not include pages that sell alcohol or tobacco
as a subset of other products.

lllegal/Questionable

Selecting this category excludes pages that advocate or give advice on
performing illegal acts such as service theft, evading law enforcement,
fraud, burglary techniques and plagiarism. It also includes pages that
provide or sell questionable educational materials, such as term papers.

Note: This category includes sites identified as being
malicious in any way (such as having viruses,
spyware and etc.).

Gambling

Selecting this category excludes pages where a user can place a bet or
participate in a betting pool (including lotteries) online. It also includes
pages that provide information, assistance, recommendations, or training
on placing bets or participating in games of chance. It does not include
pages that sell gambling related products or machines. It also does not
include pages for offline casinos and hotels (as long as those pages do
not meet one of the above requirements).

Violence/Hate/Racism

Selecting this category excludes pages that depict extreme physical harm
to people or property, or that advocate or provide instructions on how to
cause such harm. It also includes pages that advocate, depict hostility or
aggression toward, or denigrate an individual or group on the basis of
race, religion, gender, nationality, ethnic origin, or other characteristics.

Weapons

Selecting this category excludes pages that sell, review, or describe
weapons such as guns, knives or martial arts devices, or provide
information on their use, accessories, or other modifications. It does not
include pages that promote collecting weapons, or groups that either
support or oppose weapons use.

Abortion

Selecting this category excludes pages that provide information or
arguments in favor of or against abortion, describe abortion procedures,
offer help in obtaining or avoiding abortion, or provide information on the
effects, or lack thereof, of abortion.

Arts/Entertainment

Selecting this category excludes pages that promote and provide
information about motion pictures, videos, television, music and
programming guides, books, comics, movie theatres, galleries, artists or
reviews on entertainment.

Business/Economy

Selecting this category excludes pages devoted to business firms,
business information, economics, marketing, business management and
entrepreneurship. This does not include pages that perform services that
are defined in another category (such as Information Technology
companies, or companies that sell travel services).

Cult/Occult Selecting this category excludes pages that promote or offer methods,
means of instruction, or other resources to affect or influence real events
through the use of spells, curses, magic powers and satanic or
supernatural beings.

lllegal Drugs Selecting this category excludes pages that promote, offer, sell, supply,

encourage or otherwise advocate the illegal use, cultivation, manufacture,
or distribution of drugs, pharmaceuticals, intoxicating plants or chemicals
and their related paraphernalia.
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Table 46 Content Filter: Categories (continued)

LABEL

DESCRIPTION

Education

Selecting this category excludes pages that offer educational information,
distance learning and trade school information or programs. It also
includes pages that are sponsored by schools, educational facilities,
faculty, or alumni groups.

Cultural Institutions

Selecting this category excludes pages sponsored by cultural institutions,
or those that provide information about museums, galleries, and theaters
(not movie theaters). Itincludes groups such as 4H and the Boy Scouts of
America.

Financial Services

Selecting this category excludes pages that provide or advertise banking
services (online or offline) or other types of financial information, such as
loans. It does not include pages that offer market information, brokerage
or trading services.

Brokerage/Trading

Selecting this category excludes pages that provide or advertise trading of
securities and management of investment assets (online or offline). It
also includes insurance pages, as well as pages that offer financial
investment strategies, quotes, and news.

Games

Selecting this category excludes pages that provide information and
support game playing or downloading, video games, computer games,
electronic games, tips, and advice on games or how to obtain cheat
codes. It also includes pages dedicated to selling board games as well as
journals and magazines dedicated to game playing. Itincludes pages that
support or host online sweepstakes and giveaways.

Government/Legal

Selecting this category excludes pages sponsored by or which provide
information on government, government agencies and government
services such as taxation and emergency services. It also includes pages
that discuss or explain laws of various governmental entities.

Military

Selecting this category excludes pages that promote or provide
information on military branches or armed services.

Political/Activist Groups

Selecting this category excludes pages sponsored by or which provide
information on political parties, special interest groups, or any
organization that promotes change or reform in public policy, public
opinion, social practice, or economic activities.

Health

Selecting this category excludes pages that provide advice and
information on general health such as fithess and well-being, personal
health or medical services, drugs, alternative and complimentary
therapies, medical information about ailments, dentistry, optometry,
general psychiatry, self-help, and support organizations dedicated to a
disease or condition.

Computers/Internet

Selecting this category excludes pages that sponsor or provide
information on computers, technology, the Internet and technology-related
organizations and companies.

Hacking/Proxy Avoidance

Pages providing information on illegal or questionable access to or the
use of communications equipment/software, or provide information on
how to bypass proxy server features or gain access to URLs in any way
that bypasses the proxy server.

Search Engines/Portals

Selecting this category excludes pages that support searching the
Internet, indices, and directories.

Web Communications

Selecting this category excludes pages that allow or offer Web-based
communication via e-mail, chat, instant messaging, message boards, etc.

Job Search/Careers

Selecting this category excludes pages that provide assistance in finding
employment, and tools for locating prospective employers.
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Table 46 Content Filter: Categories (continued)

LABEL

DESCRIPTION

News/Media

Selecting this category excludes pages that primarily report information or
comments on current events or contemporary issues of the day. It also
includes radio stations and magazines. It does not include pages that can
be rated in other categories.

Personals/Dating

Selecting this category excludes pages that promote interpersonal
relationships.

Reference

Selecting this category excludes pages containing personal, professional,
or educational reference, including online dictionaries, maps, census,
almanacs, library catalogues, genealogy-related pages and scientific
information.

Chat/Instant Messaging

Selecting this category excludes pages that provide chat or instant
messaging capabilities or client downloads.

Email

Selecting this category excludes pages offering web-based email
services, such as online email reading, e-cards, and mailing list services.

Newsgroups

Selecting this category excludes pages that offer access to Usenet news
groups or other messaging or bulletin board systems.

Religion

Selecting this category excludes pages that promote and provide
information on conventional or unconventional religious or quasi-religious
subjects, as well as churches, synagogues, or other houses of worship. It
does not include pages containing alternative religions such as Wicca or
witchcraft (Cult/Occult) or atheist beliefs (Political/Activist Groups).

Shopping

Selecting this category excludes pages that provide or advertise the
means to obtain goods or services. It does not include pages that can be
classified in other categories (such as vehicles or weapons).

Auctions

Selecting this category excludes pages that support the offering and
purchasing of goods between individuals. This does not include classified
advertisements.

Real Estate

Selecting this category excludes pages that provide information on
renting, buying, or selling real estate or properties.

Society/Lifestyle

Selecting this category excludes pages providing information on matters
of daily life. This does not include pages relating to entertainment, sports,
jobs, sex or pages promoting alternative lifestyles such as homosexuality.
Personal homepages fall within this category if they cannot be classified
in another category.

Gay/Lesbian

Selecting this category excludes pages that provide information, promote,
or cater to gay and lesbian lifestyles. This does not include pages that are
sexually oriented.

Restaurants/Dining/Food

Selecting this category excludes pages that list, review, discuss, advertise
and promote food, catering, dining services, cooking and recipes.

Sports/Recreation/Hobbies

Selecting this category excludes pages that promote or provide
information about spectator sports, recreational activities, or hobbies.
This includes pages that discuss or promote camping, gardening, and
collecting.

Travel Selecting this category excludes pages that promote or provide
opportunity for travel planning, including finding and making travel
reservations, vehicle rentals, descriptions of travel destinations, or
promotions for hotels or casinos.

Vehicles Selecting this category excludes pages that provide information on or

promote vehicles, boats, or aircraft, including pages that support online
purchase of vehicles or parts.
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Table 46 Content Filter: Categories (continued)

LABEL

DESCRIPTION

Humor/Jokes

Selecting this category excludes pages that primarily focus on comedy,
jokes, fun, etc. This may include pages containing jokes of adult or
mature nature. Pages containing humorous Adult/Mature content also
have an Adult/Mature category rating.

Streaming Media/MP3

Selecting this category excludes pages that sell, deliver, or stream music
or video content in any format, including pages that provide downloads for
such viewers.

Software Downloads

Selecting this category excludes pages that are dedicated to the
electronic download of software packages, whether for payment or at no
charge.

Pay to Surf Selecting this category excludes pages that pay users in the form of cash
or prizes, for clicking on or reading specific links, email, or web pages.
For Kids Selecting this category excludes pages designed specifically for children.

Web Advertisements

Selecting this category excludes pages that provide online
advertisements or banners. This does not include advertising servers that
serve adult-oriented advertisements.

Web Hosting

Selecting this category excludes pages of organizations that provide top-
level domain pages, as well as web communities or hosting services.

Advanced/Basic

Click Advanced to see an expanded list of categories, or click Basic to
see a smaller list.

Test Web Site Attribute

Test if Web site is blocked

You can check whether or not the content filter currently blocks any given
web page. Enter a web site URL in the text box.

Test Against Local Cache

Click this button to test whether or not the web site above is saved in the
ZyWALL'’s database of restricted web pages.

Test Against Internet
Server

Click this button to test whether or not the web site above is saved in the
external content filter server’s database of restricted web pages.

Content Filter Service
Status

This read-only field displays the status of your category-based content
filtering (using an external database) service subscription.

License Inactive displays if you have not registered and activated the
category-based content filtering service.

License Active and the subscription expiration date display if you have
registered the ZyWALL and activated the category-based content filtering
service.

Trial Active and the trial subscription expiration date display if you have
registered the ZyWALL and activated the category-based content filtering
service.

License Inactive and the date your subscription expired display if your
subscription to the category-based content filtering service has expired.

Note: After you register for content filtering, you need to wait
up to five minutes for content filtering to be activated.
See Section 10.1 on page 171 for how to check the
content filtering activation.

Apply

Click Apply to save your changes back to the ZyWALL.

Reset

Click Reset to begin configuring this screen afresh.
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9.5 Content Filter Customization

Click SECURITY > CONTENT FILTER > Customization to display the CONTENT
FILTER Customization screen.

You can create a list of good (allowed) web site addresses and a list of bad (blocked) web site
addresses. You can also block web sites based on whether the web site’s address contains a
keyword. Use this screen to add or remove specific sites or keywords from the filter list.

Figure 73 Content Filter: Customization
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The following table describes the labels in this screen.

Table 47 Content Filter: Customization

LABEL

DESCRIPTION

Web Site List Customization

Enable Web site
customization

Select this check box to allow trusted web sites and block forbidden web
sites. Content filter list customization may be enabled and disabled
without re-entering these site names.

Disable all Web traffic except
for trusted Web sites

When this box is selected, the ZyWALL only allows Web access to sites
on the Trusted Web Site list. If they are chosen carefully, this is the
most effective way to block objectionable material.

Don't block Java/ActiveX/
Cookies/Web proxy to trusted
Web sites

When this box is selected, the ZyWALL will permit Java, ActiveX and
Cookies from sites on the Trusted Web Site list to the LAN. In certain
cases, it may be desirable to allow Java, ActiveX or Cookies from sites
that are known and trusted.

Trusted Web Sites

These are sites that you want to allow access to, regardless of their
content rating, can be allowed by adding them to this list. You can enter
up to 32 entries.

Add Trusted Web Site

Enter host names such as www.good-site.com into this text field. Do not
enter the complete URL of the site — that is, do not include “http://”. All
subdomains are allowed. For example, entering “zyxel.com” also allows

“www.zyxel.com”, “partner.zyxel.com”, “press.zyxel.com”, etc.

Trusted Web Sites

This list displays the trusted web sites already added.

Add Click this button when you have finished adding the host name in the
text field above.
Delete Select a web site name from the Trusted Web Site List, and then click

this button to delete it from that list.

Forbidden Web Site List

Sites that you want to block access to, regardless of their content rating,
can be allowed by adding them to this list. You can enter up to 32
entries.

Add Forbidden Web Site

Enter host names such as www.bad-site.com into this text field. Do not
enter the complete URL of the site — that is, do not include “http://”. All
subdomains are blocked. For example, entering “bad-site.com” also

blocks “www.bad-site.com”, “partner.bad-site.com”, “press.bad-
site.com”, etc.

Forbidden Web Sites

This list displays the forbidden web sites already added.

Add Click this button when you have finished adding the host name in the
text field above.
Delete Select a web site name from the Forbidden Web Site List, and then

click this button to delete it from that list.

Keyword Blocking

Keyword Blocking allows you to block websites with URLs that contain
certain keywords in the domain name or IP address.

Note: See Section 9.6 on page 167 for how to set how
much of the URL the ZyWALL checks.

Block Web sites which
contain these keywords.

Select this checkbox to enable keyword blocking.

Add Keyword Enter a keyword (up to 31 printable ASCII characters) to block. You can
also enter a numerical IP address.
Keyword List This list displays the keywords already added.
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Table 47 Content Filter: Customization (continued)

LABEL DESCRIPTION

Add Click this button when you have finished adding the key words field
above.

Delete Select a keyword from the Keyword List, and then click this button to
delete it from that list.

Apply Click Apply to save your changes back to the ZyWALL.

Reset Click Reset to begin configuring this screen afresh.

9.6 Customizing Keyword Blocking URL Checking

You can use commands to set how much of a website’s URL the content filter is to check for
keyword blocking. See the appendices for information on how to access and use the command
interpreter.

9.6.1 Domain Name or IP Address URL Checking

By default, the ZyWALL checks the URL’s domain name or IP address when performing
keyword blocking.

This means that the ZyWALL checks the characters that come before the first slash in the
URL.

For example, with the URL www.zyxel.com.tw/news/pressroom.php, content filtering only
searches for keywords within www.zyxel.com.tw.

9.6.2 Full Path URL Checking

Full path URL checking has the ZyWALL check the characters that come before the last slash
in the URL.

For example, with the URL www.zyxel.com.tw/news/pressroom.php, full path URL checking
searches for keywords within www.zyxel.com.tw/news/.

Usethe ip urlfilter customize actionFlags 6 [disable | enable] command
to extend (or not extend) the keyword blocking search to include the URL's full path.

9.6.3 File Name URL Checking
Filename URL checking has the ZyWALL check all of the characters in the URL.

For example, filename URL checking searches for keywords within the URL
www.zyxel.com.tw/news/pressroom.php.
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Usethe ip urlfilter customize actionFlags 8 [disable | enable] command
to extend (or not extend) the keyword blocking search to include the URL's complete
filename.

9.7 Content Filtering Cache

Click SECURITY > CONTENT FILTER > Cache to display the CONTENT FILTER
Cache screen. Use this screen to view and configure your ZyWALL’s URL caching. You can
also configure how long a categorized web site address remains in the cache as well as view
those web site addresses to which access has been allowed or blocked based on the responses
from the external content filtering server. The ZyWALL only queries the external content
filtering database for sites not found in the cache.

You can remove individual entries from the cache. When you do this, the ZyWALL queries the
external content filtering database the next time someone tries to access that web site. This
allows you to check whether a web site’s category has been changed.

Please see Section 10.3 on page 176 for how to submit a web site that has been incorrectly
categorized.

Figure 74 Content Filter: Cache
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The following table describes the labels in this screen.

Table 48 Content Filter: Cache

LABEL DESCRIPTION

URL Cache Setup

Maximum TTL Type the maximum time to live (TTL) (1 to 720 hours). This sets how long the
ZyWALL is to allow an entry to remain in the URL cache before discarding it.

Apply Click Apply to save your changes back to the ZyWALL.

Reset Click Reset to begin configuring this screen afresh.

URL Cache Entry

Flush Click this button to clear all web site addresses from the cache manually.

Refresh Click this button to reload the cache.

# This is the index number of a categorized web site address record.

Action This field shows whether access to the web site’s URL was blocked-or allowed.
Click the column heading to sort the entries. Point the triangle up to display the
blocked URLs before the URLs to which access was allowed. Point the triangle
down to display the URLs to which access was allowed before the blocked URLs.

URL This is a web site’s address that the ZyWALL previously checked with the external
content filtering database.

Port This is the service port number for which access was requested.

Remaining Time | This is the number of hours left before the URL entry is discarded from the cache.

(hour)

Modify Click the delete icon to remove the URL entry from the cache.
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CHAPTER 10
Content Filtering Reports

This chapter describes how to view content filtering reports after you have activated the
category-based content filtering subscription service.

See Chapter 4 on page 89 on how to create a myZyXEL.com account, register your device and
activate the subscription services using the REGISTRATION screens.

10.1 Checking Content Filtering Activation

After you activate content filtering, you need to wait up to five minutes for content filtering to
be turned on.

Since there will be no content filtering activation notice, you can do the following to see if
content filtering is active.

1 Go to your device’s web configurator’s CONTENT FILTER Categories screen.
2 Select at least one category and click Apply.

3 Enter a valid URL or IP address of a web site in the Test if Web site is blocked field and
click the Test Against Internet Server button.
When content filtering is active, you should see an access blocked or access forwarded
message. An error message displays if content filtering is not active.

10.2 Viewing Content Filtering Reports

Content filtering reports are generated statistics and charts of access attempts to web sites
belonging to the categories you selected in your device content filter screen.

You need to register your iCard before you can view content filtering reports.
Alternatively, you can also view content filtering reports during the free trial (up to 30 days).

1 Go to http://www.myZyXEL.com.

2 Fill in your myZyXEL.com account information and click Submit.
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Figure 75 myZyXEL.com: Login
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3 A welcome screen displays. Click your ZyWALL’s model name and/or MAC address
under Registered ZyXEL Products. You can change the descriptive name for your
ZyWALL using the Rename button in the Service Management screen (see Figure 77
on page 173).

Figure 76 myZyXEL.com: Welcome
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4 In the Service Management screen click Content Filter in the Service Name field to
open the Blue Coat login screen.
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Figure 77 myZyXEL.com: Service Management

My Praducts / Service Activation

Service Management

0000AAL100043

Serial Number: AAAA100043

Products: ZvWwALL 35

Authentication Code / MAC Address: 0000AA100043
Activation Key: Mia

Manage this product's registration by clicking on the appropriate buttons below:

* 0D0DAAL00043 Rename | | Transfer | | Delete | | Reinstall

To enable vour service(s), pleasze cick "Activate" shown below to enter vour license key(s),

To login the Content Filter admin site, please dick and input the mac addresz(lower case) & passward,

Service Marme Service Activation Statusz Expiry Date

1 Anti Sparm Upgrade Trial 2005-10-06
Upgrade Installed 200&-07-13
3 IDP AV Upgrade Trial 2005-11-09

Rernark

5 Enter your ZyXEL device's MAC address (in lower case) in the Name field. You can find

this MAC address in the Service Management screen (Figure 77 on page 173). Type

your myZyXEL.com account password in the Password field.

6 Click Submit.

Figure 78 Blue Coat: Login

ZyXEL

‘Welcome to your Blue Coat Web Filker Administration site, Please login
using your Username and Password,

Name |DDDaa1DDD43
Password |"‘°“°“°“°“°“°“‘

Technical Support

7 In the Web Filter Home screen, click Reports.
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Figure 79 Content Filtering Reports Main Screen
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8 Seclect items under Global Reports or Single User Reports to view the corresponding
reports.

Figure 80 Blue Coat: Report Home
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Single user reports provide you with the Internet usage for a single user
L

Global Reports Single User Reports

Allowed/Blocked Users

Cateqories Allowed/Blocked
URLs Categories
Users URLs

‘Web Page Requests ‘Weh Page Requests

‘web Filker Home | Reports | Logout

9 Select a time period in the Date Range field, either Allowed or Blocked in the Action
Taken field and a category (or enter the user name if you want to view single user
reports) and click Run Report.The screens vary according to the report type you selected
in the Report Home screen.

10A chart and/or list of requested web site categories display in the lower half of the screen.
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Figure 81 Global Report Screen Example

Web Filter Home

Report Home

r-

This report shows the kotal numbers of allowed or blocked requests For each category,

single User Reports

Select a report bype and a date range from the drop down boxes below to modify this repart, Click
on a category to view a report of the URLs requested for a specific category.

Date Range: |LaSt 14 Days 'l
Action taken: |A||DWBd 'I

Categories where the request was: Al

| Sports/Recreation/Hobhies 32% Spons/Recreation/Hobbies
Shopping
Computersiinternet
Search Engines/Portals
Mewshedia
Streaming MedialP3

B Chatiinstant Messaging
Email

Brokerage/Trading

Category Number of Requests

SportsiRecreationfHobbies 23
Shopping 19
Computers/Internet 14
Search Engines/Portals 6
Mews{Media 6
Streaming MediafMP3 1
ChatfInstant Messaging 1
Email 1
Brokerane/Trading 1

‘web Filker Home | Reports | Logout

11You can click a category in the Categories report or click URLSs in the Report Home
screen to see the URLs that were requested.
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Figure 82 Requested URLs Example

ZyXEL _—

i Web Filter Home

Report Home single User Reports

rél.@lqt@l,.ﬁﬁpormf.L.l&L..s.................................

This report displays allowed or blocked URLs requested within a specific category,

Global Reports
w

Click on & URL to view the users that requested that URL,

Date Range: ILaSt 14 Days 'I
Action taken: |A||DWBd 'I
Category: |Sports,-"Recreation,-"Hobbiesj

URLs Requested for category:  Sports/RecreationfHobbies

adsatt.espn.go.comfinsertfiles/javascript/flash, js

i i

2 spOrks. espn. 0o, com/crossdomain., xml 1 l,e,,
& sporks. espn, 0o, com/sporks tylistings/fofheaderData 1 -5
4 espn.go.comfAdserver ?CallDownfAdTypes=MationLogo; 1 2
5 espn.go.commyesprfloging. hkml 1 2
6 broadband. espn.go.com/EBE2{popup: 1 -5
7 sports-att. espn.go. comfespryformatisponsoredlinkSpot_redesignd 1 =
g sports. espn.qo. com/espryfpfpollData il =5
(] sporks, espn, 0o, com/esprifutiliencodel ess?id=1575300 1 =5
10 sporks.espn. 0o, com/esprfutillencodel essFid=1872951 1 -5
11 sports, espn.go. comfesprffpfpollDatals ik =5
1z static. espn.go. comfswifoisuperheading. swrh=Spur-fect+Endingadex 1 2
13 E50N.g0.CoMm % ‘&
14 wimbledon. orgfincludes/isfexternal sb.js 1 Eg
15 espn.go.comfswitheader2005/headersimlb_hdr,swf 1 =
16 espn.qo.com)switheader2005 searchisearchBar, swf 1 =5
17 sporks. espn, go. com/mib/xmlfupcoming T4 sport=mlb 1 =5
18 espn.go.comfinsertfiles/iavascripthorizMay. js 1 -5
19 sports. espn., o, com/mib/indes 1 -5
20 espn.qo.comfswitheader 2005 tvscheduletyschedule, swf 1 2
21 espn-i, starwave. comimedialapphoto M ATW1 1606230650 thumbnail. jpeg 1 2
22 espn.starwave, comfinsertfilesfjavascript/motion/motion_index 02.js 1 -5
23 sports. espn.go.comfespn/fpipolDat aGen?id=30688 1 =

‘web Filker Home | Reports | Logout

10.3 Web Site Submission

You may find that a web site has not been accurately categorized or that a web site’s contents
have changed and the content filtering category needs to be updated. Use the following
procedure to submit the web site for review.

1 Log into the content filtering reports web site (see Section 10.2 on page 171).

2 In the Web Filter Home screen (see Figure 79 on page 174), click Site Submissions to
open the Web Page Review Process screen shown next.
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Figure 83 Web Page Review Process Screen

Content Control

om BlueE3Coat Web Page Review Process

Please enter a valid site for the review process

Submit |

Copyright © 2004, Blue Coat Systerns, Inc. A1 rights reserved. Mext Generation Web Filtering

3 Type the web site’s URL in the field and click Submit to have the web site reviewed.

Chapter 10 Content Filtering Reports 177



ZyWALL 2 Plus User’s Guide

178 Chapter 10 Content Filtering Reports



ZyWALL 2 Plus User’'s Guide

CHAPTER 11
IPSec VPN

This chapter explains how to set up and maintain [PSec VPNs in the ZyWALL.

11.1 IPSec VPN Overview

A virtual private network (VPN) provides secure communications between sites without the
expense of leased site-to-site lines. A secure VPN is a combination of tunneling, encryption,
authentication, access control and auditing, used to transport traffic over the Internet or any
insecure network that uses TCP/IP for communication.

Internet Protocol Security (IPSec) is a standards-based VPN that offers flexible solutions for
secure data communications across a public network like the Internet. IPSec is built around a
number of standardized cryptographic techniques to provide confidentiality, data integrity and
authentication at the IP layer.

The following figure provides one perspective of a VPN tunnel.

Figure 84 VPN: High-Level Example

(Internet

!' LN - VPN R
Y

The VPN tunnel (VPN) connects the ZyWALL (X) and the remote IPSec router (Y). These
routers then connect the local network (A) and remote network (B).

A VPN tunnel is usually established in two phases. Each phase establishes a security
association (SA), a contract indicating what security parameters the ZyWALL and the remote
IPSec router will use. The first phase establishes an Internet Key Exchange (IKE) SA between
the ZyWALL and remote IPSec router. The second phase uses the IKE SA to establish an
IPSec SA between computers on the local network and remote network. The following graphic
illustrates this.
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Figure 85 VPN: IKE SA and IPSec SA

IPSec SAs

In some situations, you might want to set up a VPN tunnel quickly and temporarily. In this
case, you can create an IPSec SA using manual keys. In this kind of VPN tunnel, there is no
IKE SA, and you specify the encryption and authentication keys manually.

The rest of this section discusses IKE SAs, [PSec SAs, and IPSec SAs using manual keys in
more detail. Then, it elaborates on more specific topics, such as encryption and authentication.

Note: If a VPN tunnel should support remote management (such as Telnet, WWW,
and so on), you cannot configure it here. You should configure this in the
screens for remote management.

11.1.1 IKE SA

The negotiation mode determines how an IKE SA is established between the ZyWALL and
remote [PSec router. There are two negotiation modes--main mode and aggressive mode. Both
routers must use the same negotiation mode.
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Main mode is illustrated by the example below, where the ZyWALL (X) is initiating an IKE
SA.

Figure 86 IKE SA: Main Negotiation Mode

o T TRRRCIATRG h
b N
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== ———————

X Y

One or more proposals, each consisting of:
- encryption algorithm (see Section 11.1.4.1 on page 187)
- authentication algorithm (see Section 11.1.4.1 on page 187)
- Diffie-Hellman key group (see Section 11.1.1.2 on page 183)

1 L

One accepted proposal

- 2

Diffie-Hellman key exchange (see Section 11.1.1.2 on page 183)
3 L

Diffie-Hellman key exchange

- 4

(encrypted) ZyWALL identity, consisting of
- ID type (see Section 11.1.1.3 on page 183)
- content (see Section 11.1.1.3 on page 183)

S} L

(encrypted) Remote IPSec router identity, consisting of
- ID type (see Section 11.1.1.3 on page 183)
- content (see Section 11.1.1.3 on page 183)

X IKE SA Y

The ZyWALL sends its proposal to the remote IPSec router. The remote [PSec router selects
an acceptable proposal and sends the accepted proposal back to the ZyWALL. The ZyWALL
and the remote IPSec router then participate in a Diffie-Hellman key exchange, based on the
accepted Diffie-Hellman key group, to establish a shared secret. Last, the ZyWALL and the
remote [PSec router generate an encryption key (from the shared secret), encrypt their
identities, and exchange their encrypted identity information for authentication.
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Main mode provides better security because your identity is encrypted in steps 5 and 6. The
trade-off is the number of steps it takes to establish the IKE SA. In contrast, aggressive mode
is faster but does not provide as much security. This mode is illustrated below.

Figure 87 IKE SA: Aggressive Negotiation Mode
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X Y

One or more proposals, each consisting of:
- encryption algorithm (see Section 11.1.4.1 on page 187)

- authentication algorithm (see Section 11.1.4.1 on page 187)
- Diffie-Hellman key group (see Section 11.1.1.2 on page 183)
ZyWALL identity, consisting of
- ID type (see Section 11.1.1.3 on page 183)

- content (see Section 11.1.1.3 on page 183)

1 L

One accepted proposal
Remote IPSec router identity, consisting of
- ID type (see Section 11.1.1.3 on page 183)
- content (see Section 11.1.1.3 on page 183)
Diffie-Hellman key exchange (see Section 11.1.1.2 on page 183)

- 2

Diffie-Hellman key exchange

X IKE SA Y

Aggressive mode only takes three steps to establish the IKE SA, but your identity is not
encrypted. It is useful in remote-access situations, where the address of the initiator is not
known by the responder and both parties want to use pre-shared keys for authentication. For
example, the remote [PSec router may be a telecommuter who does not have a static [P
address.

The negotiation mode is one characteristic of a IKE SA. The rest of the characteristics include
the following:

* the ZyWALL and remote IPSec router - these characteristics explain how the ZyWALL
and remote IPSec router are identified in the network.

» IKE SA proposal (and which proposals are acceptable) - a proposal includes encryption
algorithms, authentication algorithms, and DHx key groups.
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« authentication method (and extended authentication) - these characteristics control how
the ZyWALL and remote [PSec router authenticate each other.

* additional properties - these characteristics include the IKE SA life time, NAT traversal,
and so on. See Section 11.1.2.3 on page 186 for SA life time, Section 11.1.4.3 on page
190 for NAT traversal and each screen for the other properties.

The first three sets of characteristics are discussed below.

11.1.1.1 ZyWALL and Remote IPSec Router

In an IKE SA, the ZyWALL can be identified by a static IP address, a domain name or a
dynamic domain name. The remote IPSec router can also be identified by a static IP address, a
domain name or a dynamic domain name.

11.1.1.2 IKE SA Proposal

An IKE SA consists of an encryption algorithm, authentication algorithm, and Diffie-Hellman
(DHx) key group. In the ZyWALL, you can only specify one DHx key group for a VPN
gateway, but you can specify multiple pairs of encryption and authentication algorithms. This
approach increases the likelihood that the ZyWALL and the remote IPSec router agree on an
acceptable IKE SA.

Encryption and authentication algorithms are discussed in more detail in Section 11.1.4.1 on
page 187.

Once the IKE SA is established, the ZyWALL and the remote IPSec router use the Diffie-
Hellman public-key cryptography protocol to establish a shared secret. The shared secret is
then used to generate keys for IKE SA and [PSec SA encryption. The Diffie-Hellman public-
key cryptography protocol is based on DHx key groups. Each key group is a fixed number of
bits long. The longer the length, the more secure the encryption, but also the longer it takes to
encrypt and decrypt information. For example, DH2 keys (1024 bits) are more secure than
DHI1 keys (768 bits), but DH2 keys take longer to encrypt and decrypt.

Note: The ZyWALL and the remote IPSec router have to use the same DHx key
group.

Perfect Forward Secrecy (PFS), which improves the confidentiality of information encrypted
using DHx key groups, is discussed in Section 11.1.2.1 on page 185.

11.1.1.3 Authentication Key and Extended Authentication (X-Auth)
If the ZyWALL and the remote [PSec router can authenticate each other with certificates, the
certificates provide all the information used for authentication. Otherwise, you have to provide
the information manually.

You have to create (and distribute) a pre-shared key for authentication.

Note: The ZyWALL and the remote IPSec router must use the same pre-shared key.
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The ZyWALL and the remote IPSec router authenticate each other using an ID type and
content. The ID type can be domain name, IP address, or e-mail address, and the content is a
(properly-formatted) domain name, IP address, or e-mail address. The content is only used for
identification. Any such domain name or e-mail address does not have to exist, and any such
domain name or IP address does not have to correspond to the ZyWALL’s or remote IPSec
router’s properties.

The ZyWALL and the remote IPSec router have separate ID type and content values, so both
of them must store two sets of information, one for themselves and one for the other router.
Local ID type and content refers to the ID type and content that applies to the router itself, and
peer ID type and content refers to the ID type and content that applies to the other router.

In order to establish an IKE SA, the ZyWALL’s local and peer ID type and content must match
the corresponding peer and local ID type and content on the remote IPSec router. For example,
in Table 49 on page 184, the ZyWALL and the remote [PSec router authenticate each other
successfully. In contrast, in Table 50 on page 184, the ZyWALL and the remote IPSec router
cannot authenticate each other and, therefore, cannot establish an IKE SA.

Table 49 VPN Example: Matching ID Type and Content

ZYWALL REMOTE IPSEC ROUTER

Local ID type: E-mail Local ID type: IP

Local ID content: tom@yourcompany.com Local ID content: 1.1.1.2

Peer ID type: IP Peer ID type: E-mail

Peer ID content: 1.1.1.2 Peer ID content: tom@yourcompany.com

Table 50 VPN Example: Mismatching ID Type and Content

ZYWALL REMOTE IPSEC ROUTER
Local ID type: IP Local ID type: IP

Local ID content: 1.1.1.10 Local ID content: 1.1.1.10
Peer ID type: E-mail Peer ID type: IP

Peer ID content: aa@yahoo.com Peer ID content: N/A

If the ZyWALL and remote IPSec router use certificates, you can also specify a peer ID type of
Subject Name. In this case, the ID content comes from the Subject Name of the certificate.

If you want the ZyWALL to ignore the remote IPSec router’s ID type and content during
authentication, you can select a peer ID type of Any for that VPN gateway.

Note: Regardless of the ID type and content configuration, the ZyWALL does not
allow you to save multiple active IPSec SAs with overlapping local and remote
IP addresses.
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Extended authentication is helpful when multiple IPSec routers use one VPN rule to connect
to a single IPSec router. In extended authentication, one of the routers (the ZyWALL or the
remote [PSec router) verifies a user name and password from the other router using the local
user database or an external RADIUS server. As a result, an attacker cannot establish an IPSec
SA without a valid user name and password. The ZyWALL can support either role in extended
authentication. In server mode, it accepts a user name and password from the remote [PSec
router and verifies it using the local user database or a specified server; in client mode, it
provides a user name and password to the remote [PSec router for authentication.

11.1.2 IPSec SAs Using IKE SAs

In an [PSec SA using an IKE SA, the IPSec SA is established after the ZyWALL and remote
IPSec router have established the IKE SA. An [PSec SA is divided into the following sets of
characteristics.

» [PSec SA proposal - these characteristics control how the ZyWALL and remote [PSec
router negotiate and establish the IPSec SA.

* the local and remote network - these characteristics explain how the local network and the
remote network are identified.

» [PSec SA properties - these characteristics control decisions once the IPSec SA is
established.

Each set of characteristics is discussed below.

11.1.2.1 IPSec SA Proposal

Once the ZyWALL and remote IPSec router have established the IKE SA, they can negotiate
an IPSec SA. The active protocol (ESP or AH) provides authentication for the IPSec SA, and
you also specify what type of encapsulation (tunnel or transport) the packets should have. Both
routers must use the same active protocol and encapsulation. See Section 11.1.4.1 on page 187
and Section 11.1.4.2 on page 189 for more information about the ESP and AH protocols and
encapsulation, respectively.

Similar to the IKE SA proposal, the ZyWALL and remote IPSec router negotiate which
encryption and authentication algorithms to use. Before the IPSec SA is established, each pair
of encryption-authentication algorithms is called a proposal. In this case, if the remote IPSec
router does not accept the first proposal, it might accept a different one. See Section 11.1.4.1
on page 187 for more information about encryption and authentication algorithms.

The ZyWALL and remote [PSec router can also enable Perfect Forward Secrecy (PFS). Every
time an [PSec SA is established, PFS uses a new Diffie-Hellman exchange to change the root
key that is used to generate encryption keys. As a result, if one encryption key is
compromised, previous and subsequent keys are secure because they were derived from
different root keys. The Diffie-Hellman exchange is time-consuming, however, and it may be
unnecessary for data that does not require such security.
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11.1.2.2 Local and Remote Network

If IPSec SAs have overlapping local networks and overlapping remote networks, only one of
these IPSec SAs can be set to active at a time. If a packet has to be routed through an
overlapping (inactive) connection, it is dropped.

Note: The ZyWALL does not allow you to save multiple active IPSec SAs with
overlapping local and remote IP addresses.

11.1.2.3 IPSec SA Properties

An [PSec SA can also have the following properties:

» Replay detection - the ZyWALL detects and rejects old or duplicate packets to prevent
these kinds of Denial of Service (DoS) attacks.

* NetBIOS traffic - you can set the ZyWALL to allow certain TCP/UDP packets to pass
through the IPSec SA so that local computers can find computers on the remote network
and vice versa.

11.1.3 IPSec SA Using Manual Keys

In IPSec SAs using manual keys, the ZyWALL and remote IPSec router only establish an
IPSec SA. They do not establish an IKE SA. In addition, you explicitly provide the encryption
key and the authentication key. As a result, this kind of [PSec SA is much simpler to set up
than regular IPSec SAs, but it is also less secure. Usually, this kind of [PSec SA is a temporary
solution.

IPSec SAs using manual keys have the following characteristics:

* the ZyWALL and remote IPSec router - the ZyWALL and the remote IPSec router can
only be identified by their IP addresses. In contrast, IKE SAs are more flexible. (See
Section 11.1.1.1 on page 183.)

» manual key - these characteristics specify the manual key, active protocol, and
encapsulation. This is discussed in more detail below.

* the local and remote network - this is the same as other [IPSec SAs. (See Section 11.1.2.2
on page 186.)

» IPSec SA properties - some features of IPSec SAs using IKE SAs might be available in
IPSec SAs using manual keys. (See Section 11.1.2.3 on page 186.)

In IKE SAs and other types of IPSec SAs, you can specify more than one pair of encryption-
authentication algorithms for the proposal. In IPSec SAs using manual keys, you can only
specify one encryption algorithm and one authentication algorithm, and you have to provide
the corresponding encryption key and the authentication key.

Authentication is also simpler. Instead of ID type and content, you specify the Security
Parameter Index (SPI). The SPI is used to distinguish different SAs terminating at the same
destination and using the same IPSec protocol. This allows you to multiplex IPSec SAs to a
single gateway. In IPSec SAs using manual keys, the SPI and the destination IP address
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uniquely identify a particular security association. When an IPSec SA using manual keys is
established, the SPI is transmitted from the remote IPSec router to the ZyWALL. The
ZyWALL then uses the network, encryption and key values that the administrator associated
with the SPI to establish the IPSec SA.

Note: Current ZyXEL implementation assumes identical outgoing and incoming SPlIs.

You also have to specify the encapsulation and active protocol, which are the same
characteristics required in other types of IPSec SAs. These characteristics are discussed in
detail in Section 11.1.4.2 on page 189 and Section 11.1.4.1 on page 187, respectively.

IPSec SAs using manual keys do not require DHx key groups or PFS. In addition, IPSec SAs
using manual keys do not support NAT traversal or many other IPSec SA properties. These
IPSec SAs also do not have SA life times.

11.1.4 Additional IPSec VPN Topics

This section discusses other IPSec VPN topics that apply to either IKE SAs or IPSec SAs or
both. Relationships between the topics are also highlighted.

11.1.4.1 Active Protocols, Encryption Algorithms, and Authentication Algorithms

To create an [IPSec SA, you must specify an active protocol to describe the packet formats and
the default standards for packet structure (including implementation algorithms). The
ZyWALL offers AH (Authentication Header, RFC 2402) and ESP (Encapsulating Security
Payload, RFC 2406).

The AH protocol was designed for integrity, authentication, sequence integrity (replay
resistance), and non-repudiation but not for confidentiality. In contrast, the ESP protocol offers
encryption and payload padding to conceal the information in the packet, but it has limited
authenticating properties because IP header information is not included in authentication.

Chapter 11 IPSec VPN 187



ZyWALL 2 Plus User’s Guide

There is a relationship between the active protocol and the types of encryption and
authentication algorithms that are available. This relationship is illustrated in Table 51 on page
188, where more information is also provided about each type of encryption and
authentication algorithm.

Table 51

VPN: Types of Encryption and Authentication in ESP and AH

ESP

AH

Encryption

DES

Data Encryption Standard (DES) is a
widely used method of data encryption
using a secret key. DES applies a 56-bit
key to each 64-bit block of data.

3DES

Triple DES (3DES) is a variant of DES,
which iterates three times with three
separate keys (3 x 56 = 168 bits),
effectively doubling the strength of DES.

AES

Advanced Encryption Standard is a
newer method of data encryption that
also uses a secret key. This
implementation of AES applies a 128-bit
key to 128-bit blocks of data. AES is
faster than 3DES.

Select NULL to set up an IPSec SA
without encryption.

Authentication

MD5

MD5 (Message Digest 5) produces a
128-bit digest to authenticate packet
data.

MD5

MD5 (Message Digest 5) produces a
128-bit digest to authenticate packet
data.

SHA1

SHA1 (Secure Hash Algorithm) produces
a 160-bit digest to authenticate packet
data.

SHA1

SHA1 (Secure Hash Algorithm) produces
a 160-bit digest to authenticate packet
data.

Select MD5 for minimal security and SHA1 for maximum security.
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11.1.4.2 Encapsulation

IPSec VPNs use either transport mode or tunnel mode to encapsulate packets. These modes

are illustrated below.

Table 52 VPN: Transport and Tunnel Mode Encapsulation

Original Packet] IP Header TCP Data
Header
Transport Mode Packet IPSec IP Header TCP Data
Header Header
Tunnel Mode Packet] IP Header IPSec IP Header TCP Data
Header Header

Tunnel mode is the most common mode of operation. It is required to provide access to
internal systems, and it is required for gateway-to-gateway and host-to-gateway
communications. Tunnel mode is fundamentally an IPSec SA with authentication and
encryption. It encapsulates the entire IP packet to transmit it securely.

Tunnel mode communications have two sets of IP headers:

¢ Qutside header: The outside IP header contains the destination IP address of the VPN
gateway.

¢ Inside header: The inside IP header contains the destination IP address of the final system
behind the VPN gateway. The security protocol appears after the outer IP header and
before the inside IP header.

Transport mode is used to protect upper layer protocols and only affects the data in the IP
packet. In transport mode, the security protocol (AH or ESP) is located after the original IP
header and options and before any upper-layer protocols in the packet (such as TCP or UDP).

With ESP, protection is applied only to the upper layer protocols contained in the packet. The
IP header information and options are not used in the authentication process. Therefore, the
originating IP address cannot be verified for integrity.

With AH, protection is extended forward into the IP header to verify the integrity of the entire
packet by use of portions of the original IP header in the hashing process.
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11.1.4.3 VPN, NAT, and NAT Traversal

NAT is incompatible with the AH protocol in both transport and tunnel mode. An IPSec SA
using the AH protocol digitally signs the outbound packet, both data payload and headers,
with a hash value appended to the packet, but a NAT device between the IPSec endpoints
rewrites the source or destination address. As a result, the VPN device at the receiving end
finds a mismatch between the hash value and the data and assumes that the data has been
maliciously altered.

NAT is compatible with ESP in tunnel mode because integrity checks are performed over the
combination of the "original header plus original payload," which is unchanged by a NAT
device. NAT is not normally compatible with ESP in transport mode either because the NAT
router changes the header of the IPSec packet. However, the ZyWALL’s NAT Traversal
feature provides a way to handle this.

NAT traversal adds a UDP port 500 header to the IPSec packet. The NAT router forwards the
IPSec packet with the UDP port 500 header unchanged. For example, in the figure below,
when router X tries to establish an IKE SA, router Y checks the UDP port 500 header, and
IPSec routers A and B build the IKE SA.

Figure 88 VPN Example: NAT Traversal

Internet —_ .

For NAT traversal to work, you must do the following things:

» Use ESP security protocol (in either transport or tunnel mode).
* Use IKE keying mode.

* Enable NAT traversal on both IPSec endpoints.

* Set the NAT router to forward UDP port 500 to [PSec router A.

The compatibility of AH and ESP with NAT in tunnel and transport modes is summarized in
the following table.

Table 53 VPN: NAT Compatibility with Active Protocol and Encapsulation

ACTIVE PROTOCOL ENCAPSULATION NAT COMPATIBLE?
AH Transport No
AH Tunnel No
ESP Transport Yes*
ESP Tunnel Yes

* - This is supported in the ZyWALL if you enable NAT traversal.
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11.1.4.4 SA Life Time

One characteristic of SAs is the SA life time. The SA lifetime specifies how long the SA lasts
until it times out. When an SA times out, the ZyWALL automatically renegotiates the SA in
the following situations:

* there is traffic when the SA life time expires
 the [PSec SA is configured on the ZyWALL as nailed up (see below)

Otherwise, the ZyWALL must re-negotiate the SA the next time someone wants to send
traffic.

Note: If the IKE SA times out while an IPSec SA is connected, the IPSec SA stays
connected.

An [PSec SA can also be set to nailed up. Normally, the ZyWALL drops the IPSec SA when
the life time expires or after two minutes of outbound traffic with no inbound traffic. If you set
the IPSec SA to nailed up, the ZyWALL automatically renegotiates the [IPSec SA when the SA
life time expires, and it does not drop the IPSec SA if there is no inbound traffic.

Note: The SA life time and nailed up settings only apply if the rule identifies the
remote IPSec router by a static IP address or a domain name. If the Remote
Gateway Address field is set to 0.0.0.0, the ZyWALL cannot initiate the tunnel
(and cannot renegotiate the SA).

11.1.4.5 IPSec High Availability

IPSec high availability (IPSec HA or VPN HA) allows you to use a redundant (backup) VPN
connection to another WAN interface on the remote IPSec router if the primary (regular) VPN
connection goes down.

When setting up a [PSec high availability VPN tunnel, the remote [PSec router:

* must have multiple WAN connections

» only needs the configure one corresponding [PSec rule

* should not have IPSec high availability settings in its corresponding IPSec rule
* should ideally identify itself by a domain name (or dynamic domain name).

* must not have the My IP Address field set to a specific IP address (use a domain name,
dynamic domain name or 0.0.0.0).

* should use a WAN connectivity check to this ZyWALL’s WAN IP address

If the remote IPSec router is not a ZyWALL, you may also want to avoid setting the IPSec rule
to nailed up.

In the following figure, if primary VPN tunnel A goes down, the ZyWALL uses the redundant
VPN tunnel (B).
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Figure 89 IPSec High Availability

11.2 VPN Rules (IKE)

A VPN (Virtual Private Network) tunnel gives you a secure connection to another computer or
network.

A gateway policy identifies the IPSec routers at either end of a VPN tunnel. This is used in
setting up the IKE (phase 1) security association (SA).

A network policy specifies which devices (behind the IPSec routers) can use the VPN tunnel.
This is used in setting up the IPSec (phase 2) SA.

In the following diagram, X is your ZyWALL, Y is a remote IPSec router, the A arrows denote
the gateway policy and the B arrows denote the network policy. The local network is marked

1, and the remote network is marked 2.

Figure 90 Gateway and Network Policies
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This figure helps explain the main fields in the VPN setup. In this figure, X is your ZyWALL,
Y is a remote [PSec router, A denotes a local network IP address, B denotes a remote gateway
address and C denotes a remote network address. The local network is labeled 1 and the
remote network is labeled 2.
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Figure 91 IPSec Fields Summary
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Click VPN to display the VPN Rules (IKE) screen. Use this screen to manage the ZyWALL’s
list of VPN rules (tunnels) that use IKE SAs.

Figure 92 VPN Rules (IKE)
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The following table describes the labels in this screen.

Table 54 VPN Rules (IKE)

LABEL DESCRIPTION

VPN Rules These VPN rules define the settings for creating VPN tunnels for secure
connection to other computers or networks.

Click this icon to add a VPN gateway policy (or IPSec rule).

Gateway Policies | The first row of each VPN rule represents the gateway policy.

The gateway policy identifies the IPSec routers at either end of a VPN tunnel (My
ZyWALL and Remote Gateway) and specifies the authentication, encryption and
other settings needed to negotiate a phase 1 IKE SA (click the edit icon to display
the other settings).
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Table 54 VPN Rules (IKE) (continued)

LABEL

DESCRIPTION

My
T2 ZyWALL

This represents your ZyWALL.

The WAN IP address, domain name or dynamic domain name of your ZyWALL
displays in router mode.

The ZyWALL'’s IP address displays in bridge mode.

Remote

ﬁgﬁ' Gateway

This represents the remote secure gateway.

The IP address, domain name or dynamic domain name of the remote IPSec
router displays if you specify it, otherwise Dynamic displays.

B

Click this icon to add a VPN network policy.

Network Policies

The subsequent rows in a VPN rule are network policies. A network policy
identifies the devices behind the IPSec routers at either end of a VPN tunnel and
specifies the authentication, encryption and other settings needed to negotiate a
phase 2 IPSec SA.

Local
Network

This is the network behind the ZyWALL. A network policy specifies which devices
(behind the IPSec routers) can use the VPN tunnel.

Remote
Network

This is the remote network behind the remote IPsec router.

Click this icon to display a screen in which you can associate a network policy to a
gateway policy.

Click this icon to display a screen in which you can change the settings of a
gateway or network policy.

@9 | % & 8

Click this icon to delete a gateway or network policy. The ZyWALL automatically
moves the associated network policy(ies) to the recycle bin.

Click this icon to establish a VPN connection to a remote network.

This indicates that a gateway or network policy is not active.

Recycle Bin

The recycle bin holds any network policies without an associated gateway policy.

11.3 VPN Rules (IKE) Gateway Policy Edit

In the VPN Rule (IKE) screen, click the add gateway policy () icon or the edit ( ) icon
to display the VPN-Gateway Policy -Edit screen.

Use this screen to configure a VPN gateway policy. The gateway policy identifies the IPSec
routers at either end of a VPN tunnel (My ZyWALL and Remote Gateway) and specifies the
authentication, encryption and other settings needed to negotiate a phase 1 IKE SA.
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Figure 93 VPN Rules (IKE): Gateway Policy: Edit
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The following table describes the labels in this screen.

Table 55 VPN Rules (IKE): Gateway Policy: Edit

LABEL DESCRIPTION

Property

Name Type up to 32 characters to identify this VPN gateway policy. You may use any
character, including spaces, but the ZyWALL drops trailing spaces.

NAT Traversal Select this check box to enable NAT traversal. NAT traversal allows you to set up

a VPN connection when there are NAT routers between the two IPSec routers.

Note: The remote |IPSec router must also have NAT traversal
enabled. See Section 11.1.4.3 on page 190 for more
information.

You can use NAT traversal with ESP protocol using Transport or Tunnel mode,
but not with AH protocol nor with manual key management. In order for an IPSec
router behind a NAT router to receive an initiating IPSec packet, set the NAT
router to forward UDP port 500 to the IPSec router behind the NAT router.

Gateway Policy
Information

My ZyWALL

When the ZyWALL is in router mode, this field identifies the WAN IP address or
domain name of the ZyWALL. You can select My Address and enter the
ZyWALL's static WAN IP address (if it has one) or leave the field set to 0.0.0.0.

The ZyWALL uses its current WAN IP address (static or dynamic) in setting up the
VPN tunnel if you leave this field as 0.0.0.0. If the WAN connection goes down,
the ZyWALL uses the dial backup IP address for the VPN tunnel when using dial
backup or the LAN IP address when using traffic redirect.

Otherwise, you can select My Domain Name and choose one of the dynamic
domain names that you have configured (in the DDNS screen) to have the
ZyWALL use that dynamic domain name's IP address.

When the ZyWALL is in bridge mode, this field is read-only and displays the
ZyWALL'’s IP address.

The VPN tunnel has to be rebuilt if the My ZyWALL IP address changes after
setup.

Primary Remote
Gateway

Type the WAN I[P address or the domain name (up to 31 characters) of the IPSec
router with which you're making the VPN connection. Set this field to 0.0.0.0 if the
remote IPSec router has a dynamic WAN IP address.

In order to have more than one active rule with the Remote Gateway Address
field set to 0.0.0.0, the ranges of the local IP addresses cannot overlap between
rules.

If you configure an active rule with 0.0.0.0 in the Remote Gateway Address field
and the LAN’s full IP address range as the local IP address, then you cannot
configure any other active rules with the Remote Gateway Address field set to
0.0.0.0.

Enable IPSec High
Availability

Turn on the high availability feature to use a redundant (backup) VPN connection
to another WAN interface on the remote IPSec router if the primary (regular) VPN
connection goes down. The remote IPSec router must have a second WAN
connection in order for you to use this.

To use this, you must identify both the primary and the redundant remote IPSec
routers by WAN |P address or domain name (you cannot set either to 0.0.0.0).

Redundant
Remote Gateway

Type the WAN IP address or the domain name (up to 31 characters) of the backup
IPSec router to use when the ZyWALL cannot not connect to the primary remote
gateway.
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Table 55 VPN Rules (IKE): Gateway Policy: Edit (continued)

LABEL DESCRIPTION

Fail back to Select this to have the ZyWALL fall back to using the primary remote gateway if
Primary Remote the connection becomes available again.

Gateway when
possible

Fail Back Check Set how often the ZyWALL should check the connection to the primary remote
Interval gateway while connected to the redundant remote gateway.

Each gateway policy uses one or more network policies. If the fail back check
interval is shorter than a network policy’s SA life time, the fail back check interval
is used as the check interval and network policy SA life time. If the fail back check
interval is longer than a network policy’s SA life time, the SA lifetime is used as the
check interval and network policy SA life time.

Authentication Key

Pre-Shared Key Select the Pre-Shared Key radio button and type your pre-shared key in this field.
A pre-shared key identifies a communicating party during a phase 1 IKE
negotiation. It is called "pre-shared" because you have to share it with another
party before you can communicate with them over a secure connection.

Type from 8 to 31 case-sensitive ASCII characters or from 16 to 62 hexadecimal
("0-9", "A-F") characters. You must precede a hexadecimal key with a "Ox (zero x),
which is not counted as part of the 16 to 62 character range for the key. For
example, in "0x0123456789ABCDEF", Ox denotes that the key is hexadecimal
and 0123456789ABCDEF is the key itself.

Both ends of the VPN tunnel must use the same pre-shared key. You will receive
a PYLD_MALFORMED (payload malformed) packet if the same pre-shared key is
not used on both ends.

Certificate Select the Certificate radio button to identify the ZyWALL by a certificate.

Use the drop-down list box to select the certificate to use for this VPN tunnel. You
must have certificates already configured in the My Certificates screen. Click My
Certificates to go to the My Certificates screen where you can view the
ZyWALL's list of certificates.

Local ID Type Select IP to identify this ZyWALL by its IP address.

Select DNS to identify this ZyWALL by a domain name.

Select E-mail to identify this ZyWALL by an e-mail address.

You do not configure the local ID type and content when you set Authentication
Key to Certificate. The ZyWALL takes them from the certificate you select.

Content When you select IP in the Local ID Type field, type the IP address of your
computer in the local Content field. The ZyWALL automatically uses the IP
address in the My ZyWALL field (refer to the My ZyWALL field description) if you
configure the local Content field to 0.0.0.0 or leave it blank.

It is recommended that you type an IP address other than 0.0.0.0 in the local
Content field or use the DNS or E-mail ID type in the following situations.

* When there is a NAT router between the two IPSec routers.

* When you want the remote IPSec router to be able to distinguish between
VPN connection requests that come in from IPSec routers with dynamic WAN
IP addresses.

When you select DNS or E-mail in the Local ID Type field, type a domain name
or e-mail address by which to identify this ZyWALL in the local Content field. Use
up to 31 ASCII characters including spaces, although trailing spaces are
truncated. The domain name or e-mail address is for identification purposes only
and can be any string.
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Table 55 VPN Rules (IKE): Gateway Policy: Edit (continued)

LABEL DESCRIPTION

Peer ID Type Select from the following when you set Authentication Key to Pre-shared Key.
» Select IP to identify the remote IPSec router by its IP address.

» Select DNS to identify the remote IPSec router by a domain name.

» Select E-mail to identify the remote IPSec router by an e-mail address.
Select from the following when you set Authentication Key to Certificate.

» Select IP to identify the remote IPSec router by the IP address in the subject
alternative name field of the certificate it uses for this VPN connection.

» Select DNS to identify the remote IPSec router by the domain name in the
subject alternative name field of the certificate it uses for this VPN connection.

» Select E-mail to identify the remote IPSec router by the e-mail address in the
subject alternative name field of the certificate it uses for this VPN connection.

+ Select Subject Name to identify the remote IPSec router by the subject name
of the certificate it uses for this VPN connection.

» Select Any to have the ZyWALL not check the remote IPSec router's ID.

Content The configuration of the peer content depends on the peer ID type.
Do the following when you set Authentication Key to Pre-shared Key.

* ForIP, type the IP address of the computer with which you will make the VPN
connection. If you configure this field to 0.0.0.0 or leave it blank, the ZyWALL
will use the address in the Remote Gateway Address field (refer to the
Remote Gateway Address field description).

* For DNS or E-mail, type a domain name or e-mail address by which to identify
the remote IPSec router. Use up to 31 ASCII characters including spaces,
although trailing spaces are truncated. The domain name or e-mail address is
for identification purposes only and can be any string.

It is recommended that you type an IP address other than 0.0.0.0 or use the DNS
or E-mail ID type in the following situations:

* When there is a NAT router between the two IPSec routers.

*  When you want the ZyWALL to distinguish between VPN connection requests
that come in from remote IPSec routers with dynamic WAN IP addresses.

Do the following when you set Authentication Key to Certificate.

* ForIP, type the IP address from the subject alternative name field of the
certificate the remote IPSec router will use for this VPN connection. If you
configure this field to 0.0.0.0 or leave it blank, the ZyWALL will use the
address in the Remote Gateway Address field (refer to the Remote
Gateway Address field description).

* For DNS or E-mail, type the domain name or e-mail address from the subject
alternative name field of the certificate the remote IPSec router will use for this
VPN connection.

» For Subject Name, type the subject name of the certificate the remote IPSec
router will use for this VPN connection. Use up t0255 ASCII characters
including spaces.

* For Any, the peer Content field is not available.

* Regardless of how you configure the ID Type and Content fields, two active
IPSec SAs cannot have both the local and remote IP address ranges overlap
between rules.

Extended
Authentication

Enable Extended Select this check box to activate extended authentication.
Authentication
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Table 55 VPN Rules (IKE): Gateway Policy: Edit (continued)

LABEL

DESCRIPTION

Server Mode

Select Server Mode to have this ZyWALL authenticate extended authentication
clients that request this VPN connection.

You must also configure the extended authentication clients’ user names and
passwords in the authentication server’s local user database or a RADIUS server
(see Chapter 13 on page 243).

Click Local User to go to the Local User Database screen where you can view
and/or edit the list of user names and passwords. Click RADIUS to go to the
RADIUS screen where you can configure the ZyWALL to check an external
RADIUS server.

During authentication, if the ZyWALL (in server mode) does not find the extended
authentication clients’ user name in its internal user database and an external
RADIUS server has been enabled, it attempts to authenticate the client through
the RADIUS server.

Client Mode

Select Client Mode to have your ZyWALL use a user name and password when
initiating this VPN connection to the extended authentication server ZyWALL.
Only a VPN extended authentication client can initiate this VPN connection.

User Name

Enter a user name for your ZyWALL to be authenticated by the VPN peer (in
server mode). The user name can be up to 31 case-sensitive ASCII characters,
but spaces are not allowed. You must enter a user name and password when you
select client mode.

Password

Enter the corresponding password for the above user name. The password can
be up to 31 case-sensitive ASCII characters, but spaces are not allowed.

IKE Proposal

Negotiation Mode

Select Main or Aggressive from the drop-down list box. Multiple SAs connecting
through a secure gateway must have the same negotiation mode.

Encryption
Algorithm

Select DES, 3DES or AES from the drop-down list box.

When you use one of these encryption algorithms for data communications, both
the sending device and the receiving device must use the same secret key, which
can be used to encrypt and decrypt the message or to generate and verify a
message authentication code. The DES encryption algorithm uses a 56-bit key.
Triple DES (3DES) is a variation on DES that uses a 168-bit key. As a result,
3DES is more secure than DES. It also requires more processing power, resulting
in increased latency and decreased throughput. This implementation of AES uses
a 128-bit key. AES is faster than 3DES.

Authentication
Algorithm

Select SHA1 or MD5 from the drop-down list box. MD5 (Message Digest 5) and
SHA1 (Secure Hash Algorithm) are hash algorithms used to authenticate packet
data. The SHA1 algorithm is generally considered stronger than MD5, but is
slower. Select MD5 for minimal security and SHA-1 for maximum security.

SA Life Time
(Seconds)

Define the length of time before an IKE SA automatically renegotiates in this field.
It may range from 180 to 3,000,000 seconds (almost 35 days).

A short SA Life Time increases security by forcing the two VPN gateways to
update the encryption and authentication keys. However, every time the VPN
tunnel renegotiates, all users accessing remote resources are temporarily
disconnected.

Key Group

You must choose a key group for phase 1 IKE setup. DH1 (default) refers to Diffie-
Hellman Group 1 a 768 bit random number. DH2 refers to Diffie-Hellman Group 2
a 1024 bit (1Kb) random number.
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Table 55 VPN Rules (IKE): Gateway Policy: Edit (continued)

LABEL

DESCRIPTION

Enable Multiple
Proposals

Select this check box to allow the ZyWALL to use any of its phase 1 or phase 2
encryption and authentication algorithms when negotiating an IPSec SA.

When you enable multiple proposals, the ZyWALL allows the remote IPSec router
to select which encryption and authentication algorithms to use for the VPN
tunnel, even if they are less secure than the ones you configure for the VPN rule.

Clear this check box to have the ZyWALL use only the phase 1 or phase 2
encryption and authentication algorithms configured below when negotiating an
IPSec SA.

Associated
Network Policies

The following table shows the policy(ies) you configure for this rule.

To add a VPN policy, click the add network policy ({%E,’ )icon in the VPN Rules
(IKE) screen (see Figure 92 on page 193). Refer to Section 11.4 on page 200 for
more information.

#

This field displays the policy index number.

Name

This field displays the policy name.

Local Network

This field displays one or a range of IP address(es) of the computer(s) behind the
ZyWALL.

Remote Network

This field displays one or a range of IP address(es) of the remote network behind
the remote |IPsec router.

Apply

Click Apply to save your changes back to the ZyWALL.

Cancel

Click Cancel to exit this screen without saving.

11.4 VPN Rules (IKE): Network Policy Edit

Click VPN and the add network policy (¥ ) icon in the VPN Rules (IKE) screen to display
the VPN-Network Policy -Edit screen. Use this screen to configure a network policy. A
network policy identifies the devices behind the IPSec routers at either end of a VPN tunnel
and specifies the authentication, encryption and other settings needed to negotiate a phase 2

IPSec SA.
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Figure 94 VPN Rules (IKE): Network Policy Edit
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The following table describes the labels in this screen.

Table 56 VPN Rules (IKE): Network Policy Edit

LABEL

DESCRIPTION

Active

If the Active check box is selected, packets for the tunnel trigger the ZyWALL to
build the tunnel.

Clear the Active check box to turn the network policy off. The ZyWALL does not
apply the policy. Packets for the tunnel do not trigger the tunnel.

If you clear the Active check box while the tunnel is up (and click Apply), you
turn off the network policy and the tunnel goes down.

Name

Type a name to identify this VPN network policy. You may use any character,
including spaces, but the ZyWALL drops trailing spaces.

Protocol

Enter 1 for ICMP, 6 for TCP, 17 for UDP, etc. 0 is the default and signifies any
protocol.

Nailed-Up

Select this check box to turn on the nailed up feature for this SA.

Turn on nailed up to have the ZyWALL automatically reinitiate the SA after the
SA lifetime times out, even if there is no traffic. The ZyWALL also reinitiates the
SA when it restarts.

The ZyWALL also rebuilds the tunnel if it was disconnected due to the output or
input idle timer.

Allow NetBIOS
Traffic Through
IPSec Tunnel

This field is not available when the ZyWALL is in bridge mode.

NetBIOS (Network Basic Input/Output System) are TCP or UDP packets that
enable a computer to connect to and communicate with a LAN. It may
sometimes be necessary to allow NetBIOS packets to pass through VPN
tunnels in order to allow local computers to find computers on the remote
network and vice versa.

Select this check box to send NetBIOS packets through the VPN connection.

Check IPSec Tunnel
Connectivity

Select the check box and configure an IP address in the Ping this Address field
to have the ZyWALL periodically test the VPN tunnel to the remote IPSec router.
The ZyWALL pings the IP address every minute. The ZyWALL starts the IPSec
connection idle timeout timer when it sends the ping packet. If there is no traffic

from the remote IPSec router by the time the timeout period expires, the
ZyWALL disconnects the VPN tunnel.

Log

Select this check box to set the ZyWALL to create logs when it cannot ping the
remote device.

Ping this Address

If you select Check IPSec Tunnel Connectivity, enter the IP address of a
computer at the remote IPSec network. The computer's IP address must be in
this IP policy's remote range (see the Remote Network fields).

Gateway Policy
Information

Gateway Policy

Select the gateway policy with which you want to use the VPN policy.

Local Network

Local IP addresses must be static and correspond to the remote IPSec router's
configured remote IP addresses.

Two active SAs cannot have the local and remote |IP address(es) both the same.
Two active SAs can have the same local or remote IP address, but not both. You
can configure multiple SAs between the same local and remote IP addresses,
as long as only one is active at any time.

Address Type

Use the drop-down list box to choose Single Address, Range Address, or
Subnet Address. Select Single Address for a single IP address. Select Range
Address for a specific range of IP addresses. Select Subnet Address to
specify IP addresses on a network by their subnet mask.
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Table 56 VPN Rules (IKE): Network Policy Edit (continued)

LABEL

DESCRIPTION

Starting IP Address

When the Address Type field is configured to Single Address, enter a (static)
IP address on the LAN behind your ZyWALL. When the Address Type field is
configured to Range Address, enter the beginning (static) IP address, in a
range of computers on the LAN behind your ZyWALL. When the Address Type
field is configured to Subnet Address, this is a (static) IP address on the LAN
behind your ZyWALL.

Ending IP Address/

When the Address Type field is configured to Single Address, this field is N/A.

Subnet Mask When the Address Type field is configured to Range Address, enter the end
(static) IP address, in a range of computers on the LAN behind your ZyWALL.
When the Address Type field is configured to Subnet Address, this is a subnet
mask on the LAN behind your ZyWALL.

Local Port 0 is the default and signifies any port. Type a port number from 0 to 65535 in the

Start and End fields. Some of the most common IP ports are: 21, FTP; 53, DNS;
23, Telnet; 80, HTTP; 25, SMTP; 110, POP3.

Remote Network

Remote IP addresses must be static and correspond to the remote IPSec
router's configured local IP addresses.

Two active SAs cannot have the local and remote |IP address(es) both the same.
Two active SAs can have the same local or remote IP address, but not both. You
can configure multiple SAs between the same local and remote IP addresses,
as long as only one is active at any time.

Address Type

Use the drop-down list box to choose Single Address, Range Address, or
Subnet Address. Select Single Address with a single IP address. Select
Range Address for a specific range of IP addresses. Select Subnet Address
to specify IP addresses on a network by their subnet mask.

Starting IP Address

When the Address Type field is configured to Single Address, enter a (static)
IP address on the network behind the remote IPSec router. When the Addr Type
field is configured to Range Address, enter the beginning (static) IP address, in
a range of computers on the network behind the remote IPSec router. When the
Address Type field is configured to Subnet Address, enter a (static) IP
address on the network behind the remote IPSec router.

Ending IP Address/

When the Address Type field is configured to Single Address, this field is N/A.

Subnet Mask When the Address Type field is configured to Range Address, enter the end
(static) IP address, in a range of computers on the network behind the remote
IPSec router. When the Address Type field is configured to Subnet Address,
enter a subnet mask on the network behind the remote IPSec router.

Remote Port 0 is the default and signifies any port. Type a port number from 0 to 65535 in the

Start and End fields. Some of the most common IP ports are: 21, FTP; 53, DNS;
23, Telnet; 80, HTTP; 25, SMTP; 110, POP3.

IPSec Proposal

Encapsulation Mode

Select Tunnel mode or Transport mode.

Active Protocol

Select the security protocols used for an SA.

Both AH and ESP increase processing requirements and communications
latency (delay).

Encryption Algorithm

When DES is used for data communications, both sender and receiver must
know the same secret key, which can be used to encrypt and decrypt the
message or to generate and verify a message authentication code. The DES
encryption algorithm uses a 56-bit key. Triple DES (3DES) is a variation on DES
that uses a 168-bit key. As a result, 3DES is more secure than DES. It also
requires more processing power, resulting in increased latency and decreased
throughput. This implementation of AES uses a 128-bit key. AES is faster than
3DES. Select NULL to set up a tunnel without encryption. When you select
NULL, you do not enter an encryption key.
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Table 56 VPN Rules (IKE): Network Policy Edit (continued)

LABEL DESCRIPTION

Authentication MD5 (Message Digest 5) and SHA1 (Secure Hash Algorithm) are hash

Algorithm algorithms used to authenticate packet data. The SHA1 algorithm is generally
considered stronger than MD5, but is slower. Select MD5 for minimal security
and SHA-1 for maximum security.

SA Life Time Define the length of time before an IPSec SA automatically renegotiates in this

(Seconds) field. The minimum value is 180 seconds.

A short SA Life Time increases security by forcing the two VPN gateways to
update the encryption and authentication keys. However, every time the VPN
tunnel renegotiates, all users accessing remote resources are temporarily
disconnected.

Perfect Forward
Secret (PFS)

Perfect Forward Secret (PFS) is disabled (NONE) by default in phase 2 IPSec
SA setup. This allows faster IPSec setup, but is not so secure.

Select DH1 or DH2 to enable PFS. DH1 refers to Diffie-Hellman Group 1 a 768
bit random number. DH2 refers to Diffie-Hellman Group 2 a 1024 bit (1Kb)
random number (more secure, yet slower).

Enable Replay
Detection

As a VPN setup is processing intensive, the system is vulnerable to Denial of
Service (DOS) attacks. The IPSec receiver can detect and reject old or duplicate
packets to protect against replay attacks. Enable replay detection by selecting
this check box.

Enable Multiple
Proposals

Select this check box to allow the ZyWALL to use any of its phase 1 or phase 2
encryption and authentication algorithms when negotiating an IPSec SA.

When you enable multiple proposals, the ZyWALL allows the remote IPSec
router to select which encryption and authentication algorithms to use for the
VPN tunnel, even if they are less secure than the ones you configure for the
VPN rule.

Clear this check box to have the ZyWALL use only the phase 1 or phase 2
encryption and authentication algorithms configured below when negotiating an
IPSec SA.

Apply

Click Apply to save the changes.

Cancel

Click Cancel to discard all changes and return to the main VPN screen.

11.5 VPN Rules (IKE): Network Policy Move

Click the move ( 44 ) icon in the VPN Rules (IKE) screen to display the VPN Rules (IKE):
Network Policy Move screen. Use this screen to associate a network policy to a gateway rule.
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Figure 95 VPN Rules (IKE): Network Policy Move
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The following table describes the labels in this screen.

Table 57 VPN Rules (IKE): Network Policy Move

LABEL DESCRIPTION

Network Policy The following fields display the general network settings of this VPN policy.
Information

Name This field displays the policy name.

Local Network

This field displays one or a range of IP address(es) of the computer(s) behind the
ZyWALL.

Remote Network

This field displays one or a range of IP address(es) of the remote network behind
the remote IPsec router.

Gateway Policy
Information

Gateway Policy

Select the name of a VPN rule (or gateway policy) to which you want to associate
this VPN network policy.

If you do not want to associate a network policy to any gateway policy, select
Recycle Bin from the drop-down list box. The Recycle Bin gateway policy is a
virtual placeholder for any network policy(ies) without an associated gateway
policy. When there is a network policy in Recycle Bin, the Recycle Bin gateway
policy automatically displays in the VPN Rules (IKE) screen.

Apply

Click Apply to save the changes.

Cancel

Click Cancel to discard all changes and return to the main VPN screen.

11.6 VPN Rules (Manual)

Refer to Figure 91 on page 193 for a graphical representation of the fields in the web
configurator.

Click VPN > VPN Rules (Manual) to open the VPN Rules (Manual) screen.
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Use this screen to manage the ZyWALL’s list of VPN rules (tunnels) that use manual keys.
You may want to configure a VPN rule that uses manual key management if you are having
problems with IKE key management.

Figure 96 VPN Rules (Manual)
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Add

The following table describes the labels in this screen.

Table 58 VPN Rules (Manual)

LABEL DESCRIPTION

# This is the VPN policy index number.

Name This field displays the identification name for this VPN policy.

Active This field displays whether the VPN policy is active or not. A Yes signifies that this
VPN policy is active. No signifies that this VPN policy is not active.

Local Network This is the IP address(es) of computer(s) on your local network behind your
ZyWALL.

The same (static) IP address is displayed twice when the Local Network Address
Type field in the VPN - Manual Key - Edit screen is configured to Single Address.

The beginning and ending (static) IP addresses, in a range of computers are
displayed when the Local Network Address Type field in the VPN - Manual Key -
Edit screen is configured to Range Address.

A (static) IP address and a subnet mask are displayed when the Local Network
Address Type field in the VPN - Manual Key - Edit screen is configured to Subnet
Address.

Remote Network | This is the IP address(es) of computer(s) on the remote network behind the remote
IPSec router.

This field displays N/A when the Remote Gateway Address field displays 0.0.0.0.
In this case only the remote IPSec router can initiate the VPN.

The same (static) IP address is displayed twice when the Remote Network
Address Type field in the VPN - Manual Key - Edit screen is configured to Single
Address.

The beginning and ending (static) IP addresses, in a range of computers are
displayed when the Remote Network Address Type field in the VPN - Manual Key
- Edit screen is configured to Range Address.

A (static) IP address and a subnet mask are displayed when the Remote Network
Address Type field in the VPN - Manual Key - Edit screen is configured to Subnet
Address.

Encap. This field displays Tunnel or Transport mode (Tunnel is the default selection).
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Table 58 VPN Rules (Manual) (continued)

LABEL

DESCRIPTION

IPSec Algorithm

This field displays the security protocols used for an SA.

Both AH and ESP increase ZyWALL processing requirements and communications
latency (delay).

Remote Gateway
Address

This is the static WAN IP address or domain name of the remote IPSec router.

Modify

Click the edit icon to edit the VPN policy.

Click the delete icon to remove the VPN policy. A window displays asking you to
confirm that you want to delete the VPN rule. When a VPN policy is deleted,
subsequent policies move up in the page list.

Click the dial icon to dial up the connection manually. If a VPN tunnel has been built

and dialed up, every time you click this icon, a warning message appears in the
status bar on the bottom of the screen.

Add

Click Add to add a new VPN policy.

11.7 VPN Rules (Manual): Edit

Click the edit icon on the VPN Rules (Manual) screen to open the following screen. Use this
screen to configure VPN rules that use manual keys. Manual key management is useful if you
have problems with IKE key management.
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Figure 97 VPN Rules (Manual): Edit
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The following table describes the labels in this screen.

Table 59 VPN Rules (Manual) Edit

LABEL DESCRIPTION

Property

Active Select this check box to activate this VPN policy.

Name Type up to 32 characters to identify this VPN policy. You may use any character,
including spaces, but the ZyWALL drops trailing spaces.

Allow NetBIOS This field is not available when the ZyWALL is in bridge mode.

Traffic Through NetBIOS (Network Basic Input/Output System) are TCP or UDP packets that

IPSec Tunnel enable a computer to find other computers. It may sometimes be necessary to
allow NetBIOS packets to pass through VPN tunnels in order to allow local
computers to find computers on the remote network and vice versa.
Select this check box to send NetBIOS packets through the VPN connection.
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Table 59 VPN Rules (Manual) Edit (continued)

LABEL

DESCRIPTION

Local Network

Local IP addresses must be static and correspond to the remote IPSec router's
configured remote IP addresses.

Two active SAs cannot have the local and remote IP address(es) both the same.
Two active SAs can have the same local or remote IP address, but not both. You
can configure multiple SAs between the same local and remote IP addresses, as
long as only one is active at any time.

Address Type Use the drop-down list box to choose Single Address, Range Address, or
Subnet Address. Select Single Address for a single IP address. Select Range
Address for a specific range of IP addresses. Select Subnet Address to specify
IP addresses on a network by their subnet mask.

Starting IP When the Address Type field is configured to Single Address, enter a (static) IP

Address address on the LAN behind your ZyWALL. When the Address Type field is
configured to Range Address, enter the beginning (static) IP address, in a range
of computers on the LAN behind your ZyWALL. When the Address Type field is
configured to Subnet Address, this is a (static) IP address on the LAN behind your
ZyWALL.

Ending IP When the Address Type field is configured to Single Address, this field is N/A.

Address/Subnet | When the Address Type field is configured to Range Address, enter the end

Mask (static) IP address, in a range of computers on the LAN behind your ZyWALL.

When the Address Type field is configured to Subnet Address, this is a subnet
mask on the LAN behind your ZyWALL.

Remote Network

Remote IP addresses must be static and correspond to the remote IPSec router's
configured local IP addresses.

Two active SAs cannot have the local and remote IP address(es) both the same.
Two active SAs can have the same local or remote IP address, but not both. You
can configure multiple SAs between the same local and remote IP addresses, as
long as only one is active at any time.

Address Type Use the drop-down list box to choose Single Address, Range Address, or
Subnet Address. Select Single Address with a single IP address. Select Range
Address for a specific range of IP addresses. Select Subnet Address to specify
IP addresses on a network by their subnet mask.

Starting IP When the Address Type field is configured to Single Address, enter a (static) IP

Address address on the network behind the remote IPSec router. When the Addr Type field
is configured to Range Address, enter the beginning (static) IP address, in a
range of computers on the network behind the remote IPSec router. When the
Address Type field is configured to Subnet Address, enter a (static) IP address
on the network behind the remote IPSec router.

Ending IP When the Address Type field is configured to Single Address, this field is N/A.

Address/Subnet | When the Address Type field is configured to Range Address, enter the end

Mask (static) IP address, in a range of computers on the network behind the remote

IPSec router. When the Address Type field is configured to Subnet Address,
enter a subnet mask on the network behind the remote IPSec router.

Gateway Policy
Information

My ZyWALL

When the ZyWALL is in router mode, enter the WAN [P address or the domain
name of your ZyWALL or leave the field set to 0.0.0.0.

The ZyWALL uses its current WAN IP address (static or dynamic) in setting up the
VPN tunnel if you leave this field as 0.0.0.0. If the WAN connection goes down, the
ZyWALL uses the dial backup IP address for the VPN tunnel when using dial
backup or the LAN IP address when using traffic redirect.

The VPN tunnel has to be rebuilt if this IP address changes.

When the ZyWALL is in bridge mode, this field is read-only and displays the
ZyWALL'’s IP address.
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Table 59 VPN Rules (Manual) Edit (continued)

LABEL DESCRIPTION

Remote Gateway | Type the WAN IP address or the domain name (up to 31 characters) of the IPSec
Addr router with which you're making the VPN connection.

Manual Proposal

SPI Type a unique SPI (Security Parameter Index) from one to four characters long.
Valid Characters are "0, 1, 2, 3,4, 5,6, 7, 8, and 9".

Encapsulation Select Tunnel mode or Transport mode from the drop-down list box.

Mode

Active Protocol Select ESP if you want to use ESP (Encapsulation Security Payload). The ESP
protocol (RFC 2406) provides encryption as well as some of the services offered
by AH. If you select ESP here, you must select options from the Encryption
Algorithm and Authentication Algorithm fields (described next).

Select AH if you want to use AH (Authentication Header Protocol). The AH protocol
(RFC 2402) was designed for integrity, authentication, sequence integrity (replay
resistance), and non-repudiation but not for confidentiality, for which the ESP was
designed. If you select AH here, you must select options from the Authentication
Algorithm field (described next).

Encryption Select DES, 3DES or NULL from the drop-down list box.

Algorithm When DES is used for data communications, both sender and receiver must know
the Encryption Key, which can be used to encrypt and decrypt the message or to
generate and verify a message authentication code. The DES encryption algorithm
uses a 56-bit key. Triple DES (3DES) is a variation on DES that uses a 168-bit key.
As a result, 3DES is more secure than DES. It also requires more processing
power, resulting in increased latency and decreased throughput. Select NULL to
set up a tunnel without encryption. When you select NULL, you do not enter an
encryption key.

Authentication Select SHA1 or MD5 from the drop-down list box. MD5 (Message Digest 5) and
Algorithm SHA1 (Secure Hash Algorithm) are hash algorithms used to authenticate packet
data. The SHA1 algorithm is generally considered stronger than MD5, but is
slower. Select MD5 for minimal security and SHA-1 for maximum security.

Encryption Key This field is applicable when you select ESP in the Active Protocol field above.

With DES, type a unique key 8 characters long. With 3DES, type a unique key 24
characters long. Any characters may be used, including spaces, but trailing spaces
are truncated.

Authentication Type a unique authentication key to be used by IPSec if applicable. Enter 16

Key characters for MD5 authentication or 20 characters for SHA-1 authentication. Any
characters may be used, including spaces, but trailing spaces are truncated.

Apply Click Apply to save your changes back to the ZyWALL.

Cancel Click Cancel to exit this screen without saving.

11.8 VPN SA Monitor

In the web configurator, click VPN > SA Monitor. Use this screen to display and manage
active VPN connections.

A Security Association (SA) is the group of security settings related to a specific VPN tunnel.
This screen displays active VPN connections. Use Refresh to display active VPN connections.
This screen is read-only.
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Figure 98 VPN: SA Monitor
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The following table describes the labels in this screen.

Table 60 VPN: SA Monitor

LABEL DESCRIPTION

# This is the security association index number.

Name This field displays the identification name for this VPN policy.

Local Network This field displays the IP address of the computer using the VPN IPSec feature of
your ZyWALL.

Remote Network This field displays IP address (in a range) of computers on the remote network
behind the remote IPSec router.

Encapsulation This field displays Tunnel or Transport mode.

IPSec Algorithm This field displays the security protocols used for an SA.

Both AH and ESP increase ZyWALL processing requirements and
communications latency (delay).

Refresh Click Refresh to display the current active VPN connection(s).

Disconnect Select a security association index number that you want to disconnect and then
click Disconnect.

11.9 VPN Global Setting

Click VPN > Global Setting to open the VPN Global Setting screen. Use this screen to
change settings that apply to all of your VPN tunnels.
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Figure 99 VPN: Global Setting
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Table 61 VPN: Global

cribes the labels in this screen.

Setting

LABEL

DESCRIPTION

Output Idle Timer

When ftraffic is sent to a remote IPSec router from which no reply is received
after the specified time period, the ZyWALL checks the VPN connectivity. If
the remote IPSec router does not reply, the ZyWALL automatically
disconnects the VPN tunnel.

Enter the time period (between 120 and 3600 seconds) to wait before the
ZyWALL checks all of the VPN connections to remote IPSec routers.

Enter 0 to disable this feature.

Input Idle Timer

When no traffic is received from a remote IPSec router after the specified
time period, the ZyWALL checks the VPN connectivity. If the remote IPSec
router does not reply, the ZyWALL automatically disconnects the VPN tunnel.

Enter the time period (between 30 and 3600 seconds) to wait before the
ZyWALL checks all of the VPN connections to remote IPSec routers.

Enter 0 to disable this feature.

Gateway Domain Name
Update Timer

This field is applicable when you enter a domain name to identify the ZyWALL
and/or the remote secure gateway.

Enter the time period (between 2 and 60 minutes) to wait before the ZyWALL
updates the domain name and IP address mapping through a DNS server.
The ZyWALL rebuilds the VPN tunnel if it finds that the domain name is now
using a different IP address (any users of the VPN tunnel will be temporarily
disconnected).

Enter 0 to disable this feature.

Adjust TCP Maximum
Segment Size

The TCP packets are larger after the ZyWALL encrypts them for VPN. The
ZyWALL fragments packets that are larger than a connection’s MTU
(Maximum Transmit Unit).

In most cases you should leave this set to Auto. The ZyWALL automatically
sets the Maximum Segment Size (MSS) of the TCP packets that are to be
encrypted by VPN based on the encapsulation type.

Select Off to not adjust the MSS for the encrypted TCP packets.
If your network environment causes fragmentation issues that are affecting
your throughput performance, you can manually set a smaller MSS for the

TCP packets that are to be encrypted by VPN. Select User-Defined and
specify a size from 0~1460 bytes. 0 has the ZyWALL use the auto setting.
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Table 61 VPN: Global Setting (continued)

LABEL DESCRIPTION

VPN rules skip applying | When you configure a VPN rule, the ZyWALL checks to make sure that the IP
to the overlap range of |addresses in the local and remote networks do not overlap. Select this check
local and remote IP box to disable the check if you need to configure a VPN policy with
addresses overlapping local and remote IP addresses.

Note: If a VPN policy’s local and remote IP addresses overlap,
you may not be able to access the device on your LAN
because the ZyWALL automatically triggers a VPN
tunnel to the remote device with the same IP address.

Apply Click Apply to save your changes back to the ZyWALL.

Reset Click Reset to begin configuring this screen afresh.

11.10 Telecommuter VPN/IPSec Examples

The following examples show how multiple telecommuters can make VPN connections to a
single ZyWALL at headquarters. The telecommuters use IPSec routers with dynamic WAN IP
addresses. The ZyWALL at headquarters has a static public IP address.

11.10.1 Telecommuters Sharing One VPN Rule Example

See the following figure and table for an example configuration that allows multiple
telecommuters (A, B and C in the figure) to use one VPN rule to simultaneously access a
ZyWALL at headquarters (HQ in the figure). The telecommuters do not have domain names
mapped to the WAN IP addresses of their IPSec routers. The telecommuters must all use the
same [PSec parameters but the local IP addresses (or ranges of addresses) should not overlap.

Figure 100 Telecommuters Sharing One VPN Rule Example
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Table 62 Telecommuters Sharing One VPN Rule Example

FIELDS TELECOMMUTERS HEADQUARTERS

My ZyWALL: 0.0.0.0 (dynamic IP address Public static IP address
assigned by the ISP)

Remote Gateway Public static IP address 0.0.0.0 With this IP address only

Address: the telecommuter can initiate the

IPSec tunnel.

Local Network - Single | Telecommuter A: 192.168.2.12 192.168.1.10

IP Address: Telecommuter B: 192.168.3.2
Telecommuter C: 192.168.4.15

Remote Network - 192.168.1.10 Not Applicable

Single IP Address:

11.10.2 Telecommuters Using Unique VPN Rules Example

In this example the telecommuters (A, B and C in the figure) use [PSec routers with domain
names that are mapped to their dynamic WAN IP addresses (use Dynamic DNS to do this).

With aggressive negotiation mode (see Section 11.1.1 on page 180), the ZyWALL can use the
ID types and contents to distinguish between VPN rules. Telecommuters can each use a
separate VPN rule to simultaneously access a ZyWALL at headquarters. They can use
different IPSec parameters. The local IP addresses (or ranges of addresses) of the rules
configured on the ZyWALL at headquarters can overlap. The local IP addresses of the rules
configured on the telecommuters’ [PSec routers should not overlap.

See the following table and figure for an example where three telecommuters each use a
different VPN rule for a VPN connection with a ZyWALL located at headquarters. The
ZyWALL at headquarters (HQ in the figure) identifies each incoming SA by its ID type and
content and uses the appropriate VPN rule to establish the VPN connection.

The ZyWALL at headquarters can also initiate VPN connections to the telecommuters since it
can find the telecommuters by resolving their domain names.

Figure 101 Telecommuters Using Unique VPN Rules Example

192.168.3.2 192.168.1.10

| —

—
192.168.4.15

214

Chapter 11 IPSec VPN



ZyWALL 2 Plus User’s Guide

Table 63 Telecommuters Using Unique VPN Rules Example

TELECOMMUTERS HEADQUARTERS
All Telecommuter Rules: All Headquarters Rules:
My ZyWALL 0.0.0.0 My ZyWALL: bigcompanyhg.com

Remote Gateway Address: bigcompanyhqg.com Local Network - Single IP Address: 192.168.1.10
Remote Network - Single IP Address: 192.168.1.10 | Local ID Type: E-mail
Peer ID Type: E-mail Local ID Content: bob@bigcompanyhqg.com

Peer ID Content: bob@bigcompanyhq.com

Telecommuter A (telecommutera.dydns.org) Headquarters ZyWALL Rule 1:
Local ID Type: IP Peer ID Type: IP

Local ID Content: 192.168.2.12 Peer ID Content: 192.168.2.12
Local IP Address: 192.168.2.12 Remote Gateway Address:

telecommutera.dydns.org
Remote Address 192.168.2.12

Telecommuter B (telecommuterb.dydns.org) Headquarters ZyWALL Rule 2:

Local ID Type: DNS Peer ID Type: DNS
Local ID Content: telecommuterb.com Peer ID Content: telecommuterb.com
Local IP Address: 192.168.3.2 Remote Gateway Address:

telecommuterb.dydns.org
Remote Address 192.168.3.2

Telecommuter C (telecommuterc.dydns.org) Headquarters ZyWALL Rule 3:

Local ID Type: E-mail Peer ID Type: E-mail

Local ID Content: myVPN@myplace.com Peer ID Content: myVPN@myplace.com
Local IP Address: 192.168.4.15 Remote Gateway Address:

telecommuterc.dydns.org
Remote Address 192.168.4.15

11.11 VPN and Remote Management

You can allow someone to use a service (like Telnet or HTTP for example) through a VPN
tunnel to manage the ZyWALL. One of the ZyWALL’s ports must be part of the VPN rule’s
local network. This can be the ZyWALL’s LAN port if you do not want to allow remote
management on the WAN port. You also have to configure remote management (REMOTE
MGMT) to allow management access for the service through the specific port.
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In the following example, the VPN rule’s local network (A) includes the ZyWALL’s LAN IP
address of 192.168.1.7. Someone in the remote network (B) can use a service (like HTTP for
example) through the VPN tunnel to access the ZyWALL’s LAN interface. Remote
management must also be configured to allow HTTP access on the ZyWALL’s LAN interface.

Figure 102 VPN for Remote Management Example
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CHAPTER 12
Certificates

This chapter gives background information about public-key certificates and explains how to
use them.

12.1 Certificates Overview

The ZyWALL can use certificates (also called digital IDs) to authenticate users. Certificates
are based on public-private key pairs. A certificate contains the certificate owner’s identity and
public key. Certificates provide a way to exchange public keys for use in authentication.

A Certification Authority (CA) issues certificates and guarantees the identity of each
certificate owner. There are commercial certification authorities like CyberTrust or VeriSign
and government certification authorities. You can use the ZyWALL to generate certification
requests that contain identifying information and public keys and then send the certification
requests to a certification authority.

In public-key encryption and decryption, each host has two keys. One key is public and can be
made openly available; the other key is private and must be kept secure. Public-key encryption
in general works as follows.

1 Tim wants to send a private message to Jenny. Tim generates a public key pair. What is
encrypted with one key can only be decrypted using the other.

2 Tim keeps the private key and makes the public key openly available.
3 Tim uses his private key to encrypt the message and sends it to Jenny.
4 Jenny receives the message and uses Tim’s public key to decrypt it.

5 Additionally, Jenny uses her own private key to encrypt a message and Tim uses Jenny’s
public key to decrypt the message.

The ZyWALL uses certificates based on public-key cryptology to authenticate users
attempting to establish a connection, not to encrypt the data that you send after establishing a
connection. The method used to secure the data that you send through an established
connection depends on the type of connection. For example, a VPN tunnel might use the triple
DES encryption algorithm.

The certification authority uses its private key to sign certificates. Anyone can then use the
certification authority’s public key to verify the certificates.

A certification path is the hierarchy of certification authority certificates that validate a
certificate. The ZyWALL does not trust a certificate if any certificate on its path has expired or
been revoked.
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Certification authorities maintain directory servers with databases of valid and revoked
certificates. A directory of certificates that have been revoked before the scheduled expiration
is called a CRL (Certificate Revocation List). The ZyWALL can check a peer’s certificate
against a directory server’s list of revoked certificates. The framework of servers, software,
procedures and policies that handles keys is called PKI (public-key infrastructure).

12.1.1 Advantages of Certificates

Certificates offer the following benefits.

* The ZyWALL only has to store the certificates of the certification authorities that you
decide to trust, no matter how many devices you need to authenticate.

» Key distribution is simple and very secure since you can freely distribute public keys and
you never need to transmit private keys.

12.2 Self-signed Certificates

Until public-key infrastructure becomes more mature, it may not be available in some areas.
You can have the ZyWALL act as a certification authority and sign its own certificates.

12.3 Configuration Summary

This section summarizes how to manage certificates on the ZyWALL.

Figure 103 Certificate Configuration Overview

Trusted Remote

My Certificates Trusted CAs Host:

Directory Servers

Use the My Certificate screens to generate and export self-signed certificates or certification
requests and import the ZyWALL’s CA-signed certificates.

Use the Trusted CA screens to save CA certificates to the ZyWALL.
Use the Trusted Remote Hosts screens to import self-signed certificates.

Use the Directory Servers screen to configure a list of addresses of directory servers (that
contain lists of valid and revoked certificates).
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12.4 My Certificates

Click SECURITY > CERTIFICATES > My Certificates to open the My Certificates
screen. This is the ZyWALL’s summary list of certificates and certification requests.
Certificates display in black and certification requests display in gray.

Figure 104 My Certificates
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The following table describes the labels in this screen.

Table 64 My Certificates

LABEL DESCRIPTION

PKI Storage This bar displays the percentage of the ZyWALL'’s PKI storage space that is

Space in Use currently in use. The bar turns from green to red when the maximum is being
approached. When the bar is red, you should consider deleting expired or
unnecessary certificates before adding more certificates.

Replace This button displays when the ZyWALL has the factory default certificate. The
factory default certificate is common to all ZyWALLs that use certificates. ZyXEL
recommends that you use this button to replace the factory default certificate with
one that uses your ZyWALL's MAC address.

# This field displays the certificate index number. The certificates are listed in
alphabetical order.

Name This field displays the name used to identify this certificate. It is recommended that
you give each certificate a unique name.
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Table 64 My Certificates (continued)

LABEL

DESCRIPTION

Type

This field displays what kind of certificate this is.

REQ represents a certification request and is not yet a valid certificate. Send a
certification request to a certification authority, which then issues a certificate. Use
the My Certificate Import screen to import the certificate and replace the request.

SELF represents a self-signed certificate.

*SELF represents the default self-signed certificate, which the ZyWALL uses to
sign imported trusted remote host certificates.

CERT represents a certificate issued by a certification authority.

Subject

This field displays identifying information about the certificate’s owner, such as CN
(Common Name), OU (Organizational Unit or department), O (Organization or
company) and C (Country). It is recommended that each certificate have unique
subject information.

Issuer

This field displays identifying information about the certificate’s issuing certification
authority, such as a common name, organizational unit or department, organization
or company and country. With self-signed certificates, this is the same information
as in the Subject field.

Valid From

This field displays the date that the certificate becomes applicable. The text
displays in red and includes a Not Yet Valid! message if the certificate has not yet
become applicable.

Valid To

This field displays the date that the certificate expires. The text displays in red and
includes an Expiring! or Expired! message if the certificate is about to expire or has
already expired.

Modify

Click the details icon to open a screen with an in-depth list of information about the
certificate.

Click the delete icon to remove the certificate. A window displays asking you to
confirm that you want to delete the certificate.

You cannot delete a certificate that one or more features is configured to use.
Do the following to delete a certificate that shows *SELF in the Type field.

1. Make sure that no other features, such as HTTPS, VPN, SSH are configured to
use the *SELF certificate.

2. Click the details icon next to another self-signed certificate (see the description
on the Create button if you need to create a self-signed certificate).

3. Select the Default self-signed certificate which signs the imported remote
host certificates check box.

4. Click Apply to save the changes and return to the My Certificates screen.

5. The certificate that originally showed *SELF displays SELF and you can delete
it now.

Note that subsequent certificates move up by one when you take this action

Import

Click Import to open a screen where you can save the certificate that you have
enrolled from a certification authority from your computer to the ZyWALL.

Create

Click Create to go to the screen where you can have the ZyWALL generate a
certificate or a certification request.

Refresh

Click Refresh to display the current validity status of the certificates.

220

Chapter 12 Certificates



ZyWALL 2 Plus User’'s Guide

12.5 My Certificate Import

Click SECURITY > CERTIFICATES > My Certificates > Import to open the My
Certificate Import screen. Follow the instructions in this screen to save an existing certificate
to the ZyWALL.

Note: You can only import a certificate that matches a corresponding certification
request that was generated by the ZyWALL.

The certificate you import replaces the corresponding request in the My
Certificates screen.

You must remove any spaces from the certificate’s filename before you can
import it.

12.5.1 Certificate File Formats

The certification authority certificate that you want to import has to be in one of these file
formats:

* Binary X.509: This is an ITU-T recommendation that defines the formats for X.509
certificates.

* PEM (Base-64) encoded X.509: This Privacy Enhanced Mail format uses 64 ASCII
characters to convert a binary X.509 certificate into a printable form.

» Binary PKCS#7: This is a standard that defines the general syntax for data (including
digital signatures) that may be encrypted. The ZyWALL currently allows the importation
of a PKS#7 file that contains a single certificate.

* PEM (Base-64) encoded PKCS#7: This Privacy Enhanced Mail (PEM) format uses 64
ASCII characters to convert a binary PKCS#7 certificate into a printable form.

Figure 105 My Certificate Import

Please specify the location of the certificate file to be imported. The certificate file must be in one of the
following formats.

+ Binary X.509

s PEM (Base 64) encoded X.509

s Binary PKCS#7

+ PEM (Base 64) encoded PRCS#7

For my certificate importation to be successful, a certification request corresponding to the imported
certificate must already exist on ZyWALL. After the importation, the certification request will
automatically be deleted.

File Path: Browse...

Applhy I Cancel
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The following table describes the labels in this screen.

Table 65 My Certificate Import

LABEL DESCRIPTION

File Path | Type in the location of the file you want to upload in this field or click Browse to find it.

Browse Click Browse to find the certificate file you want to upload.
Apply Click Apply to save the certificate on the ZyWALL.
Cancel Click Cancel to quit and return to the My Certificates screen.

12.6 My Certificate Create

Click SECURITY > CERTIFICATES > My Certificates > Create to open the My
Certificate Create screen. Use this screen to have the ZyWALL create a self-signed
certificate, enroll a certificate with a certification authority or generate a certification request.

Figure 106 My Certificate Create
CERTIFICATES - MY CERTIFICATE - CREATE

John_Smith

Subject Information

Enrollment Options

Simple Certificate Enrollment Protocal (SCEF) =

http:/fpki.ssh.cam:8080/scep
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The following table describes the labels in this screen.

Table 66 My Certificate Create

LABEL

DESCRIPTION

Certificate Name

Type up to 31 ASCII characters (not including spaces) to identify this
certificate.

Subject Information

Use these fields to record information that identifies the owner of the
certificate. You do not have to fill in every field, although the Common Name is
mandatory. The certification authority may add fields (such as a serial number)
to the subject information when it issues a certificate. It is recommended that
each certificate have unique subject information.

Common Name

Select a radio button to identify the certificate’s owner by IP address, domain
name or e-mail address. Type the IP address (in dotted decimal notation),
domain name or e-mail address in the field provided. The domain name or e-
mail address can be up to 31 ASCII characters. The domain name or e-mail
address is for identification purposes only and can be any string.

Organizational Unit

Type up to 127 characters to identify the organizational unit or department to
which the certificate owner belongs. You may use any character, including
spaces, but the ZyWALL drops trailing spaces.

Organization

Type up to 127 characters to identify the company or group to which the
certificate owner belongs. You may use any character, including spaces, but
the ZyWALL drops trailing spaces.

Country Type up to 127 characters to identify the nation where the certificate owner is
located. You may use any character, including spaces, but the ZyWALL drops
trailing spaces.

Key Length Select a number from the drop-down list box to determine how many bits the

key should use (512 to 2048). The longer the key, the more secure it is. A
longer key also uses more PKI storage space.

Enroliment Options

These radio buttons deal with how and when the certificate is to be generated.

Create a self-signed
certificate

Select Create a self-signed certificate to have the ZyWALL generate the
certificate and act as the Certification Authority (CA) itself. This way you do not
need to apply to a certification authority for certificates.

Create a certification
request and save it
locally for later manual
enroliment

Select Create a certification request and save it locally for later manual
enrollment to have the ZyWALL generate and store a request for a certificate.
Use the My Certificate Details screen to view the certification request and
copy it to send to the certification authority.

Copy the certification request from the My Certificate Details screen (see
Section 12.7 on page 224) and then send it to the certification authority.

Create a certification
request and enroll for
a certificate
immediately online

Select Create a certification request and enroll for a certificate
immediately online to have the ZyWALL generate a request for a certificate
and apply to a certification authority for a certificate.

You must have the certification authority’s certificate already imported in the
Trusted CAs screen.

When you select this option, you must select the certification authority’s
enrollment protocol and the certification authority’s certificate from the drop-
down list boxes and enter the certification authority’s server address. You also
need to fill in the Reference Number and Key if the certification authority
requires them.
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Table 66 My Certificate Create (continued)

LABEL DESCRIPTION

Enroliment Protocol Select the certification authority’s enrollment protocol from the drop-down list
box.

Simple Certificate Enrollment Protocol (SCEP) is a TCP-based enrollment
protocol that was developed by VeriSign and Cisco.

Certificate Management Protocol (CMP) is a TCP-based enrollment protocol
that was developed by the Public Key Infrastructure X.509 working group of
the Internet Engineering Task Force (IETF) and is specified in RFC 2510.

CA Server Address Enter the IP address (or URL) of the certification authority server.

CA Certificate Select the certification authority’s certificate from the CA Certificate drop-
down list box.

You must have the certification authority’s certificate already imported in the
Trusted CAs screen. Click Trusted CAs to go to the Trusted CAs screen
where you can view (and manage) the ZyWALL's list of certificates of trusted
certification authorities.

Request When you select Create a certification request and enroll for a certificate
Authentication immediately online, the certification authority may want you to include a
reference number and key to identify you when you send a certification
request. Fill in both the Reference Number and the Key fields if your
certification authority uses CMP enroliment protocol. Just fill in the Key field if
your certification authority uses the SCEP enrollment protocol.

Key Type the key that the certification authority gave you.
Apply Click Apply to begin certificate or certification request generation.
Cancel Click Cancel to quit and return to the My Certificates screen.

After you click Apply in the My Certificate Create screen, you see a screen that tells you the
ZyWALL is generating the self-signed certificate or certification request.

After the ZyWALL successfully enrolls a certificate or generates a certification request or a
self-signed certificate, you see a screen with a Return button that takes you back to the My
Certificates screen.

If you configured the My Certificate Create screen to have the ZyWALL enroll a certificate
and the certificate enrollment is not successful, you see a screen with a Return button that
takes you back to the My Certificate Create screen. Click Return and check your
information in the My Certificate Create screen. Make sure that the certification authority
information is correct and that your Internet connection is working properly if you want the
ZyWALL to enroll a certificate online.

12.7 My Certificate Details

Click SECURITY > CERTIFICATES > My Certificates to open the My Certificates
screen (see Figure 104 on page 219). Click the details icon to open the My Certificate Details
screen. You can use this screen to view in-depth certificate information and change the
certificate’s name. In the case of a self-signed certificate, you can set it to be the one that the
ZyWALL uses to sign the trusted remote host certificates that you import to the ZyWALL.
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Figure 107 My Certificate Details
CERTIFICATES - MY CERTIFICATE - DETAILS

Certification Path

[CN=ZyWALL & Plus Factory Default Certificate]

Certificate Information

Certificate in PEM (Base-64) Encoded Format

NIIBpDCCAUEgAwIBAGIEQOGIEA] ANEBgkehkiGOwOBLQUF AD AONT IwHAYDIVQODEYla
eVdBTEwgNiB Qb HV e IEZh Y3 BvenkgRGV Y EVsdCED ZEI0al Zp Y2 FOZTAeF ulwHD Ax
HDEwND AwMDEaF wlzMD AxMDEwHMD AwND BaNDox M) AvEBgVEANTEVp SVOFNTCAYIFES
AZNgPmF JAG9 yeSBEENZhdx0IEN lenBpZm]l JYEZRINF wuD QYKo 2 ThveNACEEEQAD
SwAWSAJEAPS 1y IiHWEDOWe iR4cOgGVZghtne IBS HivEN3 67 YIXEESLUF L 7eaVig
613EJlk/NBLAKTyactq64EDASU?quSCAUEAAaNIHEYngYDURDPAQEABAQDAgKk
HCAGAIUdEQQZHBeBFUZhYSvanlA?XVDbYSnZU4uYZvydﬁASBgNUHRHBAQAECDAG
LOH/ AgEBMANGCSgGE Th3MQERBQUALOEAANE Ly 2t 18D ysHEUE ThEQ3 Bgo E3 Ovilky
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The following table describes the labels in this screen.

Table 67 My Certificate Details

Default self-signed
certificate which
signs the imported
remote host
certificates.

LABEL DESCRIPTION

Name This field displays the identifying name of this certificate. If you want to change
the name, type up to 31 characters to identify this certificate. You may use any
character (not including spaces).

Property Select this check box to have the ZyWALL use this certificate to sign the trusted

remote host certificates that you import to the ZyWALL. This check box is only
available with self-signed certificates.

If this check box is already selected, you cannot clear it in this screen, you must
select this check box in another self-signed certificate’s details screen. This
automatically clears the check box in the details screen of the certificate that was
previously set to sign the imported trusted remote host certificates.

Certification Path

Click the Refresh button to have this read-only text box display the hierarchy of
certification authorities that validate the certificate (and the certificate itself).

If the issuing certification authority is one that you have imported as a trusted
certification authority, it may be the only certification authority in the list (along
with the certificate itself). If the certificate is a self-signed certificate, the
certificate itself is the only one in the list. The ZyWALL does not trust the
certificate and displays “Not trusted” in this field if any certificate on the path has
expired or been revoked.

Refresh Click Refresh to display the certification path.

Certificate These read-only fields display detailed information about the certificate.

Information

Type This field displays general information about the certificate. CA-signed means
that a Certification Authority signed the certificate. Self-signed means that the
certificate’s owner signed the certificate (not a certification authority). “X.509”
means that this certificate was created and signed according to the ITU-T X.509
recommendation that defines the formats for public-key certificates.

Version This field displays the X.509 version number.

Serial Number

This field displays the certificate’s identification number given by the certification
authority or generated by the ZyWALL.

Subject

This field displays information that identifies the owner of the certificate, such as
Common Name (CN), Organizational Unit (OU), Organization (O) and Country
(C).

Issuer

This field displays identifying information about the certificate’s issuing
certification authority, such as Common Name, Organizational Unit,
Organization and Country.

With self-signed certificates, this is the same as the Subject Name field.

Signature Algorithm

This field displays the type of algorithm that was used to sign the certificate. The
ZyWALL uses rsa-pkcs1-sha1 (RSA public-private key encryption algorithm and
the SHA1 hash algorithm). Some certification authorities may use rsa-pkcs1-

md5 (RSA public-private key encryption algorithm and the MD5 hash algorithm).

Valid From

This field displays the date that the certificate becomes applicable. The text
displays in red and includes a Not Yet Valid! message if the certificate has not
yet become applicable.

Valid To

This field displays the date that the certificate expires. The text displays in red
and includes an Expiring! or Expired! message if the certificate is about to expire
or has already expired.

Key Algorithm

This field displays the type of algorithm that was used to generate the
certificate’s key pair (the ZyWALL uses RSA encryption) and the length of the
key set in bits (1024 bits for example).
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Table 67 My Certificate Details (continued)

LABEL

DESCRIPTION

Subject Alternative
Name

This field displays the certificate owner's IP address (IP), domain name (DNS) or
e-mail address (EMAIL).

Key Usage

This field displays for what functions the certificate’s key can be used. For
example, “DigitalSignature” means that the key can be used to sign certificates
and “KeyEncipherment” means that the key can be used to encrypt text.

Basic Constraint

This field displays general information about the certificate. For example,
Subject Type=CA means that this is a certification authority’s certificate and
“Path Length Constraint=1" means that there can only be one certification
authority in the certificate’s path.

MD5 Fingerprint

This is the certificate’s message digest that the ZyWALL calculated using the
MD5 algorithm.

SHA1 Fingerprint

This is the certificate’s message digest that the ZyWALL calculated using the
SHA1 algorithm.

Certificate in PEM
(Base-64) Encoded
Format

This read-only text box displays the certificate or certification request in Privacy
Enhanced Mail (PEM) format. PEM uses 64 ASCII characters to convert the
binary certificate into a printable form.

You can copy and paste a certification request into a certification authority’s web
page, an e-mail that you send to the certification authority or a text editor and
save the file on a management computer for later manual enroliment.

You can copy and paste a certificate into an e-mail to send to friends or
colleagues or you can copy and paste a certificate into a text editor and save the
file on a management computer for later distribution (via floppy disk for
example).

Export

Click this button and then Save in the File Download screen. The Save As
screen opens, browse to the location that you want to use and click Save.

Apply

Click Apply to save your changes back to the ZyWALL. You can only change the
name, except in the case of a self-signed certificate, which you can also set to
be the default self-signed certificate that signs the imported trusted remote host
certificates.

Cancel

Click Cancel to quit and return to the My Certificates screen.

12.8 Trusted CAs

Click SECURITY > CERTIFICATES > Trusted CAs to open the Trusted CAs screen. This
screen displays a summary list of certificates of the certification authorities that you have set
the ZyWALL to accept as trusted. The ZyWALL accepts any valid certificate signed by a
certification authority on this list as being trustworthy; thus you do not need to import any
certificate that is signed by one of these certification authorities.
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Figure 108 Trusted CAs
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The following table describes the labels in this screen.

Table 68 Trusted CAs

LABEL

DESCRIPTION

PKI Storage
Space in Use

This bar displays the percentage of the ZyWALL’s PKI storage space that is
currently in use. The bar turns from green to red when the maximum is being
approached. When the bar is red, you should consider deleting expired or
unnecessary certificates before adding more certificates.

This field displays the certificate index number. The certificates are listed in
alphabetical order.

Name

This field displays the name used to identify this certificate.

Subject

This field displays identifying information about the certificate’s owner, such as CN
(Common Name), OU (Organizational Unit or department), O (Organization or
company) and C (Country). It is recommended that each certificate have unique
subject information.

Issuer

This field displays identifying information about the certificate’s issuing certification
authority, such as a common name, organizational unit or department, organization
or company and country. With self-signed certificates, this is the same information
as in the Subject field.

Valid From

This field displays the date that the certificate becomes applicable. The text
displays in red and includes a Not Yet Valid! message if the certificate has not yet
become applicable.

Valid To

This field displays the date that the certificate expires. The text displays in red and
includes an Expiring! or Expired! message if the certificate is about to expire or has
already expired.

CRL Issuer

This field displays Yes if the certification authority issues Certificate Revocation
Lists for the certificates that it has issued and you have selected the Issues
certificate revocation lists (CRL) check box in the certificate’s details screen to
have the ZyWALL check the CRL before trusting any certificates issued by the
certification authority. Otherwise the field displays “No”.
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Table 68 Trusted CAs (continued)

LABEL DESCRIPTION
Modify Click the details icon to open a screen with an in-depth list of information about the
certificate.

Click the delete icon to remove the certificate. A window displays asking you to
confirm that you want to delete the certificates. Note that subsequent certificates
move up by one when you take this action.

Import Click Import to open a screen where you can save the certificate of a certification
authority that you trust, from your computer to the ZyWALL.

Refresh Click this button to display the current validity status of the certificates.

12.9 Trusted CA Import

Click SECURITY > CERTIFICATES > Trusted CAs to open the Trusted CAs screen and
then click Import to open the Trusted CA Import screen. Follow the instructions in this
screen to save a trusted certification authority’s certificate to the ZyWALL.

Note: You must remove any spaces from the certificate’s filename before you can
import the certificate.

Figure 109 Trusted CA Import

Please specify the location of the centificate file to be imported. The certificate file must be in one of the
following formats.

« Binary X.509

» PEM (Base-64) encoded X.509

+ Binary PKCS#7

« PEM (Base64) encoded PKCS#7

File Path:l Browse.., l

Apply | Cancel I

The following table describes the labels in this screen.

Table 69 Trusted CA Import

LABEL DESCRIPTION

File Path Type in the location of the file you want to upload in this field or click Browse to find it.

Browse Click Browse to find the certificate file you want to upload.
Apply Click Apply to save the certificate on the ZyWALL.
Cancel Click Cancel to quit and return to the Trusted CAs screen.
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12.10 Trusted CA Details

Click SECURITY > CERTIFICATES > Trusted CAs to open the Trusted CAs screen.
Click the details icon to open the Trusted CA Details screen. Use this screen to view in-depth
information about the certification authority’s certificate, change the certificate’s name and set
whether or not you want the ZyWALL to check a certification authority’s list of revoked
certificates before trusting a certificate issued by the certification authority.

Figure 110 Trusted CA Details
CERTIFICATES - TRUSTED CA - DETAILS

Certification Path

Certificate Information

Certificate in PEM (Base-64) Encoded Format
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VOQLEYWTZWN LemUgU2 VydnVy IEN LenRp 2ml § YERph 2 4gQEv0ac9 yaXRE ME4XD TO
MTEwOTAWND AwNFoXD TEWMDEwNz I zNTk1OVowXzELMAKGAIUEEhMCVWVMx ID AeBgNV
BLoTF1JTOSBEVERWIFNITIVyaXEELCBJhmMulS4wL ATDVOOLE YW TZWN 1 e UgUZ Wy
AWy IEN1cnREpZml J¥YERpb2 4gOXV0aGoyvaZRSNIGEMAQGC G Th3DOERAQUALASGGT .
ADCEhQI+AILOesGugzSaqonlVerl A TN rasOLD 05 zV4 ZFODSYRAT I Jwiiioll
OhaGN1XpsSECrEiogZoFokwldyVmIlZsikePO4F b VOHEZEATe XY Hu3 dAM41CIVphI
{uRZnERoTLkoRWZweFdVIVCx eCrmCs Ze5nG1lwZ0] 1333 WyES 7 AgMBAAREwDOYIKoZ T .ﬁ
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The following table describes the labels in this screen.

Table 70 Trusted CA Details

Check incoming
certificates issued by
this CA against a
CRL

LABEL DESCRIPTION

Name This field displays the identifying name of this certificate. If you want to change
the name, type up to 31 characters to identify this key certificate. You may use
any character (not including spaces).

Property Select this check box to have the ZyWALL check incoming certificates that are

issued by this certification authority against a Certificate Revocation List (CRL).

Clear this check box to have the ZyWALL not check incoming certificates that
are issued by this certification authority against a Certificate Revocation List
(CRL).

Certification Path

Click the Refresh button to have this read-only text box display the end entity’s
certificate and a list of certification authority certificates that shows the hierarchy
of certification authorities that validate the end entity’s certificate. If the issuing
certification authority is one that you have imported as a trusted certification
authority, it may be the only certification authority in the list (along with the end
entity’s own certificate). The ZyWALL does not trust the end entity’s certificate
and displays “Not trusted” in this field if any certificate on the path has expired or
been revoked.

Refresh Click Refresh to display the certification path.

Certificate These read-only fields display detailed information about the certificate.

Information

Type This field displays general information about the certificate. CA-signed means
that a Certification Authority signed the certificate. Self-signed means that the
certificate’s owner signed the certificate (not a certification authority). X.509
means that this certificate was created and signed according to the ITU-T X.509
recommendation that defines the formats for public-key certificates.

Version This field displays the X.509 version number.

Serial Number

This field displays the certificate’s identification number given by the certification
authority.

Subject This field displays information that identifies the owner of the certificate, such as
Common Name (CN), Organizational Unit (OU), Organization (O) and Country
(C).

Issuer This field displays identifying information about the certificate’s issuing
certification authority, such as Common Name, Organizational Unit,
Organization and Country.

With self-signed certificates, this is the same information as in the Subject
Name field.

Signature Algorithm | This field displays the type of algorithm that was used to sign the certificate.
Some certification authorities use rsa-pkcs1-sha1 (RSA public-private key
encryption algorithm and the SHA1 hash algorithm). Other certification
authorities may use rsa-pkcs1-md5 (RSA public-private key encryption algorithm
and the MD5 hash algorithm).

Valid From This field displays the date that the certificate becomes applicable. The text
displays in red and includes a Not Yet Valid! message if the certificate has not
yet become applicable.

Valid To This field displays the date that the certificate expires. The text displays in red
and includes an Expiring! or Expired! message if the certificate is about to expire
or has already expired.

Key Algorithm This field displays the type of algorithm that was used to generate the

certificate’s key pair (the ZyWALL uses RSA encryption) and the length of the
key set in bits (1024 bits for example).
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Table 70 Trusted CA Details (continued)

LABEL

DESCRIPTION

Subject Alternative
Name

This field displays the certificate’s owner's IP address (IP), domain name (DNS)
or e-mail address (EMAIL).

Key Usage

This field displays for what functions the certificate’s key can be used. For
example, “DigitalSignature” means that the key can be used to sign certificates
and “KeyEncipherment” means that the key can be used to encrypt text.

Basic Constraint

This field displays general information about the certificate. For example,
Subject Type=CA means that this is a certification authority’s certificate and
“Path Length Constraint=1" means that there can only be one certification
authority in the certificate’s path.

CRL Distribution
Points

This field displays how many directory servers with Lists of revoked certificates
the issuing certification authority of this certificate makes available. This field
also displays the domain names or IP addresses of the servers.

MD5 Fingerprint

This is the certificate’s message digest that the ZyWALL calculated using the
MD5 algorithm. You can use this value to verify with the certification authority
(over the phone for example) that this is actually their certificate.

SHA1 Fingerprint

This is the certificate’s message digest that the ZyWALL calculated using the
SHA1 algorithm. You can use this value to verify with the certification authority
(over the phone for example) that this is actually their certificate.

Certificate in PEM
(Base-64) Encoded
Format

This read-only text box displays the certificate or certification request in Privacy
Enhanced Mail (PEM) format. PEM uses 64 ASCII characters to convert the
binary certificate into a printable form.

You can copy and paste the certificate into an e-mail to send to friends or
colleagues or you can copy and paste the certificate into a text editor and save
the file on a management computer for later distribution (via floppy disk for
example).

Export

Click this button and then Save in the File Download screen. The Save As
screen opens, browse to the location that you want to use and click Save.

Apply

Click Apply to save your changes back to the ZyWALL. You can only change the
name and/or set whether or not you want the ZyWALL to check the CRL that the
certification authority issues before trusting a certificate issued by the
certification authority.

Cancel

Click Cancel to quit and return to the Trusted CAs screen.

12.11 Trusted Remote Hosts

Click SECURITY > CERTIFICATES > Trusted Remote Hosts to open the Trusted
Remote Hosts screen. This screen displays a list of the certificates of peers that you trust but
which are not signed by one of the certification authorities on the Trusted CAs screen.

You do not need to add any certificate that is signed by one of the certification authorities on
the Trusted CAs screen since the ZyWALL automatically accepts any valid certificate signed
by a trusted certification authority as being trustworthy.
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Figure 111 Trusted Remote Hosts
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The following table describes the labels in this screen.
Table 71 Trusted Remote Hosts
LABEL DESCRIPTION
PKI Storage This bar displays the percentage of the ZyWALL'’s PKI storage space that is
Space in Use currently in use. The bar turns from green to red when the maximum is being

approached. When the bar is red, you should consider deleting expired or
unnecessary certificates before adding more certificates.

Issuer (My Default | This field displays identifying information about the default self-signed certificate

Self-signed on the ZyWALL that the ZyWALL uses to sign the trusted remote host certificates.

Certificate)

# This field displays the certificate index number. The certificates are listed in
alphabetical order.

Name This field displays the name used to identify this certificate.

Subject This field displays identifying information about the certificate’s owner, such as CN

(Common Name), OU (Organizational Unit or department), O (Organization or
company) and C (Country). It is recommended that each certificate have unique
subject information.

Valid From This field displays the date that the certificate becomes applicable. The text
displays in red and includes a Not Yet Valid! message if the certificate has not yet
become applicable.

Valid To This field displays the date that the certificate expires. The text displays in red and
includes an Expiring! or Expired! message if the certificate is about to expire or has
already expired.

Modify Click the details icon to open a screen with an in-depth list of information about the
certificate.

Click the delete icon to remove the certificate. A window displays asking you to
confirm that you want to delete the certificate. Note that subsequent certificates
move up by one when you take this action.
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Table 71 Trusted Remote Hosts (continued)

LABEL DESCRIPTION

Import Click Import to open a screen where you can save the certificate of a remote host
(which you trust) from your computer to the ZyWALL.

Refresh Click this button to display the current validity status of the certificates.

12.12 Verifying a Trusted Remote Host’s Certificate

Certificates issued by certification authorities have the certification authority’s signature for
you to check. Self-signed certificates only have the signature of the host itself. This means that
you must be very careful when deciding to import (and thereby trust) a remote host’s self-
signed certificate.

12.12.1 Trusted Remote Host Certificate Fingerprints

A certificate’s fingerprints are message digests calculated using the MD5 or SHA1 algorithms.
The following procedure describes how to use a certificate’s fingerprint to verify that you have
the remote host’s actual certificate.

1 Browse to where you have the remote host’s certificate saved on your computer.

2 Make sure that the certificate has a “.cer” or “.crt” file name extension.

Figure 112 Remote Host Certificates
I : London-Office. cer
™ | - LA-Office.crt

Remdte Host
Certificates

3 Double-click the certificate’s icon to open the Certificate window. Click Details and
scroll down to the Thumbprint Algorithm and Thumbprint fields.
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Figure 113 Certificate Details
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Verify (over the phone for example) that the remote host has the same information in the
Thumbprint Algorithm and Thumbprint fields.

12.13 Trusted Remote Hosts Import

Click SECURITY > CERTIFICATES > Trusted Remote Hosts to open the Trusted
Remote Hosts screen and then click Import to open the Trusted Remote Host Import
screen. Follow the instructions in this screen to save a trusted host’s certificate to the

ZyWALL.

Note: The trusted remote host certificate must be a self-signed certificate; and you
must remove any spaces from its filename before you can import it.
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Figure 114 Trusted Remote Host Import

Please specify the location of the certificate file to be imported. The certificate file must be in one of the
following formats,

« Binary X.509

+« PEM (Base-64) encoded X.509

« Binary PKCS#7

+« PEM (Base-64) encoded PRCS#7

File Path:i Browse. . |

Apply ‘ Cancel I

The following table describes the labels in this screen.

Table 72 Trusted Remote Host Import

LABEL DESCRIPTION

File Path | Type in the location of the file you want to upload in this field or click Browse to find it.

Browse Click Browse to find the certificate file you want to upload.
Apply Click Apply to save the certificate on the ZyWALL.
Cancel Click Cancel to quit and return to the Trusted Remote Hosts screen.

12.14 Trusted Remote Host Certificate Details

Click SECURITY > CERTIFICATES > Trusted Remote Hosts to open the Trusted
Remote Hosts screen. Click the details icon to open the Trusted Remote Host Details screen.
You can use this screen to view in-depth information about the trusted remote host’s certificate
and/or change the certificate’s name.
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Figure 115 Trusted Remote Host Details
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The following table describes the labels in this screen.

Table 73 Trusted Remote Host Details

LABEL

DESCRIPTION

Name

This field displays the identifying name of this certificate. If you want to change
the name, type up to 31 characters to identify this key certificate. You may use
any character (not including spaces).

Certification Path

Click the Refresh button to have this read-only text box display the end entity’s
own certificate and a list of certification authority certificates in the hierarchy of
certification authorities that validate a certificate’s issuing certification authority.
For a trusted host, the list consists of the end entity’s own certificate and the
default self-signed certificate that the ZyWALL uses to sign remote host
certificates.

Refresh

Click Refresh to display the certification path.

Chapter 12 Certificates

237



ZyWALL 2 Plus User’s Guide

Table 73 Trusted Remote Host Details (continued)

LABEL

DESCRIPTION

Certificate Information

These read-only fields display detailed information about the certificate.

Type

This field displays general information about the certificate. With trusted remote
host certificates, this field always displays CA-signed. The ZyWALL is the
Certification Authority that signed the certificate. X.509 means that this
certificate was created and signed according to the ITU-T X.509
recommendation that defines the formats for public-key certificates.

Version

This field displays the X.509 version number.

Serial Number

This field displays the certificate’s identification number given by the device that
created the certificate.

Subject

This field displays information that identifies the owner of the certificate, such
as Common Name (CN), Organizational Unit (OU), Organization (O) and
Country (C).

Issuer

This field displays identifying information about the default self-signed
certificate on the ZyWALL that the ZyWALL uses to sign the trusted remote host
certificates.

Signature Algorithm

This field displays the type of algorithm that the ZyWALL used to sign the
certificate, which is rsa-pkcs1-sha1 (RSA public-private key encryption
algorithm and the SHA1 hash algorithm).

Valid From

This field displays the date that the certificate becomes applicable. The text
displays in red and includes a Not Yet Valid! message if the certificate has not
yet become applicable.

Valid To

This field displays the date that the certificate expires. The text displays in red
and includes an Expiring! or Expired! message if the certificate is about to
expire or has already expired.

Key Algorithm

This field displays the type of algorithm that was used to generate the
certificate’s key pair (the ZyWALL uses RSA encryption) and the length of the
key set in bits (1024 bits for example).

Subject Alternative
Name

This field displays the certificate’s owner's IP address (IP), domain name (DNS)
or e-mail address (EMAIL).

Key Usage

This field displays for what functions the certificate’s key can be used. For
example, “DigitalSignature” means that the key can be used to sign certificates
and “KeyEncipherment” means that the key can be used to encrypt text.

Basic Constraint

This field displays general information about the certificate. For example,
Subject Type=CA means that this is a certification authority’s certificate and
“Path Length Constraint=1" means that there can only be one certification
authority in the certificate’s path.

MD5 Fingerprint

This is the certificate’s message digest that the ZyWALL calculated using the
MD5 algorithm. You cannot use this value to verify that this is the remote host’s
actual certificate because the ZyWALL has signed the certificate; thus causing
this value to be different from that of the remote hosts actual certificate. See
Section 12.12 on page 234 for how to verify a remote host’s certificate.

SHA1 Fingerprint

This is the certificate’s message digest that the ZyWALL calculated using the
SHA1 algorithm. You cannot use this value to verify that this is the remote
host’s actual certificate because the ZyWALL has signed the certificate; thus
causing this value to be different from that of the remote hosts actual certificate.
See Section 12.12 on page 234 for how to verify a remote host’s certificate.
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Table 73 Trusted Remote Host Details (continued)

LABEL DESCRIPTION

Certificate in PEM This read-only text box displays the certificate or certification request in Privacy
(Base-64) Encoded Enhanced Mail (PEM) format. PEM uses 64 ASCII characters to convert the
Format binary certificate into a printable form.

You can copy and paste the certificate into an e-mail to send to friends or
colleagues or you can copy and paste the certificate into a text editor and save
the file on a management computer for later distribution (via floppy disk for
example).

Export Click this button and then Save in the File Download screen. The Save As
screen opens, browse to the location that you want to use and click Save.

Apply Click Apply to save your changes back to the ZyWALL. You can only change
the name of the certificate.

Cancel Click Cancel to quit configuring this screen and return to the Trusted Remote
Hosts screen.

12.15 Directory Servers

Click SECURITY > CERTIFICATES > Directory Servers to open the Directory Servers
screen. This screen displays a summary list of directory servers (that contain lists of valid and
revoked certificates) that have been saved into the ZyWALL. If you decide to have the
ZyWALL check incoming certificates against the issuing certification authority’s list of
revoked certificates, the ZyWALL first checks the server(s) listed in the CRL Distribution
Points field of the incoming certificate. If the certificate does not list a server or the listed
server is not available, the ZyWALL checks the servers listed here.

Figure 116 Directory Servers

My Certificates Trusted Chs Trustnla-ll::]SR;:mute ' Directory Servers
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[ # ]  MName |  Address | Port | Protocol |
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The following table describes the labels in this screen.

Table 74 Directory Servers

LABEL DESCRIPTION

PKI Storage Space | This bar displays the percentage of the ZyWALL’s PKI storage space that is
in Use currently in use. The bar turns from green to red when the maximum is being
approached. When the bar is red, you should consider deleting expired or
unnecessary certificates before adding more certificates.

# The index number of the directory server. The servers are listed in alphabetical
order.

Name This field displays the name used to identify this directory server.

Address This field displays the IP address or domain name of the directory server.

Port This field displays the port number that the directory server uses.

Protocol This field displays the protocol that the directory server uses.

Modify Click the details icon to open a screen where you can change the information

about the directory server.

Click the delete icon to remove the directory server entry. A window displays
asking you to confirm that you want to delete the directory server. Note that
subsequent certificates move up by one when you take this action.

Add Click Add to open a screen where you can configure information about a directory
server so that the ZyWALL can access it.

12.16 Directory Server Add or Edit

Click SECURITY > CERTIFICATES > Directory Servers to open the Directory Servers
screen. Click Add (or the details icon) to open the Directory Server Add screen. Use this
screen to configure information about a directory server that the ZyWALL can access.

Figure 117 Directory Server Add

Name I

Access Protocol ILDAP 'I

Server Address I (Host Name or |P Address)
Server Port |389

Login I

Password I

Apply | Cancel |
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The following table describes the labels in this screen.

Table 75 Directory Server Add

LABEL DESCRIPTION

Directory Service

Setting

Name Type up to 31 ASCII characters (spaces are not permitted) to identify this directory

server.

Access Protocol

Use the drop-down list box to select the access protocol used by the directory
server.

LDAP (Lightweight Directory Access Protocol) is a protocol over TCP that
specifies how clients access directories of certificates and lists of revoked
certificates.?

Server Address Type the IP address (in dotted decimal notation) or the domain name of the
directory server.
Server Port This field displays the default server port number of the protocol that you select in

the Access Protocol field.

You may change the server port number if needed, however you must use the
same server port number that the directory server uses.

389 is the default server port number for LDAP.

Login Setting

Login The ZyWALL may need to authenticate itself in order to assess the directory
server. Type the login name (up to 31 ASCII characters) from the entity
maintaining the directory server (usually a certification authority).

Password Type the password (up to 31 ASCII characters) from the entity maintaining the
directory server (usually a certification authority).

Apply Click Apply to save your changes back to the ZyWALL.

Cancel Click Cancel to quit configuring this screen and return to the Directory Servers

screen.

a. At the time of writing, LDAP is the only choice of directory server access protocol.
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CHAPTER 13
Authentication Server

This chapter discusses how to configure the ZyWALL’s authentication server feature.

13.1 Authentication Server Overview

A ZyWALL set to be a VPN extended authentication server can use either the local user
database internal to the ZyWALL or a RADIUS (Remote Authentication Dial In User Service,
RFC 2138, 2139) server for an unlimited number of users. The ZyWALL uses the local user
database for VPN extended authentication.

13.2 Local User Database

By storing user profiles locally on the ZyWALL, your ZyWALL is able to authenticate users
without interacting with a network RADIUS server. However, there is a limit on the number of
users you may authenticate in this way.

13.3 RADIUS

The ZyWALL can use a RADIUS server to authenticate an unlimited number of users.
RADIUS is based on a client-server model that supports authentication, authorization and
accounting. The access point is the client and the server is the RADIUS server. The RADIUS
server handles the following tasks:
* Authentication
Determines the identity of the users.

¢ Authorization

Determines the network services available to authenticated users once they are connected
to the network.

* Accounting
Keeps track of the client’s network activity.

RADIUS is a simple package exchange in which the ZyWALL acts as a message relay
between the client and the network RADIUS server.
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13.3.1 Types of RADIUS Messages

The following types of RADIUS messages are exchanged between the ZyWALL and the
RADIUS server for user authentication:
* Access-Request
Sent by an access point requesting authentication.
* Access-Reject
Sent by a RADIUS server rejecting access.
* Access-Accept
Sent by a RADIUS server allowing access.
* Access-Challenge

Sent by a RADIUS server requesting more information in order to allow access. The
access point sends a proper response from the user and then sends another Access-
Request message.

The following types of RADIUS messages are exchanged between the ZyWALL and the
RADIUS server for user accounting:
* Accounting-Request
Sent by the access point requesting accounting.
* Accounting-Response
Sent by the RADIUS server to indicate that it has started or stopped accounting.
In order to ensure network security, the ZyWALL and the RADIUS server use a shared secret
key, which is a password, they both know. The key is not sent over the network. In addition to

the shared key, password information exchanged is also encrypted to protect the network from
unauthorized access.

13.4 Local User Database

Click SECURITY > AUTH SERVER to open the Local User Database screen. Use this
screen to change your ZyWALL’s local user list.

244 Chapter 13 Authentication Server



ZyWALL 2 Plus User’s Guide

Figure 118 Local User Database
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The following table describes the labels in this screen.

Table 76 Local User Database

LABEL DESCRIPTION

Active Select this check box to enable the user profile.

User Name Enter the user name of the user profile.

Password Enter a password up to 31 characters long for this user profile.
Apply Click Apply to save your changes back to the ZyWALL.
Reset Click Reset to begin configuring this screen afresh.

13.5 RADIUS

Use RADIUS to authenticate users using an external server.

Click SECURITY > AUTH SERVER > RADIUS to open the RADIUS screen. Use this
screen to set up your ZyWALL’s RADIUS server settings.

Figure 119 RADIUS
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The following table describes the labels in this screen.

Table 77 RADIUS

LABEL DESCRIPTION

Authentication Server

Active Select the check box to enable user authentication through an external
authentication server.

Clear the check box to enable user authentication using the local user profile

on the ZyWALL.

Server IP Address Enter the IP address of the external authentication server in dotted decimal
notation.

Port Number The default port of the RADIUS server for authentication is 1812.

You need not change this value unless your network administrator instructs
you to do so with additional information.

Key Enter a password (up to 31 alphanumeric characters) as the key to be shared
between the external authentication server and the ZyWALL.

The key is not sent over the network. This key must be the same on the
external authentication server and ZyWALL.

Accounting Server

Active Select the check box to enable user accounting through an external
authentication server.

Server IP Address Enter the IP address of the external accounting server in dotted decimal
notation.

Port Number The default port of the RADIUS server for accounting is 1813.

You need not change this value unless your network administrator instructs
you to do so with additional information.

Key Enter a password (up to 31 alphanumeric characters) as the key to be shared
between the external accounting server and the ZyWALL.

The key is not sent over the network. This key must be the same on the
external accounting server and ZyWALL.

Apply Click Apply to save your changes back to the ZyWALL.

Reset Click Reset to begin configuring this screen afresh.
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CHAPTER 14

Network Address Translation
(NAT)

This chapter discusses how to configure NAT on the ZyWALL.

14.1 NAT Overview

NAT (Network Address Translation - NAT, RFC 1631) is the translation of the IP address of a
host in a packet. For example, the source address of an outgoing packet, used within one
network is changed to a different IP address known within another network.

14.1.1 NAT Definitions

Inside/outside denotes where a host is located relative to the ZyWALL. For example, the
computers of your subscribers are the inside hosts, while the web servers on the Internet are
the outside hosts.

Global/local denotes the IP address of a host in a packet as the packet traverses a router. For
example, the local address refers to the IP address of a host when the packet is in the local
network, while the global address refers to the IP address of the host when the same packet is
traveling in the WAN side.

Note that inside/outside refers to the location of a host, while global/local refers to the IP
address of a host used in a packet. Thus, an inside local address (ILA) is the IP address of an
inside host in a packet when the packet is still in the local network, while an inside global
address (IGA) is the IP address of the same inside host when the packet is on the WAN side.
The following table summarizes this information.

Table 78 NAT Definitions

TERM DESCRIPTION

Inside This refers to the host on the LAN.

Outside This refers to the host on the WAN.

Local This refers to the packet address (source or destination) as the packet travels on the LAN.
Global wpi\sNrefers to the packet address (source or destination) as the packet travels on the

Note: NAT never changes the IP address (either local or global) of an outside host.
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14.1.2 What NAT Does

In the simplest form, NAT changes the source IP address in a packet received from a
subscriber (the inside local address) to another (the inside global address) before forwarding
the packet to the WAN side. When the response comes back, NAT translates the destination
address (the inside global address) back to the inside local address before forwarding it to the
original inside host. Note that the IP address (either local or global) of an outside host is never
changed.

The global IP addresses for the inside hosts can be either static or dynamically assigned by the
ISP. In addition, you can designate servers (for example a web server and a telnet server) on
your local network and make them accessible to the outside world. If you do not define any
servers (for Many-to-One and Many-to-Many Overload mapping), NAT offers the additional
benefit of firewall protection. With no servers defined, your ZyWALL filters out all incoming
inquiries, thus preventing intruders from probing your network. For more information on IP
address translation, refer to RFC 1631, The IP Network Address Translator (NAT).

14.1.3 How NAT Works

Each packet has two addresses — a source address and a destination address. For outgoing
packets, the ILA (Inside Local Address) is the source address on the LAN, and the IGA (Inside
Global Address) is the source address on the WAN. For incoming packets, the ILA is the
destination address on the LAN, and the IGA is the destination address on the WAN. NAT
maps private (local) IP addresses to globally unique ones required for communication with
hosts on other networks. It replaces the original IP source address (and TCP or UDP source
port numbers for Many-to-One and Many-to-Many Overload NAT mapping) in each packet
and then forwards it to the Internet. The ZyWALL keeps track of the original addresses and
port numbers so incoming reply packets can have their original values restored. The following
figure illustrates this, in which NAT table column A shows ILAs and column B shows [GAs.

Figure 120 How NAT Works
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14.1.4 NAT Application

The following figure illustrates a possible NAT application, where three inside LANs (logical
LANSs using IP Alias) behind the ZyWALL can communicate with three distinct WAN
networks. More examples follow at the end of this chapter. In this example, corporation A’s

networks are labeled A, and Corporation B’s networks are labeled B.

Figure 121 NAT Application With IP Alias
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The following table describes the routes in this example.

Table 79 NAT Application With IP Alias

WAN ADDRESS LAN ADDRESS (DEFAULT IPS)
IGA1T e e 192.168.1.1
IGA2 =~ e—— - 192.168.2.1
IGA3 ~  ——————— > 192.168.3.1
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14.1.5 Port Restricted Cone NAT

At the time of writing ZyWALL ZyNOS version 4.00 uses port restricted cone NAT. Port
restricted cone NAT maps all outgoing packets from an internal IP address and port to a single
IP address and port on the external network. In the following example, the ZyWALL maps the
source address of all packets sent from internal IP address 1 and port A to [P address 2 and
port B on the external network. A host on the external network (IP address 3 and Port C for
example) can only send packets to the internal host if the internal host has already sent a
packet to the external host’s IP address and port.

A server with IP address 1 and port A sends packets to IP address 3, port C and IP address 4,
port D. The ZyWALL changes the server’s IP address to 2 and port to B.

Since 1, A has already sent packets to 3, C and 4, D, they can send packets back to 2, B and the
ZyWALL will perform NAT on them and send them to the server at IP address 1, port A.

Packets have not been sent from 1, A to 4, E or 5, so they cannot send packets to 1, A.

Figure 122 Port Restricted Cone NAT Example
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14.1.6 NAT Mapping Types

NAT supports five types of IP/port mapping. They are:

* One to One: In One-to-One mode, the ZyWALL maps one local IP address to one global
IP address.

* Many to One: In Many-to-One mode, the ZyWALL maps multiple local IP addresses to
one global IP address. This is equivalent to SUA (i.e., PAT, port address translation),
ZyXEL's Single User Account feature (the SUA option).

* Many to Many Overload: In Many-to-Many Overload mode, the ZyWALL maps the
multiple local IP addresses to shared global IP addresses.

* Many One to One: In Many-One-to-One mode, the ZyWALL maps each local IP
address to a unique global IP address.
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* Server: This type allows you to specify inside servers of different services behind the
NAT to be accessible to the outside world.

Note: Port numbers do not change for One-to-One and Many-One-to-One NAT
mapping types.

The following table summarizes these types.

Table 80 NAT Mapping Types

TYPE IP MAPPING SMT ABBREVIATION

One-to-One ILA1<-> IGA1 1-1

Many-to-One (SUA/PAT) ILA1€-> IGA1 M-1
ILA2€-> IGAT

Many-to-Many Overload ILA1€<-> IGA1 M-M Ov
ILA2¢-> IGA2
ILA3<-> IGA1
ILA4<-> IGA2

Many-One-to-One ILA1<-> IGA1 M-1-1
ILA2<-> IGA2
ILA3<-> IGA3

Server Server 1 IP&<~> IGA1 Server
Server 2 IP&~> IGA1
Server 3 IP<~> IGA1

14.2 Using NAT

Note: You must create a firewall rule in addition to setting up SUA/NAT, to allow traffic
from the WAN to be forwarded through the ZyWALL.

14.2.1 SUA (Single User Account) Versus NAT

SUA (Single User Account) is a ZyNOS implementation of a subset of NAT that supports two
types of mapping, Many-to-One and Server. The ZyWALL also supports Full Feature NAT
to map multiple global IP addresses to multiple private LAN IP addresses of clients or servers
using mapping types. Select either SUA or Full Feature in NAT Overview.

Selecting SUA means (latent) multiple WAN-to-LAN address translation. That means that
computers on your LAN with public IP addresses will still have to undergo NAT mapping if
you’re using SUA NAT mapping. If this is not your intention, then select Full Feature NAT
and don’t configure NAT mapping rules to those computers with public IP addresses on the
LAN.
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14.3 NAT Overview

Click ADVANCED > NAT to open the NAT Overview screen.

Figure 123 NAT Overview

NAT Overview
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Apply | Reszet |

The following table describes the labels in this screen.

Table 81 NAT Overview

LABEL

DESCRIPTION

Global Settings

Max. Concurrent
Sessions

This read-only field displays the highest number of NAT sessions that the ZyWALL
will permit at one time.

Max. Concurrent
Sessions Per
Host

Use this field to set the highest number of NAT sessions that the ZyWALL will permit
a host to have at one time.

Enable NAT Select this check box to turn on the NAT feature for the WAN port. Clear this check
box to turn off the NAT feature for the WAN port.
Address Select SUA to have the ZyWALL use its permanent, pre-defined NAT address

Mapping Rules

mapping rules.

Select Full Feature to have the ZyWALL use the address mapping rules that you
configure. This is the equivalent of what used to be called full feature NAT.

The bar displays how many of the ZyWALL's possible address mapping rules are
configured. The first number shows how many address mapping rules are configured
on the ZyWALL. The second number shows the maximum number of address
mapping rules that can be configured on the ZyWALL.

Port Forwarding
Rules

The bar displays how many of the ZyWALL's possible port forwarding rules are
configured. The first number shows how many port forwarding rules are configured
on the ZyWALL. The second number shows the maximum number of port forwarding
rules that can be configured on the ZyWALL.

Port Triggering | The bar displays how many of the ZyWALL's possible trigger port rules are

Rules configured. The first number shows how many trigger port rules are configured on
the ZyWALL. The second number shows the maximum number of trigger port rules
that can be configured on the ZyWALL.

Apply Click Apply to save your changes back to the ZyWALL.

Reset Click Reset to begin configuring this screen afresh.
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14.4 NAT Address Mapping

Ordering your rules is important because the ZyWALL applies the rules in the order that you
specify. When a rule matches the current packet, the ZyWALL takes the corresponding action
and the remaining rules are ignored. If there are any empty rules before your new configured
rule, your configured rule will be pushed up by that number of empty rules. For example, if
you have already configured rules 1 to 6 in your current set and now you configure rule
number 9. In the set summary screen, the new rule will be rule 7, not 9. Now if you delete rule
4, rules 5 to 7 will be pushed up by 1 rule, so old rules 5, 6 and 7 become new rules 4, 5 and 6.

Click ADVANCED > NAT > Address Mapping to open the following screen. The screen
appears as shown (some of the screen’s blank rows are not shown). Use this screen to change
your ZyWALL’s address mapping settings.

Figure 124 NAT Address Mapping
NAT
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The following table describes the labels in this screen.

Table 82 NAT Address Mapping

LABEL DESCRIPTION

SUA Address | This read-only table displays the default address mapping rules.
Mapping Rules

Full Feature

Address

Mapping Rules

#

This is the rule index number.

Local Start IP

This refers to the Inside Local Address (ILA), which is the starting local IP address. If
the rule is for all local IP addresses, then this field displays 0.0.0.0 as the Local Start
IP address. Local IP addresses are N/A for Server port mapping.

Local End IP

This is the end Inside Local Address (ILA). If the rule is for all local IP addresses, then
this field displays 255.255.255.255 as the Local End IP address. This field is N/A for
One-to-One and Server mapping types.

Global Start IP

This refers to the Inside Global IP Address (IGA), that is the starting global IP address.
0.0.0.0 is for a dynamic IP address from your ISP with Many-to-One and Server

mapping types.

Global End IP

This is the ending Inside Global Address (IGA). This field is N/A for One-to-One,
Many-to-One and Server mapping types.

Type

1. One-to-One mode maps one local IP address to one global IP address. Note that
port numbers do not change for the One-to-One NAT mapping type.

2. Many-to-One mode maps multiple local IP addresses to one global IP address.
This is equivalent to SUA (i.e., PAT, port address translation), ZyXEL's Single User
Account feature that previous ZyXEL routers supported only.

3. Many-to-Many Overload mode maps multiple local IP addresses to shared global
IP addresses.

4. Many One-to-One mode maps each local IP address to unique global IP
addresses.

5. Server allows you to specify inside servers of different services behind the NAT to
be accessible to the outside world.

Modify

Click the edit icon to go to the screen where you can edit the address mapping rule.

Click the delete icon to delete an existing address mapping rule. A window display
asking you to confirm that you want to delete the address mapping rule. Note that
subsequent address mapping rules move up by one when you take this action.

Insert

Click Insert to insert a new mapping rule before an existing one.

14.4.1 NAT Address Mapping Edit

Click the Edit button to display the NAT Address Mapping Edit screen. Use this screen to
edit an address mapping rule.
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Figure 125 NAT Address Mapping Edit
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Apply | Cancel |

The following table describes the labels in this screen.

Table 83 NAT Address Mapping Edit

LABEL DESCRIPTION

Type Choose the port mapping type from one of the following.

1. One-to-One: One-to-One mode maps one local IP address to one global IP
address. Note that port numbers do not change for One-to-One NAT mapping
type.

2. Many-to-One: Many-to-One mode maps multiple local IP addresses to one
global IP address. This is equivalent to SUA (i.e., PAT, port address translation),
ZyXEL's Single User Account feature.

3. Many-to-Many Overload: Many-to-Many Overload mode maps multiple local IP
addresses to shared global IP addresses.

4. Many One-to-One: Many One-to-One mode maps each local IP address to
unique global IP addresses.

5. Server: This type allows you to specify inside servers of different services
behind the NAT to be accessible to the outside world.

Local Start IP This is the starting Inside Local IP Address (ILA). Local IP addresses are N/A for
Server port mapping.

Local End IP This is the end Inside Local IP Address (ILA). If your rule is for all local IP
addresses, then enter 0.0.0.0 as the Local Start IP address and 255.255.255.255
as the Local End IP address.

This field is N/A for One-to-One and Server mapping types.

Global Start IP This is the starting Inside Global IP Address (IGA). Enter 0.0.0.0 here if you have a
dynamic IP address from your ISP.

Global End IP This is the ending Inside Global IP Address (IGA). This field is N/A for One-to-
One, Many-to-One and Server mapping types.

Apply Click Apply to save your changes back to the ZyWALL.

Cancel Click Cancel to exit this screen without saving.
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14.5 Port Forwarding

A port forwarding set is a list of inside (behind NAT on the LAN) servers, for example, web or
FTP, that you can make visible to the outside world even though NAT makes your whole
inside network appear as a single computer to the outside world.

You may enter a single port number or a range of port numbers to be forwarded, and the local
IP address of the desired server. The port number identifies a service; for example, web service
is on port 80 and FTP on port 21. In some cases, such as for unknown services or where one
server can support more than one service (for example both FTP and web service), it might be
better to specify a range of port numbers. You can allocate a server [P address that corresponds
to a port or a range of ports.

Many residential broadband ISP accounts do not allow you to run any server processes (such
as a Web or FTP server) from your location. Your ISP may periodically check for servers and
may suspend your account if it discovers any active services at your location. If you are
unsure, refer to your ISP.

14.5.1 Default Server IP Address

In addition to the servers for specified services, NAT supports a default server IP address. A
default server receives packets from ports that are not specified in this screen.

Note: If you do not assign a Default Server IP address, the ZyWALL discards all
packets received for ports that are not specified here or in the remote
management setup.

14.5.2 Port Forwarding: Services and Port Numbers

Use the Port Forwarding screen to forward incoming service requests to the server(s) on your
local network. See Appendix E on page 541 for a list of commonly used services and port
numbers.

14.5.3 Configuring Servers Behind Port Forwarding (Example)

Let's say you want to assign ports 21-25 to one FTP, Telnet and SMTP server (A in the
example), port 80 to another (B in the example) and assign a default server IP address of
192.168.1.35 to a third (C in the example). You assign the LAN IP addresses and the ISP
assigns the WAN IP address. The NAT network appears as a single host on the Internet.
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Figure 126 Multiple Servers Behind NAT Example
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14.5.4 Port Translation

The ZyWALL can translate the destination port number or a range of port numbers of packets
coming from the WAN to another destination port number or range of port numbers on the
LAN. When you use port forwarding without port translation, a single server on the LAN can
use a specific port number and be accessible to the outside world through a single WAN [P
address. When you use port translation with port forwarding, multiple servers on the LAN can
use the same port number and still be accessible to the outside world through a single WAN IP
address.

The following example has two web servers on a LAN. Server A uses IP address 192.168.1.33
and server B uses 192.168.1.34. Both servers use port 80. The letters a.b.c.d represent the
WAN port’s IP address. The ZyWALL translates port 8080 of traffic received on the WAN port
(IP address a.b.c.d) to port 80 and sends it to server A (IP address 192.168.1.33). The
ZyWALL also translates port 8100 of traffic received on the WAN port (also IP address
a.b.c.d) to port 80, but sends it to server B (IP address 192.168.1.34).

Note: In this example, anyone wanting to access server A from the Internet must use
port 8080. Anyone wanting to access server B from the Internet must use port

8100.
Figure 127 Port Translation Example
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14.6 Port Forwarding Screen

Note: If you do not assign a Default Server IP address, the ZyWALL discards all
packets received for ports that are not specified here or in the remote
management setup.

Click ADVANCED > NAT > Port Forwarding to open the Port Forwarding screen.

Refer to Appendix E on page 541 for port numbers commonly used for particular services.

Note: The last port forwarding rule is reserved for Roadrunner services. The rule is
activated only when you set the WAN Encapsulation to Ethernet and the
Service Type to something other than Standard.

Figure 128 Port Forwarding
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Mote 1; You may also need to create a Firewall rule,
MWote 21 Port Translation is optional,

Apply Reszet |
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The following table describes the labels in this screen.

Table 84 Port Forwarding

LABEL

DESCRIPTION

Default Server

In addition to the servers for specified services, NAT supports a default server. A
default server receives packets from ports that are not specified in this screen. If you
do not assign a Default Server IP address, the ZyWALL discards all packets
received for ports that are not specified here or in the remote management setup.

# This is the number of an individual port forwarding server entry.

Active Select this check box to enable the port forwarding server entry. Clear this check box
to disallow forwarding of these ports to an inside server without having to delete the
entry.

Name Enter a name to identify this port-forwarding rule.

Incoming Port(s)

Enter a port number here. To forward only one port, enter it again in the second field.
To specify a range of ports, enter the last port to be forwarded in the second field.

Port Translation

Enter the port number here to which you want the ZyWALL to translate the incoming
port. For a range of ports, you only need to enter the first number of the range to
which you want the incoming ports translated, the ZyWALL automatically calculates
the last port of the translated port range.

Server IP Enter the inside IP address of the server here.

Address

Apply Click Apply to save your changes back to the ZyWALL.
Reset Click Reset to begin configuring this screen afresh.

14.7 Port Forwarding WAN to LAN HTTP Rule Example

The following example shows how to configure a port forwarding rule to allow access from
the WAN to a public HTTP (web) server at LAN IP address 192.168.1.12.

Note: You would also need to configure a corresponding firewall rule in order to allow
access from the WAN to the server.

1 Select the Active check box to turn on the rule.

2 Specify a name for the rule.

3 List port 80 as the incoming port (list it twice).
4 Specify the IP address of the HTTP server on the LAN (192.168.1.12 in this example).
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Figure 129 Port Forwarding
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Mote 1; You may also need to create a Firewall rule,
Wote 21 Port Translation is optional,

Reset |

14.8 Port Triggering

Some services use a dedicated range of ports on the client side and a dedicated range of ports
on the server side. With regular port forwarding you set a forwarding port in NAT to forward a
service (coming in from the server on the WAN) to the IP address of a computer on the client
side (LAN). The problem is that port forwarding only forwards a service to a single LAN IP
address. In order to use the same service on a different LAN computer, you have to manually
replace the LAN computer's IP address in the forwarding port with another LAN computer's IP
address.

Trigger port forwarding solves this problem by allowing computers on the LAN to
dynamically take turns using the service. The ZyWALL records the [P address of a LAN
computer that sends traffic to the WAN to request a service with a specific port number and
protocol (a "trigger" port). When the ZyWALL's WAN port receives a response with a specific
port number and protocol ("incoming" port), the ZyWALL forwards the traffic to the LAN IP
address of the computer that sent the request. After that computer’s connection for that service
closes, another computer on the LAN can use the service in the same manner. This way you do
not need to configure a new IP address each time you want a different LAN computer to use
the application.
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Figure 130 Trigger Port Forwarding Process: Example
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7070) labeled S in the figure.

1 Jane’s computer, labeled J in the figure, requests a file from the Real Audio server (port

2 Port 7070 is a “trigger” port and causes the ZyWALL to record Jane’s computer IP
address. The ZyWALL associates Jane's computer IP address with the "incoming" port
range of 6970-7170.

3 The Real Audio server responds using a port number ranging between 6970-7170.
4 The ZyWALL forwards the traffic to Jane’s computer IP address.

5 Only Jane can connect to the Real Audio server until the connection is closed or times
out. The ZyWALL times out in three minutes with UDP (User Datagram Protocol) or two
hours with TCP/IP (Transfer Control Protocol/Internet Protocol).

To change your ZyWALL’s trigger port settings, click ADVANCED > NAT > Port
Triggering. The screen appears as shown.
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Figure 131 Port Triggering
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Note: You may also need to create a Firewall rule,

Apply | Reszet |

The following table describes the labels in this screen.

Table 85 Port Triggering

LABEL DESCRIPTION

# This is the rule index number (read-only).

Name Type a unique name (up to 15 characters) for identification purposes. All characters are
permitted - including spaces.

Incoming Incoming is a port (or a range of ports) that a server on the WAN uses when it sends out
a particular service. The ZyWALL forwards the traffic with this port (or range of ports) to
the client computer on the LAN that requested the service.

Start Port Type a port number or the starting port number in a range of port numbers.

End Port Type a port number or the ending port number in a range of port numbers.

Trigger The trigger port is a port (or a range of ports) that causes (or triggers) the ZyWALL to
record the IP address of the LAN computer that sent the traffic to a server on the WAN.

Start Port Type a port number or the starting port number in a range of port numbers.

End Port Type a port number or the ending port number in a range of port numbers.

Apply Click Apply to save your changes back to the ZyWALL.

Reset Click Reset to begin configuring this screen afresh.
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CHAPTER 15
Static Route

This chapter shows you how to configure static routes for your ZyWALL.

15.1 IP Static Route

Each remote node specifies only the network to which the gateway is directly connected, and
the ZyWALL has no knowledge of the networks beyond. For instance, the ZyWALL knows
about network N2 in the following figure through remote node Router 1. However, the
ZyWALL is unable to route a packet to network N3 because it doesn't know that there is a
route through the same remote node Router 1 (via gateway Router 2). The static routes are for
you to tell the ZyWALL about the networks beyond the remote nodes.

Figure 132 Example of Static Routing Topology
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15.2 IP Static Route Screen

Click ADVANCED > STATIC ROUTE to open the IP Static Route screen (some of the
screen’s blank rows are not shown).

Note: The first static route entry is for the default WAN route. You cannot modify or
delete it. The name is left blank unless you configure a static WAN IP address.

Note: The default route is disabled after you change the static WAN IP address to a
dynamic WAN |P address.
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Figure 133 [P Static Route
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The following table describes the labels in this screen.

Table 86 |P Static Route

LABEL DESCRIPTION

# This is the number of an individual static route.

Name This is the name that describes or identifies this route.

Active This field shows whether this static route is active (Yes) or not (No).

Destination This parameter specifies the IP network address of the final destination. Routing is

always based on network number.

Gateway This is the IP address of the gateway. The gateway is a router or switch on the same
network segment as the device's LAN or WAN port. The gateway helps forward
packets to their destinations.

Modify Click the edit icon to go to the screen where you can set up a static route on the
ZyWALL.

Click the delete icon to remove a static route from the ZyWALL. A window displays
asking you to confirm that you want to delete the route.

15.2.1 IP Static Route Edit

Select a static route index number and click Edit. The screen shown next appears. Use this
screen to configure the required information for a static route.
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Figure 134 [P Static Route Edit
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The following table describes the labels in this screen.

Table 87 |P Static Route Edit

LABEL DESCRIPTION

Route Name Enter the name of the IP static route. Leave this field blank to delete this static route.
Active This field allows you to activate/deactivate this static route.

Destination IP
Address

This parameter specifies the IP network address of the final destination. Routing is
always based on network number. If you need to specify a route to a single host, use
a subnet mask of 255.255.255.255 in the subnet mask field to force the network
number to be identical to the host ID.

IP Subnet Mask

Enter the IP subnet mask here.

Gateway IP
Address

Enter the IP address of the gateway. The gateway is a router or switch on the same
network segment as the device's LAN or WAN port. The gateway helps forward
packets to their destinations.

Metric

Metric represents the “cost” of transmission for routing purposes. IP routing uses
hop count as the measurement of cost, with a minimum of 1 for directly connected
networks. Enter a number that approximates the cost for this link. The number need
not be precise, but it must be between 1 and 15. In practice, 2 or 3 is usually a good
number.

Private

This parameter determines if the ZyWALL will include this route to a remote node in
its RIP broadcasts.

Select this check box to keep this route private and not included in RIP broadcasts.
Clear this check box to propagate this route to other hosts through RIP broadcasts.

Apply

Click Apply to save your changes back to the ZyWALL.

Cancel

Click Cancel to exit this screen without saving.
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CHAPTER 16
Bandwidth Management

This chapter describes the functions and configuration of bandwidth management with
multiple levels of sub-classes.

16.1 Bandwidth Management Overview

Bandwidth management allows you to allocate an interface’s outgoing capacity to specific
types of traffic. It can also help you make sure that the ZyWALL forwards certain types of
traffic (especially real-time applications) with minimum delay. With the use of real-time
applications such as Voice-over-IP (VoIP) increasing, the requirement for bandwidth
allocation is also increasing.

Bandwidth management addresses questions such as:

* Who gets how much access to specific applications?

* What priority level should you give to each type of traffic?

* Which traffic must have guaranteed delivery?

* How much bandwidth should be allotted to guarantee delivery?

Bandwidth management also allows you to configure the allowed output for an interface to
match what the network can handle. This helps reduce delays and dropped packets at the next
routing device. For example, you can set the WAN interface speed to 1024 kbps (or less) if the
broadband device connected to the WAN port has an upstream speed of 1024 kbps.

16.2 Bandwidth Classes and Filters

Use bandwidth classes and sub-classes to allocate specific amounts of bandwidth capacity
(bandwidth budgets). Configure a bandwidth filter to define a bandwidth class (or sub-class)
based on a specific application and/or subnet. Use the Class Setup screen (see Section 16.11.1
on page 278) to set up a bandwidth class’s name, bandwidth allotment, and bandwidth filter.
You can configure up to one bandwidth filter per bandwidth class. You can also configure
bandwidth classes without bandwidth filters. However, it is recommended that you configure
sub-classes with filters for any classes that you configure without filters. The ZyWALL leaves
the bandwidth budget allocated and unused for a class that does not have a filter or sub-classes
with filters. View your configured bandwidth classes and sub-classes in the Class Setup
screen (see Section 16.11 on page 277 for details).

The total of the configured bandwidth budgets for sub-classes cannot exceed the configured
bandwidth budget speed of the parent class.
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16.3 Proportional Bandwidth Allocation

Bandwidth management allows you to define how much bandwidth each class gets; however,
the actual bandwidth allotted to each class decreases or increases in proportion to actual
available bandwidth.

16.4 Application-based Bandwidth Management

You can create bandwidth classes based on individual applications (like VoIP, Web, FTP, E-
mail and Video for example).

16.5 Subnet-based Bandwidth Management

You can create bandwidth classes based on subnets.

The following figure shows LAN subnets. You could configure one bandwidth class for subnet
A and another for subnet B.

Figure 135 Subnet-based Bandwidth Management Example

192.168.1.1 - 192.168.1.24

Internet

192.168.2.1 - 192.168.2.24
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16.6 Application and Subnet-based Bandwidth Management

You could also create bandwidth classes based on a combination of a subnet and an
application. The following example table shows bandwidth allocations for application specific
traffic from separate LAN subnets.

Table 88 Application and Subnet-based Bandwidth Management Example

TRAFFIC TYPE FROM SUBNET A FROM SUBNET B
VolP 64 Kbps 64 Kbps
Web 64 Kbps 64 Kbps
FTP 64 Kbps 64 Kbps
E-mail 64 Kbps 64 Kbps
Video 64 Kbps 64 Kbps

16.7 Scheduler

The scheduler divides up an interface’s bandwidth among the bandwidth classes. The
ZyWALL has two types of scheduler: fairness-based and priority-based.

16.7.1 Priority-based Scheduler

With the priority-based scheduler, the ZyWALL forwards traffic from bandwidth classes
according to the priorities that you assign to the bandwidth classes. The larger a bandwidth
class’s priority number is, the higher the priority. Assign real-time applications (like those
using audio or video) a higher priority number to provide smoother operation.

16.7.2 Fairness-based Scheduler

The ZyWALL divides bandwidth equally among bandwidth classes when using the fairness-
based scheduler; thus preventing one bandwidth class from using all of the interface’s
bandwidth.

16.7.3 Maximize Bandwidth Usage

The maximize bandwidth usage option (see Figure 136 on page 276) allows the ZyWALL to
divide up any available bandwidth on the interface (including unallocated bandwidth and any
allocated bandwidth that a class is not using) among the bandwidth classes that require more
bandwidth.
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When you enable maximize bandwidth usage, the ZyWALL first makes sure that each
bandwidth class gets up to its bandwidth allotment. Next, the ZyWALL divides up an
interface’s available bandwidth (bandwidth that is unbudgeted or unused by the classes)
depending on how many bandwidth classes require more bandwidth and on their priority
levels. When only one class requires more bandwidth, the ZyWALL gives extra bandwidth to
that class.

When multiple classes require more bandwidth, the ZyWALL gives the highest priority classes
the available bandwidth first (as much as they require, if there is enough available bandwidth),
and then to lower priority classes if there is still bandwidth available. The ZyWALL distributes
the available bandwidth equally among classes with the same priority level.

16.7.4 Reserving Bandwidth for Non-Bandwidth Class Traffic

Do the following three steps to configure the ZyWALL to allow bandwidth for traffic that is
not defined in a bandwidth filter.

1 Leave some of the interface’s bandwidth unbudgeted.

2 Do not enable the interface’s Maximize Bandwidth Usage option.

3 Do not enable bandwidth borrowing on the sub-classes that have the root class as their
parent (see Section 16.8 on page 274).

16.7.5 Maximize Bandwidth Usage Example

Here is an example of a ZyWALL that has maximize bandwidth usage enabled on an interface.
The following table shows each bandwidth class’s bandwidth budget. The classes are set up
based on subnets. The interface is set to 10240 kbps. Each subnet is allocated 2048 kbps. The
unbudgeted 2048 kbps allows traffic not defined in any of the bandwidth filters to go out when
you do not select the maximize bandwidth option.

Table 89 Maximize Bandwidth Usage Example

BANDWIDTH CLASSES AND ALLOTMENTS

Root Class: 10240 kbps | Administration: 2048 kbps
Sales: 2048 kbps
Marketing: 2048 kbps
Research: 2048 kbps

The ZyWALL divides up the unbudgeted 2048 kbps among the classes that require more
bandwidth. If the administration department only uses 1024 kbps of the budgeted 2048 kbps,
the ZyWALL also divides the rema