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Federal Communications Commission (FCC)
Interference Statement

This device complies with Part 15 of FCC rules. Operation is subject to the following two conditions:

This device may not cause harmful interference.

This device must accept any interference received, including interference that may cause undesired
operations.

This equipment has been tested and found to comply with the limits for a CLASS B digital device pursuant to
Part 15 of the FCC Rules. These limits are designed to provide reasonable protection against harmful
interference in a commercial environment. This equipment generates, uses, and can radiate radio frequency
energy, and if not installed and used in accordance with the instructions, may cause harmful interference to
radio communications.

If this equipment does cause harmful interference to radio/television reception, which can be determined by
turning the equipment off and on, the user is encouraged to try to correct the interference by one or more of
the following measures:

Reorient or relocate the receiving antenna.

Increase the separation between the equipment and the receiver.

Connect the equipment into an outlet on a circuit different from that to which the receiver is connected.
Consult the dealer or an experienced radio/TV technician for help.

Notice 1

Changes or modifications not expressly approved by the party responsible for compliance could void the
user's authority to operate the equipment.

Certifications

1. Go to www.zyxel.com.
2. Select your product from the drop-down list box on the ZyXEL home page to go to that product's page.
3. Select the certification you wish to view from this page.

Tested To Comply
C With FCC Standards
FOR HOME OR OFFICE USE

FCC iii
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Information for Canadian Users

The Industry Canada label identifies certified equipment. This certification means that the equipment meets
certain telecommunications network protective, operation, and safety requirements. The Industry Canada
does not guarantee that the equipment will operate to a user's satisfaction.

Before installing this equipment, users should ensure that it is permissible to be connected to the facilities of
the local telecommunications company. The equipment must also be installed using an acceptable method of
connection. In some cases, the company's inside wiring associated with a single line individual service may
be extended by means of a certified connector assembly. The customer should be aware that the compliance
with the above conditions may not prevent degradation of service in some situations.

Repairs to certified equipment should be made by an authorized Canadian maintenance facility designated by
the supplier. Any repairs or alterations made by the user to this equipment, or equipment malfunctions, may
give the telecommunications company cause to request the user to disconnect the equipment.

For their own protection, users should ensure that the electrical ground connections of the power utility,
telephone lines, and internal metallic water pipe system, if present, are connected together. This precaution
may be particularly important in rural areas.

Caution

Users should not attempt to make such connections themselves, but should contact the appropriate electrical
inspection authority, or electrician, as appropriate.

Note

This digital apparatus does not exceed the class A limits for radio noise emissions from digital apparatus set
out in the radio interference regulations of Industry Canada.

iv Information for Canadian Users
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ZyXEL Limited Warranty

ZyXEL warrants to the original end user (purchaser) that this product is free from any defects in materials or
workmanship for a period of up to two years from the date of purchase. During the warranty period, and upon
proof of purchase, should the product have indications of failure due to faulty workmanship and/or materials,
ZyXEL will, at its discretion, repair or replace the defective products or components without charge for
either parts or labor, and to whatever extent it shall deem necessary to restore the product or components to
proper operating condition. Any replacement will consist of a new or re-manufactured functionally
equivalent product of equal value, and will be solely at the discretion of ZyXEL. This warranty shall not
apply if the product is modified, misused, tampered with, damaged by an act of God, or subjected to
abnormal working conditions.

NOTE

Repair or replacement, as provided under this warranty, is the exclusive remedy of the purchaser. This
warranty is in lieu of all other warranties, express or implied, including any implied warranty of
merchantability or fitness for a particular use or purpose. ZyXEL shall in no event be held liable for indirect
or consequential damages of any kind of character to the purchaser.

To obtain the services of this warranty, contact ZyXEL's Service Center for your Return Material
Authorization number (RMA). Products must be returned Postage Prepaid. It is recommended that the unit be
insured when shipped. Any returned products without proof of purchase or those with an out-dated warranty
will be repaired or replaced (at the discretion of ZyXEL) and the customer will be billed for parts and labor.
All repaired or replaced products will be shipped by ZyXEL to the corresponding return address, Postage
Paid. This warranty gives you specific legal rights, and you may also have other rights that vary from country
to country.

Online Registration
Register your product online to receive e-mail notices of firmware upgrades and information at
www.zyxel.com for global products, or at www.us.zyxel.com for North American products.

Warranty v
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Customer Support

When you contact your customer support representative please have the following information ready:
Please have the following information ready when you contact customer support (see the next page for
contact information).

e  Product model and serial number.

e Information in Menu 24.2.1 — System Information.

e  Warranty Information.

e Date that you received your device.

e  Brief description of the problem and the steps you took to solve it.

Vi Customer Support
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METHOD SUPPORT E-MAIL TELEPHONE' WEB SITE REGULAR MAIL
SALES E-MAIL FAX' FTP SITE
LOCATION
WORLDWIDE support@zyxel.com.tw | +886-3-578-3942 www.zyxel.com ZyXEL Communications Corp.
6 Innovation Road I
www.europe.zyxel.com Science Park
ftp.zyxel.com Hsinchu 300
sales@zyxel.com.tw +886-3-578-2439 ftp.europe.zyxel.com Taiwan
NORTH support@zyxel.com +1-800-255-4101 Wwww.us.zyxel.com ZyXEL Communications Inc.
AMERICA 1130 N. Miller St.
+1-714-632-0882 Anaheim
sales@zyxel.com +1-714-632-0858 ftp.us.zyxel.com CA 92806-2001
US.A.
GERMANY support@zyxel.de +49-2405-6909-0 www.zyxel.de ZyXEL Deutschland GmbH.
sales@zyxel.de +49-2405-6909-99 Adenauerstr. 20/A2 D-52146
Wouerselen
Germany
FRANCE info@zyxel.fr +33 (0)4 72 52 97 97 www.zyxel.fr ZyXEL France
1 rue des Vergers
+33 (0)4 7252 19 20 Bat.1/C
69760 Limonest
France
SPAIN support@zyxel.es +34 902 195 420 www.zyxel.es ZyXEL Communications
Alejandro Villegas 33
sales@zyxel.es +34 913 005 345 10, 28043 Madrid
Spain
DENMARK support@zyxel.dk +45 39 55 07 00 www.zyxel.dk ZyXEL Communications A/S
Columbusvej 5
sales@zyxel.dk +45 39 55 07 07 2860 Soeborg
Denmark
NORWAY support@zyxel.no +47 22 80 61 80 www.zyxel.no ZyXEL Communications A/S
Nils Hansens vei 13
sales@zyxel.no +47 22 80 61 81 0667 Oslo
Norway
SWEDEN support@zyxel.se +46 31 744 7700 www.zyxel.se ZyXEL Communications A/S
Sjoporten 4, 41764 Goéteborg
sales@zyxel.se +46 31 744 7701 Sweden
FINLAND support@zyxel.fi +358-9-4780-8411 www.zyxel.fi ZyXEL Communications Oy
sales@zyxel.fi +358-9-4780 8448 Malminkaari 10
00700 Helsinki
Finland

' “4>* is the (prefix) number you enter to make an international telephone call.

Customer Support
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Preface

About This User's Manual

Congratulations on your purchase of the ZyWALL Internet Security Gateway. This manual is designed to
guide you through the configuration of your ZyWALL for its various applications.

Use the web configurator, System Management Terminal (SMT) or command
interpreter interface to configure your ZyWALL. Not all features can be configured
through all interfaces.

The web configurator parts of this guide contain background information on features configurable by the web
configurator and the SMT. The SMT parts of this guide contain background information solely on features
not configurable by the web configurator.

This manual may refer to the ZyWALL Internet Security Gateway as the ZyWALL.

This manual covers the ZyWALL 10W, 30W, 50 and 100 models. Supported features

and the details of the features, vary from model to model. Not every feature applies

to every model; refer to Table 1:1 Model Specific Features to see what features are
specific to your ZyWALL model.

Related Documentation

> Support Disk
Refer to the included CD for support documents.
> Read Me First or Quick Start Guide

The Read Me First or Quick Start Guide is designed to help you get up and running right away. It
contains a detailed easy-to-follow connection diagram, default settings, handy checklists and
information on setting up your network and configuring for Internet access.

> Web Configurator Online Help
Embedded web help for descriptions of individual screens and supplementary information.

> Packing List Card
The Packing List Card lists all items that should have come in the package.

> Certifications
Refer to the product page at www.zyxel.com for information on product certifications.

> ZyXEL Glossary and Web Site

Please refer to www.zyxel.com for an online glossary of networking terms and additional support
documentation.

User’s Guide Feedback

Preface XXXiX
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Help us help you. E-mail all User’s Guide-related comments, questions or suggestions for improvement to
techwriters@zyxel.com.tw or send regular mail to The Technical Writing Team, ZyXEL Communications
Corp., 6 Innovation Road II, Science-Based Industrial Park, Hsinchu, 300, Taiwan. Thank you.

Syntax Conventions

The version number on the title page is the latest firmware version that is documented in this User’s
Guide. Earlier versions may also be included.

“Enter” means for you to type one or more characters and press the carriage return. “Select” or
“Choose” means for you to use one of the predefined choices.

The SMT menu titles and labels are in Bold Times New Roman font. Command and arrow keys are
enclosed in square brackets. [ENTER] means the Enter, or carriage return key; [ESC] means the Escape
key and [SPACE BAR] means the Space Bar.

The choices of a menu item are in Bold Arial font.

Mouse action sequences are denoted using a comma. For example, “click the Apple icon, Control
Panels and Modem” means first click the Apple icon, then point your mouse pointer to Control Panels
and then click Modem.

For brevity’s sake, we will use “e.g.” as a shorthand for “for instance” and “i.e.” for “that is” or “in other
words” throughout this manual.
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Getting Started

Part I:

Getting Started

ThIS part helps you get to know your ZyWALL, introduces the web configurator and covers how to
| configure the Wizard Setup screens. |
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Chapter 1
Getting to Know Your ZyWALL

This chapter introduces the main features and applications of the ZyWALL.

1.1 ZyWALL Internet Security Gateway Overview

The ZyWALL is the ideal secure gateways for all data passing between the Internet and the LAN.

By integrating NAT, firewall and VPN capability, ZyXEL’s ZyWALL is a complete security solution that
protects your Intranet and efficiently manages data traffic on your network.

The embedded web configurator is easy to operate.

111 ZyWALL 10W Internet Security Gateway

The ZyWALL 10W is wireless ready; thus giving you the option of adding a wireless LAN to your home or
small business network.

1.1.2 ZyWALL 30W Internet Security Gateway

The ZyWALL 30W adds more firewall protection and gives you the option of adding a wireless LAN to your
small office or home office.

1.1.3 ZyWALL 50 Internet Security Gateway for Small/Home Office and
Small Businesses

The ZyWALL 50 adds more processing power to provide the robust firewall protection necessary for small
to medium businesses to handle e-business.

114 ZyWALL 100 Internet Security Gateway for Small to Medium
Businesses

The ZyWALL 100 offers the highest degree of functionality and security for business applications. It
supports up to 100 IPSec VPN connections and increases network security by adding a De-Militarized Zone
(DMZ) port for use with publicly accessible servers.

1.2 ZyWALL Features

The following sections describe ZyWALL features. Features vary by ZyWALL model.
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1.21 Physical Features
Auto-negotiating 10/100 Mbps Ethernet LAN

The LAN interface automatically detects if it’s on a 10 or a 100 Mbps Ethernet.
Auto-crossover 10/100 Mbps Ethernet LAN

The LAN interface automatically adjusts to either a crossover or straight-through Ethernet cable. This feature
is not available on all models.

Auto-negotiating 10/100 Mbps Ethernet DMZ

Public servers (Web, FTP, etc.) attached to the DeMilitarized Zone (DMZ) port are visible to the outside
world (while still being protected from DoS (Denial of Service) attacks such as SYN flooding and Ping of
Death) and can also be accessed from the secure LAN. This feature is not available on all models.

Auto-negotiating 10/100 Mbps Ethernet WAN

The 10/100 Mbps Ethernet WAN port attaches to the Internet via broadband modem or router.
Backup WAN or Auxiliary

The Dial Backup or Auxiliary port can be used in reserve as a traditional dial-up connection when/if ever the
broadband connection to the WAN port fails. This feature is not available on all models.

Time and Date

The ZyWALL allows you to get the current time and date from an external server when you turn on your
ZyWALL. You can also set the time manually. The Real Time Chip (RTC) keeps track of the time and date.
Reset Button

The ZyWALL reset button is built into the rear panel. Use this button to restore the factory default password

to 1234; IP address to 192.168.1.1, subnet mask to 255.255.255.0 and DHCP server enabled with a pool of
32 IP addresses starting at 192.168.1.33.

PCMCIA Port

The PCMCIA port provides the option of a wireless LAN. This feature is not available on all models.
IEEE 802.11b 11 Mbps Wireless LAN

The optional 11 Mbps wireless LAN card provides mobility and a fast network environment for small and

home offices. Users can connect to the local area network without any wiring efforts and enjoy reliable high-
speed connectivity. This feature is not available on all models.
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1.2.2 Non-Physical Features
Bandwidth Management Lite

Bandwidth management lite allows you to use firewall rules to perform basic bandwidth management.
Bandwidth management allows you to allocate network resources according to defined policies. This policy-
based bandwidth allocation helps your network to better handle real-time applications such as Voice-over-1P
(VoIP).

IPSec VPN Capability

Establish a Virtual Private Network (VPN) to connect with business partners and branch offices using data
encryption and the Internet to provide secure communications without the expense of leased site-to-site lines.
The ZyWALL VPN is based on the IPSec standard and is fully interoperable with other IPSec-based VPN
products.

X-Auth (Extended Authentication)

X-Auth provides added security for VPN by requiring each VPN client to use a username and password.
Certificates

The ZyWALL can use certificates (also called digital IDs) to authenticate users. Certificates are based on
public-private key pairs. Certificates provide a way to exchange public keys for use in authentication.
SSH

The ZyWALL uses the SSH (Secure Shell) secure communication protocol to provide secure encrypted
communication between two hosts over an unsecured network.

HTTPS

HyperText Transfer Protocol over Secure Socket Layer, or HTTP over SSL is a web protocol that encrypts
and decrypts web sessions. Use HTTPS for secure web configurator access to the ZyWALL.

Firewall

The ZyWALL is a stateful inspection firewall with DoS (Denial of Service) protection. By default, when the
firewall is activated, all incoming traffic from the WAN to the LAN is blocked unless it is initiated from the
LAN. The ZyWALL firewall supports TCP/UDP inspection, DoS detection and prevention, real time alerts,
reports and logs.

Content Filtering

The ZyWALL can block web features such as ActiveX controls, Java applets and cookies, as well as disable
web proxies. The ZyWALL can block or allow access to web sites that you specify. The ZyWALL can also
block access to web sites containing keywords that you specify. You can define time periods and days during
which content filtering is enabled and include or exclude a range of users on the LAN from content filtering.
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You can also subscribe to category-based content filtering that allows your ZyWALL to check web sites
against an external database of dynamically updated ratings of millions of web sites.

RADIUS (RFC2138, 2139)

RADIUS (Remote Authentication Dial In User Service) server enables authentication, authorization and
accounting for your wireless network. This feature is not available on all models.

IEEE 802.1x for Network Security

The ZyWALL supports the IEEE 802.1x standard that works with the IEEE 802.11 to enhance user
authentication. With the local user profile, the ZyWALL allows you to configure up 32 user profiles without

a network authentication server. In addition, centralized user and accounting management is possible on an
optional network authentication server. This feature is not available on all models.

Wireless LAN MAC Address Filtering

Your ZyWALL can check the MAC addresses of wireless stations against a list of allowed or denied MAC
addresses.

WEP Encryption

WEP (Wired Equivalent Privacy) encrypts data frames before transmitting over the wireless network to help
keep network communications private.

Brute-Force Password Guessing Protection

The ZyWALL has a special protection mechanism to discourage brute-force password guessing attacks on
the ZyWALL’s management interfaces. You can specify a wait-time that must expire before entering a fourth

password after three incorrect passwords have been entered. Please see the appendices for details about this
feature.'

Packet Filtering
The packet filtering mechanism blocks unwanted traffic from entering/leaving your network.

Universal Plug and Play (UPnP)

Using the standard TCP/IP protocol, the ZyWALL and other UPnP enabled devices can dynamically join a
network, obtain an IP address and convey its capabilities to other devices on the network. This feature is not
available on all models.

Call Scheduling

Configure call time periods to restrict and allow access for users on remote nodes.

! Brute Force Password Protection was not available on every model at the time of writing.
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PPPOE

PPPoE facilitates the interaction of a host with an Internet modem to achieve access to high-speed data
networks via a familiar "dial-up networking" user interface.

PPTP Encapsulation

Point-to-Point Tunneling Protocol (PPTP) is a network protocol that enables secure transfer of data from a
remote client to a private server, creating a Virtual Private Network (VPN) using a TCP/IP-based network.
PPTP supports on-demand, multi-protocol and virtual private networking over public networks, such as the
Internet. The ZyWALL supports one PPTP server connection at any given time.

Dynamic DNS Support

With Dynamic DNS (Domain Name System) support, you can have a static hostname alias for a dynamic IP
address, allowing the host to be more easily accessible from various locations on the Internet. You must
register for this service with a Dynamic DNS service provider.

IP Multicast

Deliver IP packets to a specific group of hosts using IP multicast. IGMP (Internet Group Management
Protocol) is the protocol used to support multicast groups. The latest version is version 2 (see RFC 2236); the
ZyWALL supports both versions 1 and 2.

IP Alias

IP Alias allows you to partition a physical network into logical networks over the same Ethernet interface.
The ZyWALL supports three logical LAN interfaces via its single physical Ethernet LAN interface with the
ZyWALL itself as the gateway for each LAN network.

IP Policy Routing

IP Policy Routing provides a mechanism to override the default routing behavior and alter packet forwarding
based on the policies defined by the network administrator. This feature is not available on all models.

Central Network Management

Central Network Management (CNM) allows an enterprise or service provider network administrator to
manage your ZyWALL. The enterprise or service provider network administrator can configure your
ZyWALL, perform firmware upgrades and do troubleshooting for you.

SNMP

SNMP (Simple Network Management Protocol) is a protocol used for exchanging management information
between network devices. SNMP is a member of the TCP/IP protocol suite. Your ZyWALL supports SNMP
agent functionality, which allows a manager station to manage and monitor the ZyWALL through the
network. The ZyWALL supports SNMP version one (SNMPv1).
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Network Address Translation (NAT)

Network Address Translation (NAT) allows the translation of an Internet protocol address used within one
network (for example a private [P address used in a local network) to a different IP address known within
another network (for example a public IP address used on the Internet).

Traffic Redirect

Traffic Redirect forwards WAN traffic to a backup gateway on the LAN when the ZyWALL cannot connect
to the Internet, thus acting as an auxiliary backup when your regular WAN connection fails.

Port Forwarding

Use this feature to forward incoming service requests to a server on your local network. You may enter a
single port number or a range of port numbers to be forwarded, and the local IP address of the desired server.
DHCP (Dynamic Host Configuration Protocol)

DHCP (Dynamic Host Configuration Protocol) allows the individual client computers to obtain the TCP/IP
configuration at start-up from a centralized DHCP server. The ZyWALL has built-in DHCP server
capability, enabled by default, which means it can assign IP addresses, an IP default gateway and DNS

servers to all systems that support the DHCP client. The ZyWALL can also act as a surrogate DHCP server
(DHCP Relay) where it relays IP address assignment from the actual real DHCP server to the clients.

Full Network Management
The embedded web configurator is an all-platform web-based utility that allows you to easily access the
ZyWALL’s management settings and configure the firewall. Most functions of the ZyWALL are also

software configurable via the SMT (System Management Terminal) interface. The SMT is a menu-driven
interface that you can access from a terminal emulator through the console port or over a telnet connection.

RoadRunner Support

In addition to standard cable modem services, the ZyWALL supports Time Warner’s RoadRunner Service.
Logging and Tracing

¢ Built-in message logging and packet tracing.

¢ Unix syslog facility support.

¢ Firewall logs.
¢ Content filtering logs.

Upgrade ZyWALL Firmware via LAN
The firmware of the ZyWALL can be upgraded via the LAN.
Embedded FTP and TFTP Servers

The ZyWALL’s embedded FTP and TFTP Servers enable fast firmware upgrades as well as configuration
file backups and restoration.
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1.2.3 Model Specific Features

This table lists the differences between models; it does not include features that are common to all of the
ZyWALL models documented in this user’s guide.

Table 1-1 Model Specific Features

ZYWALL MODEL 100 50 30w 10w
FEATURES
Firmware Version Number 3.52 3.52 3.62 3.62
Dial Backup (or Auxiliary) (0] * *
System DNS 0] (0]
PCMCIA Slot O 0] O
PCMCIA Card Release Button 0] o
802.11b Wireless LAN Support (0] 0 O
802.1x Wireless LAN Support (0] (0] (0]
EAP-TLS and EAP-TTLS ] 0]
Auto-crossover 10/100 Mbps Ethernet LAN o o (0]
Auto-negotiating 10/100 Mbps Ethernet DMZ 0]
Uplink Button o o
Power Switch 0]
Bandwidth Management Lite 0] (0]
IP Policy Routing o
Number of Static Routes 50 30 30 12
Number of Firewall Rules *** 400 100 100 50
Number of Custom Ports for Firewall Rules 50 30 50 50
Number of Simultaneously Usable IPSec VPN 100 50 30 10
Security Associations
Number of Configurable IPSec VPN Security 120 60 30 10
Associations
Certificates 0] o
X-Auth (Extended Authentication) 0] (0]
AES (Advanced Encryption Standard) 0] (0]
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Table 1-1 Model Specific Features

ZYWALL MODEL 100 50 30w 10W

FEATURES

SSH ) o
HTTPS (e} o
UPnP ) O
UPNP Ports Table o (0]
System DNS Server Settings (0] (0]
Trigger Port Forwarding (0] (0] (0]
Reports (0] (0] (0]
DHCP Address Reserve (0] 0] (0]

Table Key:

An “O” in a model’s column shows that the model has the specified feature

* The ZyWALL 10W and 30W use the same port for console management and for an auxiliary (backup)
WAN connection.

** The latest ZyWALL 100 hardware has an auto-crossover 10/100 Mbps Ethernet LAN port and no Uplink
button. Earlier ZyWALL 100 hardware versions had a 10/100 Mbps Ethernet LAN port and an Uplink
button.

**%* The numbers of firewall rules per ZyWALL model show here are estimated. The actual number of rules
that you can configure depends on how much memory each firewall rule takes up.

1.2.4 ZyWALL 100 Note

The ZyWALL 100 is designed to act as a secure gateway for all data passing between the Internet and the
LAN or the DMZ. It has three Ethernet ports, one RS-232 auxiliary port and one PCMCIA port (for optional
wireless applications), which are used to physically separate the network into three areas.

I. LAN Network (a trusted network)
> LAN port: The auto-negotiating 10/100 Mbps Ethernet LAN interface automatically
detects if it’s on a 10 or a 100 Mbps Ethernet. Attach computers that are to be secured from the
outside world to this port. These computers will have access to e-mail, FTP and the World Wide
Web but incoming connections (from the Internet) are only allowed if the connection is originally
initiated from the LAN computer or a firewall rule has been specifically configured to allow access.

II. DMZ Network
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> DMZ port: Attach public servers (Web, FTP, etc.) to the DeMilitarized Zone (DMZ) port.
Computers attached to this port are visible to the outside world (while still being protected from
DoS (Denial of Service) attacks such as SYN flooding and Ping of Death) and can also be accessed
from the secure LAN.

III.  WAN Network
» WAN port: The 10/100 Mbps Ethernet WAN port attaches to the Internet via broadband modem or

router.
»  Dial Backup port: This auxiliary port can be used as a backup line when/if the broadband
connection to the WAN port fails.

1.3 Applications for the ZyWALL

Here are some examples of what you can do with your ZyWALL.

1.3.1 Secure Broadband Internet Access via Cable or DSL Modem

You can connect a cable modem, DSL or wireless modem to the ZyWALL for broadband Internet access via
Ethernet or wireless port on the modem. The ZyWALL guarantees not only high speed Internet access, but
secure internal network protection and traffic management as well.

DMZ
WAN

e, ., Internet
= w

Figure 1-1 Secure Internet Access via Cable, DSL or Wireless Modem

1.3.2 VPN Application

ZyWALL VPN is an ideal cost-effective way to connect branch offices and business partners over the
Internet without the need (and expense) for leased lines between sites.
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Figure 1-2 VPN Application
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Chapter 2
Introducing the Web Configurator

This chapter describes how to access the ZyWALL web configurator and provides an overview of

21

its screens.

Web Configurator Overview

The embedded web configurator allows you to manage the ZyWALL from anywhere through a browser such
as Microsoft Internet Explorer or Netscape Navigator. Use Internet Explorer 6.0 and later or Netscape
Navigator 7.0 and later versions with JavaScript enabled.

It is recommended that you set your screen resolution to 1024 by 768 pixels. The screens you see in the web
configurator may vary somewhat from the ones shown in this document due to differences between
individual ZyWALL models or firmware versions. The screens shown come primarily from the ZyWALL
10W. Screens specific to other models have the model listed in the caption.

2.2 Accessing the ZyWALL Web Configurator

Step 1.
Step 2.
Step 3.
Step 4.

Step 5.

Make sure your ZyWALL hardware is properly connected and prepare your
computer/computer network to connect to the ZyWALL (refer to the Quick Start Guide).
Launch your web browser.

Type "192.168.1.1" as the URL.

Type "1234" (default) as the password and click Login. In some versions, the default password
appears automatically - if this is the case, click Login.

You should see a screen asking you to change your password (highly recommended) as shown
next. Type a new password (and retype it to confirm) and click Apply or click Ignore.

Use this screen to change the password.

Figure 2-1 Change Password Screen
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Step 6. Click Apply in the Replace Certificate screen to create a certificate using your ZyWALL’s
MAC address that will be specific to this device.

ZyXEL

Replace Factory Default Certificate

The factory default certificate is common to
all ZyWALL models. Click Apply to create a
certificate using your ZyWALL's MAC address
that will be specific to this device,

Figure 2-2 Replace Certificate Screen
Step 7. You should now see the MAIN MENU screen (see Figure 2-4).

The management session automatically times out when the time period set in the
Administrator Inactivity Timer field expires (default five minutes). Simply log back into
the ZyWALL if this happens to you.

2.3 Resetting the ZyWALL

If you forget your password or cannot access the web configurator, you will need to reload the factory-
default configuration file or use the RESET button the back of the ZyWALL. Uploading this configuration
file replaces the current configuration file with the factory-default configuration file. This means that you
will lose all configurations that you had previously and the speed of the console port will be reset to the
default of 9600bps with 8§ data bit, no parity, one stop bit and flow control set to none. The password will be
reset to “1234”, also.

2.3.1 Procedure To Use The Reset Button
Make sure the SYS LED is on (not blinking) before you begin this procedure.

Step 1.  Press the RESET button for ten seconds, and then release it. If the SYS LED begins to blink, the
defaults have been restored and the ZyWALL restarts. Otherwise, go to step 2.
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Step 2.
Step 3.
Step 4.

Step 5.

2.3.2

Step 1.
Step 2.

Step 3.
Step 4.
Step 5.

Step 6.

Turn the ZyWALL off.
While pressing the RESET button, turn the ZyWALL on.

Continue to hold the RESET button. The SYS LED will begin to blink and flicker very quickly
after about 10 or 15 seconds. This indicates that the defaults have been restored and the ZyWALL
is now restarting.

Release the RESET button and wait for the ZyWALL to finish restarting.

Uploading a Configuration File Via Console Port
Download the default configuration file from the ZyXEL FTP site, unzip it and save it in a folder.

Turn off the ZyWALL, begin a terminal emulation software session and turn on the ZyWALL
again. When you see the message "Press Any key to enter Debug Mode within 3 seconds", press

any key to enter debug mode.

nen

Enter "y" at the prompt below to go into debug mode.

Enter "atlc" after "Enter Debug Mode" message.

Wait for "Starting XMODEM upload" message before activating Xmodem upload on your
terminal. This is an example Xmodem configuration upload using HyperTerminal.

Click Transfer, then Send File to display the following screen.

' Send File

Folder: C:\Frogram Files

Filename:

Type the configuration file’s
location, or click Browse to
search for it.

IE:HPdeuct'\cunfig.rDm

FPratocal;

— | Choose the Xmodem
protocol.

IXdeem

- | Then click Send.
Send —IL Ehom | Cancel I

Step 7.

Figure 2-3 Example Xmodem Upload

After successful firmware upload, enter "atgo" to restart the router.

Introducing the Web Configurator
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2.4 Navigating the ZyWALL Web Configurator

The following summarizes how to navigate the web configurator from the MAIN MENU screen.

Follow the instructions you see in the MAIN MENU screen or click the icon
(located in the top right corner of most screens) to view online help.

The icon does not appear in the MAIN MENU screen.

Click WIZARD SETUP for initial
configuration including general
setup, ISP parameters for Internet
Access and WAN IP/DNS
Server/MAC address assignment.

WIRELESS LAN
WAN

SUAMNAT
STATIC ROUTE elcome ta the Zy¥EL embedded web conflgurator.

FIREWALL Use submenus to configure ZyWALL features.
CONTENT FILTER
VPN Click WIZARD 1o configure your system for Intermet access.
CERTIHCATES
ALTH SERVER Click amy link under MAIN BMENU to confiqure advanced setings,
REMOTE MGNT
:-";:‘; Click MAINTEMANCE to access a range of maintenance manus,
Oy

MAINTENANCE « Click LOGOUT to axit the web configurator.

L0

Click LOGOUT at Click MAINTENANCE to view information about your ZyWALL or upgrade
any time to exit the configuration/firmware files. Maintenance includes SYSTEM STATUS (Statistics), DHCP
web configurator. TABLE, F/W (firmware) UPGRADE and CONFIGURATION (Backup, Restore Default).

Figure 2-4 Web Configurator MAIN MENU Screen
The following table describes the sub-menus.
Table 2-1Web Configurator Screens Summary

LINK TAB FUNCTION

WIZARD Use these screens for initial configuration including general setup, ISP
parameters for Internet Access and WAN |IP/DNS Server/MAC
address assignment.

SYSTEM General Use this screen to configure general system settings.
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Table 2-1Web Configurator Screens Summary

LINK TAB FUNCTION
DDNS Use this screen to configure Dynamic Domain Name System
settings.
Password Use this screen to change your password.
Time Setting Use this screen to change your ZyWALL's time and date.
LAN P Use this screen to configure LAN DHCP and TCP/IP settings.
Static DHCP Use this screen to assign fixed IP addresses on the LAN.
IP Alias Use this screen to partition your LAN interface into subnets.
WIRELESS LAN | Wireless Use this screen to configure the wireless LAN settings.
MAC Filter Use this screen to change MAC filter settings on the ZyWALL.
802.1X Use this screen to configure the ZyWALL’s WLAN authentication
settings.
DMZ DMZ Use this screen to configure your DMZ connection.
WAN Route This screen allows you to configure route priority and traffic redirect
properties.
WAN ISP Use this screen to configure Internet Service Provider parameters.
WAN IP Use this screen to configure WAN IP address settings.
WAN MAC Use this screen to configure WAN MAC address settings.
Traffic Redirect | Use this screen to configure your traffic redirect properties and
parameters.
Dial Backup Use this screen to configure the backup WAN dial-up connection.
SUA/NAT SUA Server Use this screen to configure servers behind the ZyWALL.
Address Use this screen to configure network address translation mapping
Mapping rules.
Trigger Port Use this screen to change your ZyWALL's trigger port settings.

STATIC ROUTE

IP Static Route

Use this screen to configure IP static routes.

FIREWALL Summary This screen shows a summary of the firewall rules, and allows you to
edit/add firewall rules.
Attack Alert Use this screen to configure the threshold for DoS attacks.

Introducing the Web Configurator
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Table 2-1Web Configurator Screens Summary

LINK TAB FUNCTION
BM Global Use this screen to enable bandwidth management (lite) and set a
Setting speed for the WAN port.
CONTENT General This screen allows you to enable content filtering and block certain
FILTER web features.
Categories Use this screen to select which categories of web pages to filter out,

as well as to register for external database content filtering and view
reports.

Customization

Use this screen to customize the content filter list.

VPN VPN Rules Use this screen to configure VPN connections and view the rule
summary.
SA Monitor Use this screen to display and manage active VPN connections.

Global Setting

Use this screen to allow NetBIOS packets through the VPN
connections.

CERTIFICATES

My Certificates

Use this screen to view a summary list of certificates and manage
certificates and certification requests.

Trusted CAs

Use this screen to view and manage the list of the trusted certification
authorities.

Trusted Remote
Hosts

Use this screen to view and manage the certificates belonging to the
trusted remote hosts.

Directory Use this screen to view and manage the list of the directory servers.
Servers
AUTH SERVER | Local User Use this screen to configure the local user account(s) on the
Database ZyWALL.
RADIUS Configure this screen to use an external server to authenticate
wireless and/or VPN users.
REMOTE MGMT | WWW Use this screen to configure through which interface(s) and from
which IP address(es) users can use HTTPS or HTTP to manage the
ZyWALL.
SSH Use this screen to configure through which interface(s) and from
which IP address(es) users can use Secure Shell to manage the
ZyWALL.
TELNET Use this screen to configure through which interface(s) and from

which IP address(es) users can use Telnet to manage the ZyWALL.
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Table 2-1Web Configurator Screens Summary

LINK TAB FUNCTION
FTP Use this screen to configure through which interface(s) and from
which IP address(es) users can use FTP to access the ZyWALL.
SNMP Use this screen to configure your ZyWALL'’s settings for Simple
Network Management Protocol management.
DNS Use this screen to configure through which interface(s) and from
which IP address(es) users can send DNS queries to the ZyWALL.
Security Use this screen to set whether or not the ZyWALL responds to ICMP
pings and/or requests for unauthorized services.
UPnP UPnP Use this screen to enable UPnP on the ZyWALL.
Ports Use this screen to view the NAT port mapping rules that UPnP
creates on the ZyWALL.
LOGS View Log Use this screen to view the logs for the categories that you selected.
Log Settings Use this screen to change your ZyWALL'’s log settings.
Reports Use this screen to have the ZyWALL record and display the network
usage reports.
MAINTENANCE | General This screen contains administrative and system-related information.
DHCP Table This screen shows current DHCP client information on all network
clients using the DHCP server.
F/W Upload Use this screen to upload firmware to your ZyWALL
Configuration Use this screen to backup and restore the configuration or reset the
factory defaults to your ZyWALL.
Restart This screen allows you to reboot the ZyWALL without turning the
power off.
LOGOUT Click this label to exit the web configurator.

Introducing the Web Configurator
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Chapter 3
Wizard Setup

This chapter provides information on the Wizard Setup screens in the web configurator.

3.1  Wizard Setup Overview

The web configurator’s setup wizard helps you configure your device to access the Internet. The second
screen has three variations depending on what encapsulation type you use. Refer to your ISP checklist in the
Quick Start Guide to know what to enter in each field. Leave a field blank if you don’t have that information.

3.2 Wizard Setup: General Setup and System Name

General Setup contains administrative and system-related information. System Name is for identification
purposes. However, because some ISPs check this name you should enter your computer's "Computer
Name".

. In Windows 95/98 click Start, Settings, Control Panel, Network. Click the Identification tab, note the
entry for the Computer Name field and enter it as the System Name.

e In Windows 2000, click Start, Settings and Control Panel and then double-click System. Click the
Network Identification tab and then the Properties button. Note the entry for the Computer name
field and enter it as the System Name.

e In Windows XP, click Start, My Computer, View system information and then click the Computer
Name tab. Note the entry in the Full computer name field and enter it as the ZyWALL System Name.

3.2.1 Domain Name

The Domain Name entry is what is propagated to the DHCP clients on the LAN. If you leave this blank, the
domain name obtained by DHCP from the ISP is used. While you must enter the host name (System Name)
on each individual computer, the domain name can be assigned from the ZyWALL via DHCP.

Click Next to configure the ZyWALL for Internet access.
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General Setug:
This imfnnmation is optional, but may be helpful in accessing sendces of your
Inemet Senvice Provider, such as mail and nmes servers and customaeT suppaon

web pages.

Enter a descriptive name for identificatlon purposes. We recommaend using your
COMpUErs name,

Sywtom Hame; |

Thae I15P's domain name ks often sent astomatically by the ISP i the reoter. i you
are having difficulty accessing 15P services, you may need o enter the Domain
Name mamally in the Teld below,

Domain Mame: |

Figure 3-1 Wizard 1

3.3 Wizard Setup: Screen 2

The ZyWALL offers three choices of encapsulation. They are Ethernet, PPTP or PPPoE.

3.31 Ethernet
Choose Ethernet when the WAN port is used as a regular Ethernet.

3-2
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ISP Parammiers for Intomaet Access

Encagaulating Etamat -
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Figure 3-2 Wizard 2: Ethernet Encapsulation

The following table describes the fields in this screen.

Table 3-1 Ethernet Encapsulation

LABEL

DESCRIPTION

ISP Parameters for Internet Access

Encapsulation

You must choose the Ethernet option when the WAN port is used as a regular
Ethernet. Otherwise, choose PPPoE or PPTP for a dial-up connection.

Service Type Choose from Standard, Telstra (RoadRunner Telstra authentication method), RR-
Manager (Roadrunner Manager authentication method), RR-Toshiba (Roadrunner
Toshiba authentication method) or Telia Login.
The following fields are not applicable (N/A) for the Standard service type.

User Name Type the user name given to you by your ISP.

Password Type the password associated with the user name above.

Login Server IP
Address

Type the authentication server IP address here if your ISP gave you one.

Wizard Setup
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Table 3-1 Ethernet Encapsulation

LABEL DESCRIPTION

Login Server This field only applies when you select Telia Login in the Service Type field. Type
the domain name of the Telia login server, for example “login1.telia.com”.

Relogin Period This field only applies when you select Telia Login in the Service Type field. The

(min) Telia server logs the ZyWALL out if the ZyWALL does not log in periodically. Type the
number of minutes from 1 to 59 (30 default) for the ZyWALL to wait between logins.

Next Click Next to continue.

Back Click Back to return to the previous screen.

3.3.2 PPPoE Encapsulation

Point-to-Point Protocol over Ethernet (PPPoE) functions as a dial-up connection. PPPoE is an IETF (Internet
Engineering Task Force) draft standard specifying how a host personal computer interacts with a broadband
modem (for example DSL, cable, wireless, etc.) to achieve access to high-speed data networks. It preserves
the existing Microsoft Dial-Up Networking experience and requires no new learning or procedures.

For the service provider, PPPoE offers an access and authentication method that works with existing access
control systems (for instance, Radius). For the user, PPPoE provides a login and authentication method that
the existing Microsoft Dial-Up Networking software can activate, and therefore requires no new learning or
procedures for Windows users.

One of the benefits of PPPoE is the ability to let end users access one of multiple network services, a function
known as dynamic service selection. This enables the service provider to easily create and offer new IP
services for specific users.

Operationally, PPPoE saves significant effort for both the subscriber and the ISP/carrier, as it requires no
specific configuration of the broadband modem at the subscriber’s site.

By implementing PPPoE directly on the ZyWALL (rather than individual computers), the computers on the
LAN do not need PPPoE software installed, since the ZyWALL does that part of the task. Furthermore, with
NAT, all of the LAN's computers will have Internet access.

Refer to the Appendices for more information on PPPoE.
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Figure 3-3 Wizard2: PPPoE Encapsulation

The following table describes the fields in this screen.

Table 3-2 PPPoE Encapsulation

LABEL

DESCRIPTION

ISP Parameter for Internet Access

Encapsulation

Choose an encapsulation method from the pull-down list box. PPPoE forms a dial-up

connection.

Service Name

Type the name of your service provider.

User Name Type the user name given to you by your ISP.

Password Type the password associated with the user name above.

Nailed-Up Select Nailed-Up Connection if you do not want the connection to time out.
Connection

Idle Timeout Type the time in seconds that elapses before the router automatically disconnects from

the PPPoE server. The default time is 100 seconds.

Wizard Setup

3-5



ZyWALL Series Internet Security Gateway

Table 3-2 PPPoE Encapsulation

LABEL DESCRIPTION
Next Click Next to continue.
Back Click Back to return to the previous screen.

3.3.3 PPTP Encapsulation

Point-to-Point Tunneling Protocol (PPTP) is a network protocol that enables transfers of data from a remote
client to a private server, creating a Virtual Private Network (VPN) using TCP/IP-based networks.

PPTP supports on-demand, multi-protocol, and virtual private networking over public networks, such as the
Internet.

Refer to the Appendices for more information on PPTP.

The ZYWALL supports one PPTP server connection at any given time.
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Figure 3-4 Wizard 2: PPTP Encapsulation
The following table describes the fields in this screen.

Table 3-3 PPTP Encapsulation

LABEL

DESCRIPTION

ISP Parameters for Internet Access

Encapsulation Select PPTP from the drop-down list box.

User Name Type the user name given to you by your ISP.

Password Type the password associated with the User Name above.

Nailed-Up Select Nailed-Up Connection if you do not want the connection to time out.

Connection

Idle Timeout Type the time in seconds that elapses before the router automatically disconnects
from the PPTP server.

PPTP Configuration

Wizard Setup
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Table 3-3 PPTP Encapsulation

LABEL DESCRIPTION
My IP Address Type the (static) IP address assigned to you by your ISP.
My IP Subnet Type the subnet mask assigned to you by your ISP (if given).

Mask
Server IP Address | Type the IP address of the PPTP server.

Connection Enter the connection ID or connection name in this field. It must follow the "c:id" and
ID/Name "n:name" format. For example, C:12 or N:My ISP.
This field is optional and depends on the requirements of your DSL modem.
Next Click Next to continue.
Back Click Back to return to the previous screen.

3.4 Wizard Setup: Screen 3

The third wizard screen allows you to configure WAN IP address assignment, DNS server address
assignment and the WAN MAC address.

3.41 WAN IP Address Assignment

Every computer on the Internet must have a unique IP address. If your networks are isolated from the
Internet, for instance, only between your two branch offices, you can assign any IP addresses to the hosts
without problems. However, the Internet Assigned Numbers Authority (IANA) has reserved the following
three blocks of IP addresses specifically for private networks.

Table 3-4 Private IP Address Ranges

10.0.0.0 - 10.255.255.255
172.16.0.0 - 172.31.255.255
192.168.0.0 - 192.168.255.255

You can obtain your IP address from the IANA, from an ISP or have it assigned by a private network. If you
belong to a small organization and your Internet access is through an ISP, the ISP can provide you with the
Internet addresses for your local networks. On the other hand, if you are part of a much larger organization,
you should consult your network administrator for the appropriate IP addresses.
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Regardless of your particular situation, do not create an arbitrary IP address;
always follow the guidelines above. For more information on address assignment,
please refer to RFC 1597, Address Allocation for Private Internets and RFC 1466,
Guidelines for Management of IP Address Space.

3.4.2 IP Address and Subnet Mask

Similar to the way houses on a street share a common street name, so too do computers on a LAN share one
common network number.

Where you obtain your network number depends on your particular situation. If the ISP or your network
administrator assigns you a block of registered IP addresses, follow their instructions in selecting the IP
addresses and the subnet mask.

If the ISP did not explicitly give you an IP network number, then most likely you have a single user account
and the ISP will assign you a dynamic IP address when the connection is established. If this is the case, it is
recommended that you select a network number from 192.168.0.0 to 192.168.255.0 and you must enable the
Network Address Translation (NAT) feature of the ZyWALL. The Internet Assigned Number Authority
(IANA) reserved this block of addresses specifically for private use; please do not use any other number
unless you are told otherwise. Let's say you select 192.168.1.0 as the network number; which covers 254
individual addresses, from 192.168.1.1 to 192.168.1.254 (zero and 255 are reserved). In other words, the first
three numbers specify the network number while the last number identifies an individual computer on that
network.

Once you have decided on the network number, pick an IP address that is easy to remember, for instance,
192.168.1.1, for your ZyWALL, but make sure that no other device on your network is using that IP address.
The subnet mask specifies the network number portion of an IP address. Your ZyWALL will compute the
subnet mask automatically based on the IP address that you entered. You don't need to change the subnet
mask computed by the ZyWALL unless you are instructed to do otherwise.

3.4.3 DNS Server Address Assignment

Use DNS (Domain Name System) to map a domain name to its corresponding IP address and vice versa, for

instance, the IP address of www.zyxel.com is 204.217.0.2. The DNS server is extremely important because

without it, you must know the IP address of a computer before you can access it.

The ZyWALL can get the DNS server addresses in the following ways.

1. The ISP tells you the DNS server addresses, usually in the form of an information sheet, when you sign
up. If your ISP gives you DNS server addresses, enter them in the DNS Server fields in DHCP Setup.

2. If the ISP did not give you DNS server information, leave the DNS Server fields in DHCP Setup set to
0.0.0.0 for the ISP to dynamically assign the DNS server IP addresses.

344 WAN MAC Address

Every Ethernet device has a unique MAC (Media Access Control) address. The MAC address is assigned at
the factory and consists of six pairs of hexadecimal characters, for example, 00:A0:C5:00:00:02.
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You can configure the WAN port's MAC address by either using the factory default or cloning the MAC
address from a computer on your LAN. Once it is successfully configured, the address will be copied to the
"rom" file (ZyNOS configuration file). It will not change unless you change the setting or upload a different

"rom" file.

ZyXEL recommends you clone the MAC address from a computer on your LAN
even if your ISP does not require MAC address authentication.

Table 3-5 Example of Network Properties for LAN Servers with Fixed IP Addresses

Choose an IP address

192.168.1.2-192.168.1.32; 192.168.1.65-192.168.1.254.

Subnet mask

255.255.255.0

Gateway (or default route)

192.168.1.1(ZyWALL LAN IP)

The third wizard screen varies according to the type of encapsulation that you select in the second wizard

screen.

™ Spaool this Computer’s BMAC Address - [P Address

WAN IF Address Assignment
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 lse flxed IP sddress

By WAN 1P Adldrass noonon
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System DNS Servers
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Secund DNS Server [1ane = |
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& Factory Default
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Fimsh I

Figure 3-5 Wizard 3
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Table 3-6 WAN Setup

LABEL

DESCRIPTION

WAN IP Address Assignment

Get automatically from
ISP

Select this option If your ISP did not assign you a fixed IP address. This is the
default selection.

Use fixed IP address

Select this option If the ISP assigned a fixed IP address.

IP Address

Enter your WAN IP address in this field if you selected Use Fixed IP Address.

IP Subnet Mask

Enter the IP subnet mask in this field if you selected Use Fixed IP Address.
This field is not available when you select PPPoE encapsulation in the previous
wizard screen.

Gateway |IP Address

Enter the gateway IP address in this field if you selected Use Fixed IP
Address. This field is not available when you select PPPoE encapsulation in
the previous wizard screen.

System DNS Servers (if applicable)

DNS (Domain Name System) is for mapping a domain name to its corresponding IP address and vice
versa. The DNS server is extremely important because without it, you must know the IP address of a
computer before you can access it. The ZyWALL uses a system DNS server (in the order you specify here)
to resolve domain names for VPN, DDNS and the time server.

First DNS Server

Second DNS Server

Third DNS Server

Select From ISP if your ISP dynamically assigns DNS server information (and
the ZyWALL's WAN IP address). The field to the right displays the (read-only)
DNS server IP address that the ISP assigns.

Select User-Defined if you have the IP address of a DNS server. Enter the
DNS server's IP address in the field to the right.

Select None if you do not want to configure DNS servers. If you do not
configure a system DNS server, you must use IP addresses when configuring
VPN, DDNS and the time server.

DNS Server Address
Assignment

DNS (Domain Name System) is for mapping a domain name to its
corresponding IP address and vice versa, e.g., the IP address of
www.zyxel.com is 204.217.0.2. The DNS server is extremely important because
without it, you must know the IP address of a machine before you can access it.

Get automatically from
ISP

Select this option if your ISP does not give you DNS server addresses. This
option is selected by default.

Use fixed IP address -
DNS Server IP Address

Select this option If your ISP provides you a DNS server address.

Primary/Secondary
DNS Server

If you selected the Use fixed IP address — Primary/Secondary DNS Server
option, enter the provided DNS addresses in these fields.

Wizard Setup
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Table 3-6 WAN Setup

LABEL

DESCRIPTION

WAN MAC Address

The MAC address field allows you to configure the WAN port's MAC Address by
either using the factory default or cloning the MAC address from a computer 