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Overview

This Quick Start Guide shows how to set up and configure the NWA-3100 (Z in the figure)
to allow wireless clients to securely access your wired network. See your User’s Guide for

more information.

‘(Ikntjrnet
il

,@ You may need your Internet access information.

To set up your wireless network you need to:

1 Connect the hardware.

2 Access the Web configurator.

3 Configure Internet access.

4 Install the hardware.

5 Set up Power over Ethernet (optional).
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1 Connect the Hardware

[— - Be—
POWER RES:T ETHERNET Q@

o BE o

1 Using an Ethernet cable, connect the ETHERNET port to a computer for initial
configuration.

2 Connect the POWER 12VDC socket to a power source using only the included power
adaptor.

g Connect the NWA-3100’s ETHERNET port to an Ethernet jack with network
access after you have completed the initial configuration.
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1.1 LEDs

The PWR and ZyAIR LEDs turn on when the power is connected. The ETHN LED turns on
if the ETHERNET port is properly connected.

? If the PWR LED does not turn on, make sure you are using the correct

power adaptor and that the power adaptor is plugged into an appropriate
power supply. Unplug the power adaptor and plug it in again. If the error
persists, you may have a hardware problem. In this case, you should
contact your vendor.

If the ETHN LED does not turn on, check the cable connection to the NWA-
3100’'s ETHERNET port. Ensure your computer’s network card is working

properly.

2 Access the Web Configurator

,@ Use Internet Explorer 6.0 and later or Netscape Navigator 7.0 and later
versions with JavaScript enabled.
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2.1 Set Up Your Computer’s IP Address

You must first set your computer to use a static IP address in the 192.168.1.3 -
192.168.1.254 range with a subnet mask of 255.255.255.0. This ensures that your
computer can communicate with your NWA-3100.

The following instructions are for the Windows 2000, Windows NT and Windows XP
operating systems.
1 In Windows XP, click Start > Control Panel.
In Windows 2000/NT, click Start > Settings > Control Panel.
2 In Windows XP, click Network Connections.
In Windows 2000/NT, click Network and Dial-up Connections.
3 Right-click Local Area Connection and then click Properties.

4 Select Internet Protocol (TCP/IP) (under the General tab in Windows XP) and click
Properties.

5 The Internet Protocol TCP/IP Properties screen opens (the General tab in Windows
XP).

Internet Protocol (TCP/IP) Properties ﬂﬂ

General |

‘r'ou can get |P zettings assigned automatically if your network, supports
this capability. Otherwise, vou need to ask vour network. administrator for
the appropriate |P settings.

" [Obtair an P address automaticallr

—(* Lse the following IP address:

1P address: 192 188 . 1 . 3

Subnet maszk: I 285 2585 285 0

Default gateway: 192 188 . 1 . 2 i

Etamm LS semven address autamatically

—* Use the following DMS server addresses:

Freferred DMS server: I . . .

Alternate DMS server: I o : P
Advanced... |
()8 I Cancel |

6 Select Use the following IP address and fill in the IP address (choose one in the
range 192.168.1.3 - 192.168.1.254), Subnet mask (255.255.255.0), and Default
gateway (192.168.1.2) fields.

7 Click OK to close the Internet Protocol (TCP/IP) Properties window.

8 Click Close (OK in Windows 2000/NT) to close the Local Area Connection
Properties window.
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Close the Network Connections window.

2.2 Log Into the Web Configurator

g Even though you can connect to the NWA-3100 wirelessly, it is

recommended that you connect your computer to the ETHERNET port for
initial configuration.

1 Launch your web browser. Enter
192.168.1.2 (the NWA-3100’s default

J File Edt Wew Favorites Tools Help

IP address) as the address. | Address | hpifj192.168.1.2 =
? If you cannot access the Web configurator, make sure the IP addresses

and subnet masks of the NWA-3100 and the computer are in the same IP
address range (see Section 2.1).

2 Click Login (the default password
1234 is already entered).

NWA-3100

Enter Password and click Login.

—

3 Change the login password by
entering a new password and

clicking Apply. Be sure to record the Use this screen to change the password.
new password and keep it in a safe
place. New Password: I

Retype to Confirm: I
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?

° If you change the password and then forget it, you will need to reset the
NWA-3100. Refer to the User’s Guide for how to use the RESET button.

4 Click Apply to replace the factory
default certificate for added security;
alternatively click Ignore to proceed
if you do not want to change the The factory default certificate is common to all

certificate now. NWA models. Click Apply to create a certificate
using your NWA's MAC address that will be specific

Replace Factory Default Certificate

to this device.

5 The MAIN MENU screen appears.  FI%{58

ADVANCED
SYSTEM
WIRELESS
P

ROGUE AP
REMOTE MGNT
CERTIFICATES
VLAN

MAINTENANCE Welcome to the ZyXEL embedded web configurator.

LoGouT

« Click Maintenance to access a range of maintenance submenus.
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3 Configure Internet Access
1 Click SYSTEM in the navigation panel.

SYSTEM
VVINLLLI3

IP

ROGUE AP
REMOTE MGNT
CERTIFICATES
LOGS

VLAN

MAINTENANCE

LOGOUT

2 The SYSTEM > General screen appears.

General Password Time Setting

General Setup

System Name [INrvA-3100
Domain Name |
Administrator Inactivity Timer ID (minutes, 0 means no timeout)

System DNS Servers
First DNS Server IFrDm DHCP Vl ID.D.D.D
Second DNS Server IFrDm DHCF 'l ID.D.D.D
Third DNS Server IFrom DHCP vl ID.D.D.D

Feset |

System Name is for identifying the NWA-3100 on your network. Choose a distinctive
name, or leave this at its default.

Domain Name: Enter a domain name if your ISP requires one for authentication.
Otherwise you can leave it blank or set to whatever may have displayed automatically.

DNS Server(s): if your ISP gave you specific DNS (Domain Name System) settings, enter
them here. Otherwise, leave these fields at their defaults.

3 Click Apply.
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4 Click WIRELESS in the Wireless SSID Security ~ RADIUS  Layer2 Isolation MAC Filter
naVIQatlon panel The Operating Mode Access Point e
following screen appears. 80211 Mode B021Tbrg =
¥ Super Mode
Choose Channel ID ChannekIE 2437hHz =] or
RTS/CTS Threshold e
Fragmentation Threshold 2346 | (266 - 2348)
Output Power 100% 7
SSID Profile 55003 >

¥ Enable Breathing LED
¥ Enable Spanning Tree Protocol (STP)
" Roaming Active

Applhy Reset

/@g The wireless stations and the NWA-3100 must use the same SSID,
channel ID and encryption settings for wireless communication.

Operating Mode: Ensure that Access Point mode is selected.

802.11 Mode: Select the wireless standard you want your network to use. If all the
wireless clients support IEEE 802.11a, select 802.11a. Otherwise, select 802.11b+g.

Choose Channel ID: Select the wireless channel you want your network to use. To have
the NWA-3100 automatically select a channel, click Scan instead.

SSID Profile: Select the SSID profile you want to configure for network access from the
drop-down list box. This example uses the SSID03 profile.

5 Click Apply to save your settings.

6 Click the SSID tab. The Wircless | SSID Security  RADIUS _ Layer2 Isolation MAC Filter
following screen appears.

, [ e Mame 1SS0 Secwiy | wows 1005 |
SSID03’s default SSID (the I voip_ssip ZyXELD security01 radiusdt volP
name of the network) is SSID03 ZyXELO3 security)l radius)1 NONE :’
ZyXELO3 and its default L L L Ly

) . . . Il ssioos ZyXELOS security01 radius1 NONE
Securlty setting is Securlty01 . Il ssioos ZyXELOG securiyll radius0t NONE
. . . N ssioo? ZyXELO? securityd1 radius1 NONE
If the settings are different, or if [ = o LD TyXELDB securityil radiusdt NONE
EIEN ssiooe ZyXELOD securig01 radiusdt NONE
you want to change the SSID’ IR ssion ZyXEL1D securigd1 radiusdt NONE
select SSID03 and click Edit to EE} SSID11 ZyXEL1 securitydl radius0t NONE
. 12 ssiD1z ZyXEL1Z security1 radiusd1 NONE
Change the settlngs. IEER ssions ZyXEL13 securityd1 radius1 NONE
14 ssiD14 ZyXEL14 security0l radiusit NONE

(o] 1]
B ssibis ZyXEL1S securitydl radius1 NONE
IR ssios ZyXEL1G securiyd1 radiusdt NONE
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7 Click the Security tab. Ensure
that Security01 is selected
and click Edit.

8 This is where you can enter
the security settings for your
wireless network. The fields
you fill in differ according to
the type of security you select
in the Security Mode field.
Select None if you do not wish
to use wireless security.

This example uses WPA2-PSK
security, in which all wireless

clients must use the same pre-
shared key to join the network.

Ensure that all your wireless
clients can use the type of
security you set. Click Apply
when you have finished.

9 Click IP in the navigation
panel.

If you have an IP address to
use, select Use fixed IP
address and enter it along with
the subnet mask and gateway
IP address. Otherwise, select
Get automatically from DHCP.
Click Apply.

Wireless SSID Security RADIUS

Layer2 Isolation

MAC Filter

Crertins Mnde

None

securit3

None

securityd

None

securitls

None

security06

None

securityl?

None

security08

None

securityl9

None

security10

None

security!l

None

security12

None

securityl3

None

securityld

None

securityls

None

[ e[ 5 |
| o [ o+ |
[ e[ 5 |
| o [ s |
[ e[ 7 |
| o [ s |
[ o[ 5 |
| ¢ [ w |
[ e [ u |
| o [ v |
[ e[ v |
| o [ u |
[ e [ 5 |
| » [ w |

security16

None

Wireless SSID Security RADIUS

Hame :
Security Mode :

Layer-2 Isolation

MAC Filter

security0

WPAZ-PSK =

Pre-Shared Key :

ReAuthentication Timer :
ldle Timeout :

Group Key Update Timer :

Thisismy\WPAZ-PSKPresharedkesy]
hﬁT (in seconds)
|3ET (in seconds)
W (in seconds)

Reset
1P
IP Address Assignment

" Get automatically from DHCP

@ Use fixed IP address
IP Address IW 92.168.1.2
IP Subnet Mask |255.255.255 0
Gateway IP Address ID 0.0.0

Ay Feset |
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10 Change the wireless settings in the wireless stations to match those of the NWA-
3100. Refer to your wireless adapter’s documentation.

g If you change the NWA-3100’s IP address, you must use the new IP
address when you next access the web configurator.

The device is now ready to connect to your wired network. You can do this now, or once
you have installed the hardware.

?

° If the wireless clients cannot access the wired network, verify that the IP
address and the subnet mask of the NWA-3100 and the computers on the
network are in the same range. If the ETHN LED is off, check the cables
between the NWA-3100 and your computer or hub.

4 Install the Hardware

4.1 Attaching Antennas

/@ When facing the front of the NWA-3100, the right antenna (main antenna)
transmits and receives; the left antenna only receives.

1 Screw the antennas clockwise onto the
antenna connectors on the sides of your
NWA-3100. The antennas should be
perpendicular to the ground and parallel
to each other.

Make sure the antennas are securely
screwed onto the antenna connectors.

10
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4.2 Hardware Mounting

In general, the best location for the access point is at the center of your intended wireless
coverage area. For better performance, mount the NWA-3100 high up in an area that is
free of obstructions.

Free-standing

Lie your NWA-3100 on a flat, level surface (a desk or shelf, for example) that is strong
enough to support the weight of the NWA-3100 with connection cables.

Wall-mounted
Do the following to attach your NWA-3100 to a wall.

1 Screw two screws (not included) into the wall 60mm apart (see the figure in step 3).
Use screws with 6mm ~ 8mm (0.24" ~ 0.31") wide heads. Do not screw the screws all
the way in to the wall; leave a small gap between the head of the screw and the wall.

The gap must be big enough for the screw heads to slide into the screw slots and the
connection cables to run down the back of the NWA-3100.

/@5 Make sure the screws are securely fixed to the wall and strong enough to
hold the weight of the NWA-3100 with the connection cables.

2 Adjust the cables.

Run the connection cables down the back of the NWA-3100 as shown in the following
figure.

OR:
Run the connection cables upward and along the edge of the ceiling.

Il
[ 3

4
-
| GG

e
I

11
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3 Align the holes on the back | |
of the NWA-3100 with the J
screws on the wall. Hang T E’J!
the NWA-3100 on the L aing
screws. J

-l
)

5 Set Up Power Over Ethernet (Optional)

Power over Ethernet (PoE) is the ability to provide power to your NWA-3100 via an 8-pin
CAT 5 Ethernet cable, eliminating the need for a nearby power source.

A PoE injector (not included) is also needed to supply the Ethernet cable with power. This
feature allows increased flexibility in the location of your NWA-3100.

In the following figure, Z is your NWA-3100, A is the CAT 5 Ethernet cable, B is the PoE
injector and C is the power cable.

LAN
Z

= P

B

6 Procedure to View a Product’s Certification(s)

1 Go to www.zyxel.com.

2 Select your product from the drop-down list box on the ZyXEL home page to go to that
product's page.

3 Select the certification you wish to view from this page.

12
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Ubersicht

In dieser Kurzanleitung erfahren Sie, wie der NWA-3100 (im Beispiel unten mit einem Z
gekennzeichnet) installiert und konfiguriert wird, damit Wireless-Clients sicher auf |hr

kabelgebundenes Netzwerk zugreifen kdnnen. Weitere Informationen finden Sie im
Benutzerhandbuch.

Internet
/ 2% - -/
N— N—
Z ¢
(G )
©
) &
- yA -
= S =
-

g Halten Sie die Daten fir Ihren Internetzugang bereit

Um das Drahtlosnetzwerk einzurichten, miissen Sie:
1 Die Hardware anschlief3en.
2 Auf den Web-Konfigurator zugreifen.

3 Den Internetzugriff konfigurieren.
4 Die Hardware installieren.

5 Power-over-Ethernet einrichten (optional).

13
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1 AnschlieBRen der Hardware

POWER RES:T ETHERNET
12YDC

o BE o

1 Verbinden Sie fiir die Erstkonfiguration den ETHERNET-Anschluss mit einem Ethernet-
Kabel mit dem Computer.

2 Verbinden Sie die 12VDC-Netzanschlussbuchse POWER das Gerat mit dem
mitgelieferten Netzadapter an das Stromnetz an.

g Nachdem Sie die Erstkonfiguration durchgefiihrt haben, verbinden Sie den
ETHERNET-Anschluss des NWA-3100 mit einem Ethernetanschluss mit
Netzwerkverbindung.

14
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1.1 LED-Anzeigen

Sobald das Gerat mit Strom versorgt wird, beginnen die LED-Anzeigen PWR und ZyAIR zu
leuchten. Die LED-Anzeige ETHN beginnt zu leuchten, wenn der ETHERNET-Anschluss
richtig angeschlossen ist.

?

° Wenn die LED-Anzeige PWR nicht leuchtet, priifen Sie, ob der richtige
Netzadapter verwendet wird und ob der Adapter an eine funktionierende
Steckdose angeschlossen wurde. Trennen Sie den Netzadapter ab und
schlieen Sie ihn wieder an. Wenn der Fehler weiterhin besteht, gibt es
moglicherweise ein Problem mit der Hardware. In diesem Fall sollten Sie
sich an den Handler wenden, bei dem Sie das Gerat erworben haben.

Wenn die LED-Anzeige ETHN nicht leuchtet, prifen Sie die
Kabelverbindung zum ETHERNET-Anschluss des NWA-3100. Stellen Sie
sicher, dass die Netzwerkkarte des Computers richtig funktioniert.

2 Zugreifen auf den Web-Konfigurator

g Verwenden Sie den Internet Explorer 6.0 und neuere Versionen oder den
Netscape Navigator 7.0 und neuere Versionen mit aktiviertem JavaScript.

15
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2.1 Einrichten der IP-Adresse des Computers

Zuerst mussen Sie lhren Computer so einrichten, dass er eine statische |IP-Adresse im
Bereich 192.168.1.3 - 192.168.1.254 mit der Subnetzmaske 255.255.255.0 verwendet. Auf
diese Weise kann lhr Computer mit dem NWA-3100 kommunizieren.

Die folgende Beschreibung betrifft die Betriebssysteme Windows 2000, Windows NT und
Windows XP.

1 Klicken Sie bei Windows XP auf Start (Start) > Control Panel (Systemsteuerung).

Klicken Sie bei Windows 2000/NT auf Start (Start) > Settings (Einstellungen) > Control
Panel (Systemsteuerung).

2 Klicken Sie bei Windows XP auf Network Connections (Netzwerkverbindungen).

Klicken Sie bei Windows 2000/NT auf Network and Dial-up Connections (Netzwerk- und
DFU-Verbindungen).

3 Klicken Sie mit der rechten Maustaste auf Local Area Connection (LAN-Verbindung)
und dann auf Properties (Eigenschaften).

4 Wabhlen Sie Internet Protocol (TCP/IP) (Internetprotokoll (TCP/IP) (bei Windows XP
auf der Registerkarte General (Allgemein)), und klicken Sie auf Properties
(Eigenschaften).

5 Auf dem Bildschirm erscheint das Dialogfeld Internet Protocol TCP/IP Properties
(Internetprotokolleigenschaften (TCP/IP) (bei Windows XP?die Registerkarte General
(Allgemein)).

Internet Protocol (TCP/IP) Properties e |

General |

‘r'ou can get |P zettings assigned automatically if your network, supports
this capability. Otherwise, vou need to ask vour network. administrator for
the appropriate |P settings.

" Obtair an P address automaticallr

(—l’:’ Uze the following IP address:

1P address: 192 188 . 1 . 3
Subnet maszk: I 285 2585 285 0
Default gateway: 192 188 . 1 . 2 J

—* Use the following DMS server addresses:

Freferred DMS server: I . . .

Alternate DMS server: I o : P
Advanced... |
()8 I Cancel |

6 Wahlen Sie die Option Use the following IP address (Folgende IP-Adresse
verwenden), und geben Sie im Feld IP address eine IP-Adresse (aus dem Bereich

16
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192.168.1.3 - 192.168.1.254), im Feld Subnet mask eine Subnetz-Maske
(255.255.255.0) und im Feld Default gateway das Standard-Gateway (192.168.1.2)
ein.

7 Klicken Sie auf OK, um das Fenster Internet Protocol (TCP/IP) Properties
(Internetprotokolleigenschaften (TCP/IP)) zu schlief3en.

8 Klicken Sie auf Close (SchlieBen) (bei Windows 2000/NT auf OK), um das Fenster
Local Area Connection Properties (Eigenschaften von LAN-Verbindung) zu
schliefRen.

SchlieBen Sie das Fenster Network Connections (Netzwerkverbindungen).

2.2 Anmelden beim Web-Konfigurator

,€§ Auch wenn Sie eine drahtlose Verbindung zum NWA-3100 herstellen
kénnen, wird empfohlen, das Gerat fur die Erstkonfiguration tber den
ETHERNET-Anschluss an den Computer anzuschlief3en.

1 Starten Sie lhren Webbrowser.
Geben Sie als Adresse 192.168.1.2
(die Standard-IP-Adresse des NWA- | Address | hitpsjjioz. 168,12 [

J File Edit ‘Wwiew Fawvorites Tools  Help

3100) ein.

?

° Wenn Sie nicht auf den Web-Konfigurator zugreifen kénnen, prifen Sie,
ob die IP-Adressen und Subnetz-Masken des NWA-3100 und des
Computers im selben IP-Adressbereich liegen (siehe Abschnitt 2.1).

2 Klicken Sie auf Login (Anmelden)
(das Standardkennwort 1234 ist

bereits vorgegeben). NWA-3100

Enter Password and click Login.

Password: - I

17
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3 Andern Sie das Kennwort, indem Sie
ein neues Kennwort eingeben und
auf Apply (Ubernehmen) klicken.
Notieren Sie sich das neue Kennwort
und bewahren Sie die Notiz an
einem sicheren Ort auf.

Use this screen to change the password.

New Password: |

Retype to Confirm: |

?

° Wenn Sie das neue Kennwort vergessen haben, muss der NWA-3100

zurlickgesetzt werden. Lesen Sie im Benutzerhandbuch nach, wie die
RESET-Taste verwendet wird.

4 Klicken Sie auf Apply
(Ubernehmen), um das werkseitig
eingerichtete Standardzertifikat fiir
zusatzliche Sicherheit zu ersetzen.
Sie kdnnen jedoch auch auf Ignore
(Ignorieren) klicken, um fortzufahren,
wenn Sie das Zertifikat jetzt nicht
andern mochten.

5 Das Fenster MAIN MENU
(Hauptmenu) erscheint.

Replace Factory Default Certificate

The factory default certificate is common to all
NWA models. Click Apply to create a certificate
using your NWA's MAC address that will be specific

ZyXEL

ADVANCED
SYSTEM
WIRELESS
P
ROGUE AP
REMOTE MGNT
CERTIFICATES
LOGS
VLAN

MAINTENANCE

LoGouT

to this device.

Welcome to the ZyXEL embedded web configurator.

« Click Maintenance to access a range of maintenance submenus.

18
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3 Konfigurieren des Internetzugriffs
1 Klicken Sie in der Navigationsleiste auf SYSTEM (System).

SYSTEM
VVINLLLI3

IP

ROGUE AP
REMOTE MGNT
CERTIFICATES
LOGS

VLAN

MAINTENANCE

LOGOUT

2 Das Fenster SYSTEM > General (System > Allgemein) erscheint.

General Password Time Setting
General Setup
System Name [INrvA-3100

Domain Name |
Administrator Inactivity Timer ID (minutes, 0 means no timeout)

System DNS Servers

First DNS Server IFrDm DHCP Vl ID.D.D.D
Second DNS Server IFrDm DHCF 'l ID.D.D.D
Third DNS Server IFrom DHCP vl ID.D.D.D

Feset |

Der System Name (Systemname) identifiziert den NWA-3100 in lhrem Netzwerk.
Wahlen Sie einen Namen oder belassen Sie diesen als Standard.

Domain Name (Domainname): Geben Sie einen Domainnamen ein, wenn |hr
Internetdienstanbieter diesen fiir die Authentifizierung benétigt. Sie kdnnen dieses Feld
auch frei lassen oder den Eintrag belassen, der automatisch angezeigt wurde.

DNS Server(s) (DNS-Server): Wenn Sie von lhrem Internetdienstanbieter bestimmte
DNS-Einstellungen (Domain Name System) erhalten haben, missen diese hier
eingegeben werden. Anderenfalls belassen Sie die Standardeinstellungen dieser Felder.

3 Klicken Sie auf Apply (Ubernehmen).
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4 Klicken Sie in der Wireless SSID Security ~ RADIUS  Layer2 Isolation MAC Filter
Na\“gatlonSIGISte an Operating Mode Access Point B
WIRELESS (Drahtlos). Das 80211 Mode 8210y =

. ¥ Super Mode
folgende Fenster erscheint. Choose Channel ID Charnel06 2437MHz | or
RTS/CTS Threshald B
Fragmentation Threshold 2346 (256 ~ 2346)
Output Power 100% hd
SSID Profile SSID03 x

¥ Enable Breathing LED
¥ Enable Spanning Tree Protocol (STP)
" Roaming Active

Applhy Reset

/@g Die Drahtlosstationen und der NWA-3100 mussen fir die
Drahtloskommunikation dieselbe SSID, dieselbe Kanal-ID und dieselben
Verschlisselungseinstellungen verwenden.

Operating Mode (Betriebsmodus): Wahlen Sie als Betriebsmodus die Option Access
Point.

802.11 Mode (802.11-Modus): Wahlen Sie den Drahtlosstandard, den Ihr Netzwerk
verwenden soll. Wenn alle Wireless-Clients IEEE 802.11a unterstiitzten, wahlen Sie
802.11a. Anderenfalls wahlen Sie 802.11b+g.

Choose Channel ID (Kanal-ID wahlen): Wahlen Sie den Drahtloskanal, den Ihr Netzwerk
verwenden soll. Damit der NWA-3100 automatisch einen Kanal wahlt, klicken Sie auf
Scan (Suchlauf).

SSID Profile (SSID-Profil): Wahlen Sie aus dem Listenfeld das SSID-Profil aus, das Sie
fur Ihren Netzwerkzugriff konfigurieren méchten. In diesem Beispiel wird das Profil
SSID03 eingerichtet.

5 Klicken Sie auf Apply (Ubernehmen), um die Einstellungen zu speichern.

20
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6 Klicken Sie auf die
Registerkarte SSID. Das
folgende Fenster erscheint.

Die Standard-SSID (Name des
Netzwerks) des SSID03 ist
ZyXELO03, und seine Standard-
Sicherheitseinstellung ist
Security01.

Wenn die Einstellungen anders
sind, oder wenn Sie die SSID
andern mochten, wahlen Sie
SSID03, und klicken Sie auf
Edit (Bearbeiten), um die
Einstellungen zu é&ndern.

7 Klicken Sie auf die
Registerkarte Security
(Sicherheit). Wahlen Sie die
Option Security01, und klicken
Sie auf Edit (Bearbeiten).

Wireless | SSID | Security RADIUS  Layer2 Isolation MAC Filter
| lindex] _Mame | SSID | Secuity [ RADWS [ QoS |
BN voir_ssip ZyXELO1 securityd1 radiusd1 VoIP
i el AU
SSID03 ZyXELO3 security01 radius)1 NONE :.
T
N ssioos ZyXELOS securit01 radiusd1 NONE
Il ssioos ZyXELOG security01 radiusd1 NONE
A ssioor ZyXELOT security01 radius1 NONE
Il ssioee ZyXELOB security01 radius1 NONE
Il ssiooe ZyXELDY securityd1 radius1 NONE
IR ssion ZyXEL10 securityd1 radiusdt NONE
IR ssion ZyXEL1 securig01 radiusdt NONE
IR ssionz ZyXEL1Z securigd1 radiusd1 NONE
IEEN ssionz ZyXEL13 securityd1 radius)t NONE
RS ssione ZyXELM securityd1 radiusdt NONE
N ssiis ZyXEL1S security01 radius1 NONE
IR ssiots ZyXEL16 security01 radius1 NONE
Wireless SSID Security RADIUS Layer-2 Isolation MAC Filter
o - Cormrertnr Mo
securi1 None
| securityD3 None
| security0d None
| securityDs None
| securityl6 None
| securityD? None
| security08 None
| securityD9 None
| securityl0 None
| securityl1 None
| securityl2 None
| securityld None
| securityld None
| securityld None
| securityl6 None

21
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8 Hier kdnnen Sie die
Sicherheitseinstellungen fir
lhr Drahtlosnetzwerk
eingeben. Je nachdem,
welchen Sicherheitstyp Sie im
Feld Security Mode
(Sicherheitsmodus) wahlen,
werden andere Felder
angezeigt. Wahlen Sie None
(Keine), wenn Sie keinen
Sicherheitsmodus verwenden
mochten.

In diesem Beispiel wird der
Sicherheitsmodus WPA2-PSK

verwendet. Damit die Wireless-

Clients auf das Netzwerk
zugreifen kénnen, missen sie
denselben PSK-Schlissel
verwenden.

Stellen Sie sicher, dass alle
Wireless-Clients den

eingestellten Sicherheitsmodus
verwenden konnen. Klicken Sie

abschlieRend auf Apply
(Ubernehmen).

9 Klicken Sie in der
Navigationsleiste auf IP.

Wenn Sie eine IP-Adresse
haben, wéhlen Sie die Option
Use fixed IP address (Feste
IP-Adresse verwenden) und
geben Sie sie zusammen mit
der Subnetz-Maske und der
Gateway-IP-Adresse ein.
Anderenfalls wahlen Sie Get
automatically from DHCP
(Automatisch vom DHCP
laden). Klicken Sie auf Apply
(Ubernehmen).

Wireless SSID Security RADIUS Layer-2 Isolation MAC Filter
Name : security0
Security Mode : WRAZ-PSK ~
Pre-Shared Key : Thisismy\WPAZ-PSKPresharedkesy]
ReAuthentication Timer : 1800 | (in seconds)
Idle Timeout : 3600 | {in seconds)
Group Key Update Timer : 1800 {in seconds)
Feset
IP
" Get automatically from DHCP
@ Use fixed IP address
IP Address IT 92.168.1.2
IP Subnet Mask |255.255.255 0
Gateway IP Address ID 0.0.0
Apphy Feset |
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10 Andern Sie die Drahtlosparameter der Drahtlosstationen, damit diese mit denen des
NWA-3100 Ubereinstimmen. Lesen Sie dazu die Dokumentation des
Drahtlosadapters.

g Wenn Sie die IP-Adresse des NWA-3100 dndern, missen Sie beim

nachsten Zugriff auf den Web-Konfigurator die neue IP-Adresse
verwenden.

Das Gerat kann nun, an das kabelgebundene Netzwerk angeschlossen werden. Das
kénnen Sie jetzt tun oder auch erst, wenn Sie die Hardware installiert haben.

?

° Wenn die Wireless-Clients nicht auf das kabelgebundene Netzwerk
zugreifen kénnen, prufen Sie, ob die IP-Adresse und die Subnetz-Maske
des NWA-3100 und des Computers im Netzwerk im selben Bereich liegen.
Wenn die LED-Anzeige ETHN nicht leuchtet, prifen Sie die
Kabelverbindung zwischen dem NWA-3100, dem Computer oder dem Hub.

4 Installieren der Hardware

4.1 AnschlieBen der Antennen

/@ Wenn Sie die Vorderseite des NWA-3100 vor sich haben, ist die rechte

Antenne (Hauptantenne) die, die Daten sendet und empfangt, und die linke
Antenne, die Daten nur empfangt.
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Fuhren Sie die nachfolgend beschriebenen Schritte aus, um die mitgelieferten Antennen
anzuschliefRen.

1 Die Antennenanschliisse befinden sich
an beiden Seiten des NWA-3100.

2 Schrauben Sie die Antennen im
Uhrzeigersinn in die
Antennenanschliisse. Die Antennen
muissen senkrecht zum Boden und
parallel zueinander stehen.

=\ ®
Stellen Sie sicher, dass die Antennen fest @
in die Anschlisse eingeschraubt sind.

4.2 Aufstellen/Montieren der Hardware

Im allgemeinen ist die Mitte des Bereichs, der flir die Drahtlosverbindungen vorgesehen
ist, die glinstigste Position fir den Access Point. Eine bessere Leistungsfahigkeit kann
erreicht werden, wenn Sie den NWA-3100 in der Héhe montieren und die
Datenuibertragung durch keine Hindernisse gestort wird.

Frei stehend

Stellen Sie den NWA-3100 auf eine flache, ebene Unterlage (auf einen Tisch oder in ein
Regal), den NWA-3100 mit den Anschlusskabeln tragen kann.

An einer Wand montiert

Fihren Sei die nachfolgenden Schritte aus, um den NWA-3100 an einer Wand zu
montieren.

1 Verwenden Sie eine Stelle an einer Wand, die sehr hoch liegt und an der die
Datenuibertragung nicht durch Hinernisse gestért werden kann.

2 Schrauben Sie zwei Schrauben (nicht mitgeliefert) in einem Abstand von 60 mm in die
Wand. Sie kénnen die Zeichnung am Ende dieses Handbuchs verwenden, damit die
Schraubldcher den richtigen Abstand haben. Verwenden Sie Schrauben mit 6 - 8 mm
breiten Képfen (0,24 - 0,31"). Schrauben Sie die Schrauben nicht vollstéandig in die
Wand. Lassen Sie einen kleinen Abstand zwischen Schraubenkopf und Wand. Der
Abstand muss so groR sein, dass Sie das den NWA-3100, dessen Schraubldcher sich
an der Ruckseite befinden, in den Schraubkdpfen eingehdngt werden kann.
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/@5 Stellen Sie sicher, dass die Schrauben fest in der Wand eingeschraubt und
stark genug sind, um das Gewicht des NWA-3100 mit den Anschlusskabeln

zu tragen.

3 Richten Sie die Kabel.
Flhren Sie die Anschlusskabel entlang der Ruickseite des NWA-3100 (siehe Abbildung).

ODER:
Fihren Sie die Anschlusskabel nach oben entlang der Decke.

(l
[ 3

4
-
| -G

e
I

4 Richten Sie die
Montagelécher an der %
Rickseite des NWA-3100 - gA!

an den Schrauben in der

Wand aus. Hangen Sie den -
NWA-3100 in die S f
Schrauben ein.

T

™

5 Power over Ethernet (PoE)

Power over Ethernet (PoE) ist die Fahigkeit, den NWA-3100 (iber ein 8-poliges CAT 5
Ethernet-Kabel mit Strom zu versorgen, sodass keine zusatzliche Stromquelle bendtigt

wird.
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Um das Ethernet-Kabel (A) mit Strom (C) zu versorgen, wird zudem ein Einspeise- oder
PoE-Gerat (B) (nicht im Lieferumfang enthalten) benétigt. Dieses Leistungsmerkmal
erhoht die Flexibilitéat in der Positionswahl des NWA-3100 (Z).

LAN

e F

B

6 Schritte zum Ansehen von Produktzertifizierung(en)

1 Besuchen Sie www.zyxel.com.
2 Wabhlen Sie auf der ZyXEL-Homepage aus der Liste der Produkte Ihr Produkt aus.
3 Wahlen Sie auf dieser die Zertifizierung aus, die Sie gerne angezeigt haben méchten.
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Vista previa

Esta Guia de instalacion rapida le muestra como instalar y configurar el NWA-3100

(marcado como Z en el ejemplo de abajo) para permitir a los clientes inalambricos acceder
de forma segura a su red inalambrica. Vea su Guia del usuario para mas informacion.

Internet

sl

;S = =
2, @
7z NE
©

i

/@5 Puede que necesite su acceso a Internet para mas informacion.

Para configurar su red inalambrica necesitara:
1 Conectar el hardware.

2 Acceder al configurador Web.

3 Configurar el acceso a Internet.

4 Instalar el Hardware.

5 Configurar Power over Ethernet (opcional).
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1 Conectar el hardware

g 0.

3 =4
ER ETHERNET ﬁ‘ =)
12V1 L =

RES:T
c

o BE o

1 Con un cable Ethernet, conecte el puerto ETHERNET a un ordenador para la
configuracion inicial.

2 Conecte el zécalo POWER 12VDC a una toma de corriente utilizando Unicamente el
adaptador de corriente incluido.

g Conecte el puerto ETHERNET del NWA-3100 a una clavija Ethernet con

acceso a la red tras haber completado la configuracion inicial.
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1.1 LEDs

Los LEDs PWR y ZyAIR se encienden cuando la corriente estd conectada. El LED ETHN
se enciende si el puerto ETHERNET esta correctamente conectado.

?

° Si el LED PWR no se enciende, asegurese de utilizar el adaptador de
corriente correcto y de que el adaptador de corriente esté enchufado en
una toma de corriente apropiada. Desenchufe el adaptador de corriente y
vuelva a enchufarlo. Si el error persiste, puede que tenga un problema de
hardware. En este caso, deberia contactar con el vendedor.

Si el LED ETHN no se enciende, compruebe la conexién del cable al
puerto ETHERNET del NWA-3100. Asegurese de que la tarjeta de red de
su ordenador funciona correctamente.

2 Acceder al Configurador Web

,@ Utilice las versiones Internet Explorer 6.0 o superior o Netscape Navigator
7.0 o superior con JavaScript activado.
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2.1 Configurar la direccién IP de su ordenador

Primero debe ajustar su ordenador para utilizar una direccién IP estatica dentro del rango
192.168.1.3 - 192.168.1.254 con una mascara de subred 255.255.255.0. Esto asegura
que su ordenador pueda comunicarse con su NWA-3100.

Las siguientes instrucciones son para los sistemas operativos Windows 2000, Windows
NT y Windows XP.
1 En Windows XP, haga clic en Start (Inicio) > Control Panel (Panel de control).

En Windows 2000/NT, haga clic en Start (Inicio) > Settings (Configuracion) > Control
Panel (Panel de control).

2 En Windows XP, haga clic en Network Connections (Conexiones de red).

En Windows 2000/NT, haga clic en Network and Dial-up Connections (Conexiones de
red y marcacion).

3 Haga clic con el botén derecho en Local Area Connection (Conexion de area local) y
haga clic en Properties (Propiedades).

4 Seleccione Internet Protocol (TCP/IP) (Protocolo Internet (TCP/IP)) (en la ficha
General en Windows XP) y haga clic en Properties (Propiedades).

5 La pantalla Internet Protocol TCP/IP Properties (Propiedades de Protocolo Internet
TCP/IP) se abrira (ficha General en Windows XP).

Internet Protocol (TCP/IP) Properties ﬂﬂ

General |

‘r'ou can get |P zettings assigned automatically if your network, supports
this capability. Otherwise, vou need to ask vour network. administrator for
the appropriate |P settings.

" Obtair an P address automaticallr

(—l’:’ Uze the following IP address:

1P address: 192 188 . 1 . 3
Subnet maszk: I 285 2585 285 0
Default gateway: 192 188 . 1 . 2 }l

Uhtanmy UINS server address automaticallly

—* Use the following DMS server addresses:

Freferred DMS server: I . . .

Alternate DMS server: I o : P
Advanced... |
()8 I Cancel |

6 Seleccione Use the following IP address (Usar la siguiente direccion IP) y rellene los
campos IP address (direccién IP) (elija una dentro del rango 192.168.1.3 -
192.168.1.254), Subnet mask (Mascara de subred) (255.255.255.0) y Default
gateway (Puerta de enlace predeterminada) (192.168.1.2).
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7 Haga clic en OK (Aceptar) para cerrar la ventana Internet Protocol (TCP/IP)
Properties (Popiedades de Protocolo Internet (TCP/IP))

8 Haga clic en Close (Cerrar) (OK (Aceptar) en Windows 2000/NT) para cerrar la
ventana Local Area Connection Properties (Propiedades de conexion de area local).

Cierre la ventana Network Connections (Conexiones de red).

2.2 Acceda al Configurador Web

£§ Aunque puede conectarse al NWA-3100 de forma inaldambrica, se
recomienda que conecte su ordenador al puerto ETHERNET para la
configuracion inicial.

1 Abra su explorador de web. Escriba
192.168.1.1 (la direccion IP
predeterminada del NWA-3100) | [Addess| hepiffisz.ice.1.2 [
como direccion.

?

° Sino puede acceder al configurador Web, compruebe que las direcciones
IP y mascaras de subred del NWA-3100 y del ordenador estén en el
mismo rango de direccion IP (ver Seccion 2.1).

J File Edit ‘Wwiew Fawvorites Tools  Help

2 Haga clic en Login (Acceso) (la
contrasefia predeterminada 1234 ya

esta introducida). NWA-3100

Enter Password and click Login.

Password: [~ T
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3 Cambie la contrasefia de acceso
introduciendo una nueva contrasefia
y haciendo clic en Apply (Aplicar).
Asegurese de grabar la nueva
contrasefia y guardarla en un lugar
seguro.

Us

e this screen to change the password.

New Password: |

Retype to Confirm: |

?

° Si cambia la contrasefia y la olvida, necesitara reiniciar el NWA-3100.

Consulte la Guia del usuario para como utilizar el boton RESET.

4 Haga clic en Apply (Aplicar) para
cambiar el certificado
predeterminado de fabrica para
mayor seguridad; por otro lado, haga
clic en Ignore (Ignorar) para
proceder si no desea cambiar el
certificado en este momento.

5 Aparecera la pantalla MAIN MENU
(MENU PRINCIPAL).

Replace Factory Default Certificate

The factory default certificate is common to all
NWA models. Click Apply to create a certificate
using your NWA's MAC address that will be specific

ZyXEL

ADVANCED
SYSTEM
WIRELESS
P
ROGUE AP
REMOTE MGNT
CERTIFICATES
LOGS
VLAN

MAINTENANCE

LoGouT

to this device.

Welcome to the ZyXEL embedded web configurator.

« Click Maintenance to access a range of maintenance submenus.
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3 Configurar el acceso a Internet
1 Haga clic en SYSTEM (SISTEMA) en el panel de navegacion.

SYSTEM
VVINLLLI3

IP

ROGUE AP
REMOTE MGNT
CERTIFICATES
LOGS

VLAN

MAINTENANCE

LOGOUT

2 Aparecera la pantalla SYSTEM > General.

General Password Time Setting
General Setup
System Name [INrvA-3100
Domain Name |
Administrator Inactivity Timer ID (minutes, 0 means no timeout)

System DNS Servers

First DNS Server IFrDm DHCP Vl ID.D.D.D
Second DNS Server IFrDm DHCF 'l ID.D.D.D
Third DNS Server IFrom DHCP vl ID.D.D.D

Feset |

System Name (Nombre del sistema) es para identificar el NWA-3100 en su red. Elija
un nombre identificativo o deje el predeterminado.

Domain Name (Nombre de dominio): Escriba un nombre de dominio si su ISP requiere
uno para la autenticacion. O bien puede dejarlo en blanco o ajustar lo que haya aparecido
automaticamente.

DNS Server(s) (Servidor(es) DNS): si su ISP le ha facilitado una configuracion DNS
(Domain Name System) especifica, escribala ahi. De lo contrario, deje estos campos con
sus valores predeterminados.

3 Haga clic en Apply (Aplicar).
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4 Haga clic en WIRELESS Wireless SSID Security ~ RADIUS  Layer2 Isolation MAC Filter
(lNALAMBRICO) en el panel Operating Mode Access Point B
de navegacion. Aparecera la 802.11 Mode B02TThg =
: : I Super Mode

siguiente pantalla. Choose Channel ID ChannekIE 2437hHz =] or
RTS/CTS Threshald B
Fragmentation Threshold 2346 (256 ~ 2346)
Output Power 100% hd
SSID Profile SSID03 x

¥ Enable Breathing LED
¥ Enable Spanning Tree Protocol (STP)
" Roaming Active

Applhy Reset

/@g Las estaciones inalambricas y el NWA-3100 deben utilizar la misma
configuracién SSID, ID de canal y cifrado para la comunicacién
inalambrica.

Operating Mode (Modo de operacion): Asegurese de haber seleccionado el modo
Access Point (Punto de acceso).

802.11 Mode (Modo 802.11): Seleccione el estandar inalambrico que desee que utilice su
red. Si todos los clientes inalambricos soportan IEEE 802.11a, seleccione 802.11a. De lo
contrario, seleccione 802.11b+g.

Choose Channel ID (Elegir ID de canal): Seleccione el canal inalambrico que desee que
su red utilice. Para que el NWA-3100 seleccione automaticamente un canal, haga clic en
Scan (Escanear).

SSID Profile (Perfil SSID): Seleccione el perfil SSID que desee configurar para el acceso
ala red en la lista desplegable. Este ejemplo utiliza el perfil SSID03.

5 Haga clic en Apply (Aplicar) para guardar su configuracion.
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6 Haga clic en la ficha SSID.
Aparecera la siguiente
pantalla.

El SSID del SSID03 (el nombre
de lared) es ZyXELO03 y su
configuracién predeterminada
de Security (Seguridad) es
Security01.

Si la configuracion es diferente
o si desea cambiar el SSID,
seleccione SSID03 y haga clic
en Edit (Editar) para cambiar la
configuracion.

7 Haga clic en la ficha Security
(Seguridad). Asegurese de
que Security01 esté
seleccionado y haga clic en
Edit (Editar).

Wireless | SSID | Security RADIUS  Layer2 Isolation MAC Filter
| lindex] _Mame | SSID | Secuity [ RADWS [ QoS |
BN voir_ssip ZyXELO1 securityd1 radiusd1 VoIP
i el AU
SSID03 ZyXELO3 security01 radius)1 NONE :.
T
N ssioos ZyXELOS securit01 radiusd1 NONE
Il ssioos ZyXELOG security01 radiusd1 NONE
A ssioor ZyXELOT security01 radius1 NONE
Il ssioee ZyXELOB security01 radius1 NONE
Il ssiooe ZyXELDY securityd1 radius1 NONE
IR ssion ZyXEL10 securityd1 radiusdt NONE
IR ssion ZyXEL1 securig01 radiusdt NONE
IR ssionz ZyXEL1Z securigd1 radiusd1 NONE
IEEN ssionz ZyXEL13 securityd1 radius)t NONE
RS ssione ZyXELM securityd1 radiusdt NONE
IR ssiois ZyXEL1S security01 radius1 NONE
IR ssiots ZyXEL16 security01 radius1 NONE
Wireless SSID Security RADIUS Layer-2 Isolation MAC Filter
o- - Cormrertnr Mo
securi1 None
| securityD3 None
| security0d None
| securityDs None
| securityl6 None
| securityD? None
| security08 None
| securityD9 None
| securityl0 None
| securityl1 None
| securityl2 None
| securityld None
| securityld None
| securityld None
| securityl6 None
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8 Aqui es donde puede
introducir la configuracion de
seguridad para su red
inalambrica. Los campos que
rellene se diferencian segun el
tipo de seguridad que
seleccione en el campo
Security Mode (Modo de
seguridad). Seleccione None
(Ninguno) si no desea utilizar la
seguridad inalambrica.

Este ejemplo utiliza seguridad
WPA2-PSK, en la que todos los
clientes inaldambricos deben
utilizar la misma clave pre-
compartida para unirse a la red.

Asegurese de que todos los
clientes inalambricos puedan
utilizar el tipo de seguridad
ajustado. Haga clic en Apply
(Aplicar) cuando haya
finalizado.

9 Haga clic en IP en el panel de
navegacion.
Si tiene una direccién IP para
usar, seleccione Use fixed IP
address (Utilizar direccion IP
fija) y escribala junto con la
direccién IP de mascara de
subred y puerta de enlace. O
bien, seleccione Get
automatically from DHCP
(Obtener automaticamente de
DHCP). Haga clic en Apply
(Aplicar).

Wireless SSID Security

Hame :

Security Mode :
Pre-Shared Key :
ReAuthentication Timer :
ldle Timeout :

Group Key Update Timer :

RADIUS Layer-2 Isolation MAC Filter

security0

[WPAZFSK =]
Thisismy\WPAZ-PSKPresharedkesy]
hﬁT (in seconds)

|3ET (in seconds)

W (in seconds)

Feset

" Get automatically from DHCP
 Use fixed IP address

IP Address IW 92.168.1.2
IP Subnet Mask |255.255.255 0
Gateway IP Address ID 0.0.0
Ay Feset |
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10 Cambie la configuracién inalambrica en las estaciones inalambricas para que
coincida con la del NWA-3100. Consulte la documentacion de su adaptador
inalambrico.

g Si cambia la direccion IP de su NWA-3100, debera utilizar la nueva
direccion IP la préxima vez que acceda al configurador Web.

El dispositivo ya esta listo para conectarse a su red con cables. Puede hacer esto ahora o
una vez que ha instalado el hardware.

?

° Si los clientes inalambricos no pueden acceder a la red con cables,
compruebe que la direccion IP y la mascara de subred del NWA-3100 y los
ordenadores de la red estén en el mismo rango. Si el LED ETHN esta
apagado, revise los cables entre el NWA-3100 y su ordenador o hub.

4 Instalar el Hardware

4.1 Conectar las antenas

/@ Si mira frontalmente al NWA-3100, la antena derecha (antena principal)
transmite y recibe, la antena izquierda sélo recibe.

Siga estos pasos para conectar las antenas incluidas.

1 Localice los conectores de la antena en
los laterales de su NWA-3100.

2 Atornille las antenas en sentido horario
en los conectores para antenas. Las
antenas deberian estar perpendiculares

al suelo y paralelas entre ellas. ©)

. . - B L
Asegurese de que las antenas estén 2\ @
bien atornilladas en los conectores @

para antena.
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4.2 Instalacion del montaje para hardware

En general, la mejor ubicacién para el punto de acceso es en el centro del 4rea de
cobertura. Para un mejor rendimiento, monte el NWA-3100 hacia arriba sin obstrucciones.

Libre y de pie

Coloque su NWA-3100 en una superficie plana, nivelada (en una mesa o estante) lo
suficientemente fuerte como para soportar el peso del NWA-3100 con sus cables de
conexion.

Montaje en pared
Siga estos pasos para montar su NWA-3100 en una pared.

1 Localice una posicion alta en la pared libre de obstaculos.

2 Conecte dos tornillos (no incluidos) en la pared separados por 60mm. Puede usar el
diagrama al final de esta guia para ayudarle a marcar los agujeros de los tornillos
correctamente. Use los tornillos con cabezas de 6mm a 8mm (0.24" a 0.31") de ancho.
No inserte los tornillos hasta el fondo en la pared. Deje un pequefio espacio entre la
cabeza del tornillo y la pared. El hueco debe ser lo suficientemente grande para que
las cabezas de los tornillos puedan entrar en las ranuras de los tornillos y los cables de
conexién quepan a través de la parte posterior del NWA-3100.

g Compruebe que los tornillos estén bien fijos en la pared y sean lo
suficientemente fuertes como para soportar el peso del NWA-3100 con los
cables de conexion.

3 Ajuste los cables.

Pase los cables de conexion por la parte posterior del NWA-3100 hacia abajo como
aparece en la siguiente figura.

O:
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Pase los cables de conexion por la parte posterior hacia arriba o por el borde del techo.

I
[ 2

4
—
| )

e
i

4 Alinee los agujeros en la
parte posterior del NWA-
3100 con los tornillos en la
pared. Cuelgue el NWA- b
3100 con los tornillos.

L)

-~

5 Corriente sobre Ethernet (PoE)

La Corriente sobre Ethernet (PoE) es la capacidad de suministrar alimentacion a su NWA-
3100 a través de un cable Ethernet CAT 5 de 8 contactos, eliminando la necesidad de una
toma de corriente cercana.

39



ESPANOL

También necesitara un dispositivo inyector o PoE (B) (no incluido) para suministrar
corriente (C) al cable Ethernet (A). Esta caracteristica permite una mayor flexibilidad para
la ubicacion de su NWA-3100 (Z).

LAN
V4

@

e F

B

6 Procedimiento para ver la(s) certificacion(es) del
producto

1 Vaya a www.zyxel.com.

2 Seleccione su producto de la lista desplegable en la pagina inicial de ZyXEL parairala
pagina de ese producto.

3 Seleccione la certificacion que desee visualizar en esta pagina.
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Présentation

Ce guide de mise en route rapide indique comment installer et configurer le NWA-3100
(marqué d'un Z dans I'exemple ci-dessous) pour permettre aux clients sans fil d’accéder

en toute sécurité a votre réseau cablé. Consultez votre Guide de I'utilisateur pour plus
d'informations.

Internet

s

! = T =
Z N
©

1l
N
1]

{-

g Vous aurez peut-étre besoin de vos informations d'accés a Internet.

Pour installer votre réseau sans fil, vous devez :

1 Connecter le matériel.

2 Accédez au configurateur Web.
3 Configurer 'accés a Internet.

4 Installer le matériel.

5 Installer Alimentation électrique par cable Ethernet (PoE) (facultative).
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1 Connecter le matériel

POWER RES:T ETHERNET
D

12V

1 Utilisez un cable Ethernet, connectez le port ETHERNET a un ordinateur pour effectuer
la configuration initiale.

2 Connectez la prise d’POWER 12VDC a une source de courant en utilisant uniquement
I’adaptateur d’alimentation fourni.

g Connectez le port ETHERNET du NWA-3100 a une prise Ethernet avec
acces au réseau aprés avoir terminé la configuration initiale.
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Les LED PWR et ZyAIR s’allument quand I'alimentation est connectée. La LED ETHN
s'allume si le port ETHERNET est correctement connecté.

?

° Sila LED PWR ne s'allume pas, vérifiez que vous utilisez I'adaptateur
d’alimentation correct et que I'adaptateur d’alimentation est branché dans
une prise de courant appropriée. Débranchez I'adaptateur d’alimentation et
rebranchez-le. Si I'erreur persiste, il est possible que vous ayez un
probléme matériel. Dans ce cas, vous devez contacter votre vendeur.

Sila LED ETHN ne s'allume pas, vérifiez la connexion du cable au NWA-
3100port ETHERNET. Vérifiez que la carte réseau de votre ordinateur
fonctionne correctement.

2 Accéder au configurateur Web.

,@ Utilisez Internet Explorer 6.0 et plus récent ou Netscape Navigator 7.0 et
des versions ultérieures avec JavaScript activé.
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2.1 Paramétrez I'adresse IP de votre ordinateur

Vous devez d'abord paramétrer votre ordinateur pour qu'il utilise une adresse IP statique
dans la plage 192.168.1.3 4 192.168.1.254 avec un masque de sous-réseau de
255.255.255.0. Cela assure que votre ordinateur peut communiquer avec votre NWA-
3100.

Les instructions suivantes concernent les systémes d’exploitation Windows 2000,
Windows NT et Windows XP.

1 Dans Windows XP, cliquez sur Start (Démarrer) > Control Panel (Panneau de
configuration).
Dans Windows 2000/NT, cliquez sur Start (Démarrer) > Settings (Paramétres) > Control
Panel (Panneau de configuration).

2 Dans Windows XP, cliquez sur Network Connections (Connexions réseau).
Dans Windows 2000/NT, cliquez sur Network and Dial-up Connections (Connexions
réseau et acces a distance).

3 Cliquez avec le bouton droit de la souris sur Local Area Connection (Connexion de
réseau local) et cliquez sur Properties (Propriétés).

4 Sélectionnez Internet Protocol (TCP/IP) (Protocole Internet (TCP/IP)) (dans I'onglet
General (Général) dans Windows XP) et cliquez sur Properties (Propriétés).

5 L'écran Internet Protocol TCP/IP Properties (Propriétés TCP/IP de Protocole
Internet) s'ouvre (I'onglet General (Général) dans Windows XP).

Internet Protocol (TCP/IP) Properties i ﬂﬂ

General |

‘r'ou can get |P zettings assigned automatically if your network, supports
this capability. Otherwise, vou need to ask vour network. administrator for
the appropriate |P settings.

" Obtair an P address automaticallr

(—l’:’ Uze the following IP address:

1P address: 192 188 . 1 . 3
Subnet maszk: I 285 2585 285 0

Default gateway: 192 188 . 1 . 2 J

Etamm LS semven address autamatically

—* Use the following DMS server addresses:

Freferred DMS server: I . . .
Alternate DMS server: I o : P

Advanced... |
()8 I Cancel |

6 Sélectionnez Use the following IP address (Utiliser I'adresse IP suivante) et
remplissez les champs IP address (Adresse IP) (choisissez en une dans la plage
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192.168.1.3 - 192.168.1.254), Subnet mask (Masque de sous-réseau)
(255.255.255.0), et Default gateway (Passerelle par défaut) (192.168.1.2).

7 Cliquez sur OK pour fermer la fenétre Internet Protocol (TCP/IP) Properties
(Propriétés de protocole (TCP/IP) Internet).

8 Cliquez sur Close (Fermer) (OK dans Windows 2000/NT) pour fermer la fenétre Local
Area Connection Properties (Propriétés de connexion au réseau local).

Fermez la fenétre Network Connections (Connexions réseau).

2.2 Ouvrez une session dans le configurateur Web

g Méme si vous pouvez vous connecter au NWA-3100 sans fil, il est
recommandé de connecter votre ordinateur au port ETHERNET pour la
configuration initiale.

1 Lancez votre navigateur web. Entrez e Edt
192.168.1.2 (I'adresse IP par défaut —
du NWA-3100) comme adresse. | Address | hpifj192.168.1.2 =

?

° Si vous ne pouvez pas accéder au Configurateur Web, vérifiez que les
adresses IP et les masques de sous-réseau du NWA-3100 et de
I'ordinateur sont dans la méme plage d’adresse IP (voir la Section 2.1).

Wigw  Favorites Tools  Help

2 Cliquez sur Login (Ouvrir une
session) (le mot de passe par défaut

1234 est déja entré). NWA-3100

Enter Password and click Login.

Password: I
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3 Changez le mot de passe
d'ouverture de session en entrant un
nouveau mot de passe et cliquez sur
Apply (Appliquer). Prenez soin
d'enregistrer le nouveau mot de
passe et conservez-le dans un
endroit sdr.

Use this screen to change the password.

New Password: |

Retype to Confirm: |

?

Si vous changez le mot de passe et que vous l'oubliez, vous devrez

réinitialiser le NWA-3100. Reportez-vous au Guide de I'utilisateur pour la
maniére d'utiliser le bouton REINITIALISER.

4 Cliquez sur Apply (Appliquer) pour
remplacer le certificat d'usine par
défaut pour renforcer la sécurité ;
vous pouvez aussi cliquer sur Ignore
(Ignorer) pour continuer si vous ne
voulez pas changer le certificat
maintenant.

5 L'écran MAIN MENU (MENU
PRINCIPAL) apparatt.

Replace Factory Default Certificate

The factory default certificate is common to all
NWA models. Click Apply to create a certificate
using your NWA's MAC address that will be specific

ZyXEL

ADVANCED
SYSTEM
WIRELESS
P
ROGUE AP
REMOTE MGNT
CERTIFICATES
LOGS
VLAN

MAINTENANCE

LoGouT

to this device.

Welcome to the ZyXEL embedded web configurator.

« Click Maintenance to access a range of maintenance submenus.
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3 Configurer I'accés a Internet
1 Cliquez sur System (SYSTEME) dans le panneau de navigation.

SYSTEM
VVINLLLI3

IP

ROGUE AP
REMOTE MGNT
CERTIFICATES
LOGS

VLAN

MAINTENANCE

LOGOUT

2 L'écran System (SYSTEME) >General (Général) apparait.

General Password Time Setting
General Setup
System Name [INrvA-3100
Domain Name |
Administrator Inactivity Timer ID (minutes, 0 means no timeout)

System DNS Servers

First DNS Server IFrDm DHCP Vl ID.D.D.D
Second DNS Server IFrDm DHCF 'l ID.D.D.D
Third DNS Server IFrom DHCP vl ID.D.D.D

Feset |

System Name (Nom du systeme) sert a identifier le NWA-3100 sur votre réseau.
Choisissez un nom distinctif, ou laissez celui-ci a sa valeur par défaut.

Domain Name (Nom de domaine) : Entrez un nom de domaine si votre ISP en demande
un pour authentification. Autrement vous pouvez le laisser vide ou sur ce qui pourrait étre
affiché automatiquement.

DNS Server(s) (Serveur(s) DNS) : Si votre ISP vous a attribué des paramétres DNS
(Domain Name System) spécifiques, entrez-les ici. Autrement, laissez ces champs a
leurs valeurs par défaut.

3 Cliquez sur Apply (Appliquer).
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4 Cquuez sur WIRELESS Wireless SSID Security  RADIUS  Layer2 Isolation MAC Filter
(SANS FIL) dans le panneau Operating Mode Access Point e
de navigation. L’écran suivant 802.11 Mode B02TThg =
N ¥ Super Mode

apparatit. Choose Channel ID Charnel06 2437MHz | or
RTS/CTS Threshold 2396 | @ag~ 204
Fragmentation Threshold 2346 (256 ~ 2346)
Output Power 100% hd
SSID Profile 55003 >

¥ Enable Breathing LED
¥ Enable Spanning Tree Protocol (STP)
" Roaming Active

Applhy Reset

/@g Les stations sans fil et le NWA-3100 doivent utiliser le méme SSID, ID de
canal et paramétres de cryptage pour la communication sans fil.

Operating Mode (Mode de fonctionnement) : Vérifiez que Access Point (le mode
Point d'accés) est sélectionné.

802.11 Mode (Mode 802.11) : Sélectionnez le standard sans fil a utiliser par votre
réseau. Si tous les clients sans fil prennent en charge IEEE 802.11a, sélectionnez
802.11a. Autrement, sélectionnez 802.11b+g.

Choose Channel ID (Choisissez I'ID du canal) : Sélectionnez le canal sans fil a utiliser
par votre réseau. Pour que le  NWA-3100 sélectionne automatiquement un canal, cliquez
sur Scan (Balayer) a la place.

SSID Profile (Profil SSID) : Sélectionnez le profil SSID que vous voulez configurer pour
l'accés au réseau dans la liste déroulante. Cet exemple utilise le profil SSID03.

5 Cliquez sur Apply (Appliquer) pour enregistrer vos parametres.
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6 Cliquez sur I'onglet SSID.
L’écran suivant apparait.

Le SSID03 (le nom du réseau)
par défaut le SSID03 est
ZyXELO3 et son paramétre de
Security (Sécurité) par défaut
est Security01 (Security01).

Si les paramétres sont
différents, ou si vous voulez
changer le SSID, sélectionnez
SSIDO03 et cliquez sur Edit
(Editer) pour changer les
parametres.

7 Cliquez sur I'onglet Security
(Sécurité). Vérifiez que
Security01 est sélectionné et
cliquez sur Edit (Editer).

Wireless | SSID | Security RADIUS  Layer2 Isolation MAC Filter
| lindex] _Mame | SSID | Secuity [ RADWS [ QoS |
BN voir_ssip ZyXELO1 securityd1 radiusd1 VoIP
i el AU
SSID03 ZyXELO3 security01 radius)1 NONE :.
T
N ssioos ZyXELOS securit01 radiusd1 NONE
Il ssioos ZyXELOG security01 radiusd1 NONE
A ssioor ZyXELOT security01 radius1 NONE
Il ssioee ZyXELOB security01 radius1 NONE
Il ssiooe ZyXELDY securityd1 radius1 NONE
IR ssion ZyXEL10 securityd1 radiusdt NONE
IR ssion ZyXEL1 securig01 radiusdt NONE
IR ssionz ZyXEL1Z securigd1 radiusd1 NONE
IEEN ssionz ZyXEL13 securityd1 radius)t NONE
RS ssione ZyXELM securityd1 radiusdt NONE
N ssiis ZyXEL1S security01 radius1 NONE
IR ssiots ZyXEL16 security01 radius1 NONE
Wireless SSID Security RADIUS Layer-2 Isolation MAC Filter
o - Cormrertnr Mo
securi1 None
| securityD3 None
| security0d None
| securityDs None
| securityl6 None
| securityD? None
| security08 None
| securityD9 None
| securityl0 None
| securityl1 None
| securityl2 None
| securityld None
| securityld None
| securityld None
| securityl6 None
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8 C'est I'endroit ou vous pouvez
enter les paramétres de
sécurité pour votre réseau
sans fil. Les champs que vous
avez remplis different en
fonction des types de sécurité
que vous sélectionnez dans le
champ Security Mode (Mode
Sécurité). Sélectionnez None
(Aucun) si vous ne voulez pas
utiliser la sécurité sans fil.

Cet exemple utilise la sécurité
WPA2-PSK, dans lequel tous
les clients sans fil doivent
utiliser la méme clé prépartagée
pour accéder au réseau.

Vérifiez que tous les clients
sans fil peuvent utiliser le type
de sécurité que vous avez
défini. Cliquez sur Apply
(Appliquer) quand vous avez
terminé.

9 Cliquez sur IP dans le
panneau de navigation.

Si vous avez une adresse IP a
utiliser, sélectionnez Use fixed
IP address (Utiliser une
adresse IP fixe) et entrez-la
avec le masque de sous-réseau
et 'adresse IP de passerelle.
Autrement, sélectionnez Get
automatically from DHCP
(Obtenir automatiquement a
partir de DHCP). Cliquez sur
Apply (Appliquer).

Wireless SSID Security

Hame :

Security Mode :
Pre-Shared Key :
ReAuthentication Timer :
ldle Timeout :

Group Key Update Timer :

RADIUS Layer-2 Isolation MAC Filter

security0

[WPAZFSK =]
Thisismy\WPAZ-PSKPresharedkesy]
hﬁT (in seconds)

|3ET (in seconds)

W (in seconds)

Feset

" Get automatically from DHCP
 Use fixed IP address

IP Address IW 92.168.1.2
IP Subnet Mask |255.255.255 0
Gateway IP Address ID 0.0.0
Ay Feset |
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10 Changez les paramétres sans fil dans les stations sans fil pour qu’ils correspondent
a ceux du NWA-3100. Consultez la documentation de votre adaptateur sans fil.

g Si vous changez I'adresse IP NWA-3100du , vous devrez utiliser la
nouvelle adresse IP, la prochaine fois, quand vous accéderez au
configurateur web.

Le périphérique est maintenant prét a se connecter a votre réseau cablé. Vous pouvez
faire cela maintenant, ou une fois que vous aurez installé le matériel.

?

° Si les clients sans fil ne peuvent pas accéder au réseau cablé, vérifiez que
I'adresse IP et le masque de sous-réseau du NWA-3100 et l'ordinateur sur
le réseau sont dans la méme plage. Sila LED ETHN est éteinte, vérifiez les
cables entre le NWA-3100 et votre ordinateur ou hub.

4 Installer le matériel

4.1 Connecter les antennes

£§ Quand vous faites face a I'avant du NWA-3100, I'antenne de droite (antenne
principale) transmet et recoit, 'antenne de gauche recoit seulement.

1 Localisez les connecteurs des antennes
sur les cotés de votre NWA-3100.

2 Vissez les antennes dans le sens des
aiguilles d’'une montre sur les
connecteurs de 'antenne. Les antennes
doivent étre perpendiculaires au sol et
paralléles entre elles.

-

,ﬂ‘ @
Vérifiez que les antennes sont @
correctement vissées sur les .
connecteurs d’antenne.
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4.2 Installation de montage matériel

En général, le meilleur emplacement pour le point d’accés est au centre de votre zone de
couverture sans fil. Pour obtenir de meilleures performances, montez le NWA-3100 sur un
point élevé et sans obstructions.

Auto-stable

Placez votre NWA-3100 sur une surface plane, de niveau (sur un bureau ou une étagére)
assez solide pour supporter le poids du NWA-3100 avec les cables de connexion.

Montage mural
Suivez les étapes suivantes pour fixer votre NWA-3100 a un mur.

1 Repérez une position élevée sur le mur ne comportant pas d’obstructions.

2 Connectez deux vis (non fournies) dans le mur a 60mm l'une de l'autre. Vous pouvez
utiliser le schéma a la fin de ce guide pour vous aider a marquer correctement les trous
de vis. Utilisez des vis de 6mm ~ 8mm (0,24" ~ 0,31") a grande téte. Ne vissez pas les
vis sur toute leur longueur dans le mur. Laissez un petit espace entre la téte de la vis et
le mur. L'espace doit étre assez grand pour permettre aux tétes de vis de glissez dans
les logements de vis et faire passer les cables de connexion vers le bas au dos du
NWA-3100.

g Vérifiez que les vis sont correctement fixées au mur et assez solides pour
supporter le poids du NWA-3100 avec les cables de connexion.

3 Ajustez les cébles.

Faites passer les cables de connexion derriére le dos du NWA-3100 comme indiqué dans
la figure suivante.

Oou:
Faites passer les cables de connexion vers le haut et le long du bord du plafond.

Il
[ 3

4
-
| )

e
o

el ™
s @)
| —
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4 Alignez les trous au dos du | |
NWA-3100 avec les vis sur J
le mur. Suspendez le NWA- - EJ;
3100 aux vis. L)
g A
i P
L Sty -8
é;ﬁ'ﬂi, | 60 mm .

5 PoE (Alimentation électrique par cable Ethernet)

PoE (Power over Ethernet) est la possibilité de fournir I'alimentation a votre NWA-3100 via
un cable Ethernet CAT 5 8 broches, éliminant la nécessité d’'une prise courant proche.

Un injecteur ou matériel PoE (B) (non fourni) est aussi requis pour fournir le cable Ethernet
(A) avec I'alimentation (C). Cette fonctionnalité augmente aussi la flexibilité dans
I'emplacement de votre NWA-3100 (Z).

LAN
z
| ©
W= = ¢ CFe)

6 Procédure pour afficher la (les) certification(s) d'un
produit

1 Allez a www.zyxel.com.

2 Sélectionner votre produit sur la liste du menu déroulant de la page d'accueil de ZyXEL
pour accéder a la page de ce produit.

3 Sélectionnez la certification que vous désirez consulter dans cette page.
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Cenni generali

La presente guida introduttiva fornisce informazioni sull'impostazione e la configurazione
di NWA-3100 (contrassegnato Z nell'esempio sotto) per consentire ai clienti wireless di
accedere in modo sicuro alla rete cablata. Consultare la propria Guida utente per ulteriori
informazioni.

i Internet

s

g E possibile che occorra reperire le informazioni sul proprio accesso a
Internet.

Per configurare la rete wireless & necessario:

1 Collegare I'hardware.

2 Accedere allo strumento di configurazione Web.

3 Configurare l'accesso a Internet.

4 Installare I'hardware.

5 Configurazione di Power over Ethernet (opzionale).
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1 Collegamento dell'hardware

POWER RES:T ETHERNET
12VD¢

o BE o

1 Per mezzo di un cavo Ethernet, collegare la porta ETHERNET ad un computer per la
configurazione iniziale.

2 Collegare la porta POWER 12VDC a una sorgente di alimentazione utilizzando
esclusivamente I'alimentatore fornito in dotazione.

g Collegare la porta ETHERNET di NWA-3100 a un jack Ethernet con
accesso alla rete dopo aver completato la configurazione iniziale.
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Quando viene collegata I'alimentazione i LED PWR ZyAIR si accendono. |l LED ETHN si
accende solo se la porta ETHERNET é correttamente collegata.

?

° Se il LED PWR non si accende, assicurarsi di utilizzare I'alimentatore
corretto e che I'alimentatore sia collegato ad una presa di corrente attiva.
Scollegare I'alimentatore e ricollegarlo. Se I'errore persiste, € possibile che
vi sia un problema hardware. In questo caso, & opportuno contattare il
rivenditore.

Se il LED ETHN non si accende, controllare il collegamento del cavo alla
porta ETHERNET di NWA-3100. Assicurarsi che la scheda di rete del
computer sia perfettamente funzionante.

2 Accedere allo strumento di configurazione Web

,@ Utilizzare Internet Explorer 6.0 o versione successiva, oppure Netscape
Navigator 7.0 o versione successiva con JavaScript abilitato.
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2.1 Impostare l'indirizzo IP del computer

E dapprima necessario configurare il computer per utilizzare un indirizzo IP statico
nell'intervallo tra 192.168.1.3 e 192.168.1.254 con un subnet mask di 255.255.255.0. In
questo modo ci si assicura che il computer possa comunicare con lo NWA-3100.

Le seguenti istruzioni riguardano i sistemi operativi Windows 2000, Windows NT e
Windows XP.
1 In Windows XP, fare clic su Start (Start) > Control Panel (Panello di controllo).

In Windows 2000/NT, fare clic su Start (Start) > Settings (Impostazioni) > Control
Panel (Panello di controllo).

2 In Windows XP, fare clic su Network Connections (Connessioni di rete).
In Windows 2000/NT, fare clic su Local Area Connection (Reti e connessioni remote).

3 Fare clic con il pulsante destro del mouse su Local Area Connection Properties
(Connessione alla rete locale e scegliere Proprieta).

4 Selezionare Internet Protocol (TCP/IP) (Protocollo Internet (TCP/IP)) (sotto la scheda
General (Generale) in Windows XP) e fare clic su Properties (Proprieta).

5 Viene aperta la schermata Internet Protocol TCP/IP Properties (Proprieta —
Protocollo Internet) (la scheda General (Generale) in Windows XP).
Internet Protocol (TCP/IP) Properties . ﬂﬂ

General |

‘r'ou can get |P zettings assigned automatically if your network, supports
this capability. Otherwise, vou need to ask vour network. administrator for
the appropriate |P settings.

" Obtain an P address automaticallr

(% Lsge the following IP address:

1P address: 192 188 . 1 . 3
Subnet maszk: I 285 2585 285 0
Default gateway: 192 188 . 1 . 2 }l

Uhtanmy UINS server address automaticallly

—* Use the following DMS server addresses:

Freferred DMS server: I . . .

Alternate DMS server: I o : P
Advanced... |
()8 I Cancel |

6 Selezionare Use the following IP address and fill in the IP address (Utilizza il
seguente indirizzo IP e inserire i dati nel campo Indirizzo IP) (sceglierne uno da
192.168.1.3 a 192.168.1.254), Subnet mask (255.255.255.0), e Default gateway
(Gateway predefinito) (192.168.1.2).
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7 Fare clic su OK per chiudere la finestra Internet Protocol (TCP/IP) Properties
(Protocollo Internet (TCP/IP) - Proprieta).

8 Fare clic su Close (Chiudi) (OK in Windows 2000/NT) per chiudere la finestra Local
Area Connection Properties window (Connessione alla rete locale - Proprieta).

Chiudere la finestra Network Connections (Connessioni di rete).

2.2 Eseguire il login nello strumento di configurazione Web

£§ sebbene sia possibile eseguire il collegamento a NWA-3100 in modalita
wireless, si consiglia di collegare il computer alla porta ETHERNET per la
configurazione iniziale.

1 Avviare il browser. Immettere B By om) Pinates) o) i
192.168.1.2 (I'indirizzo IP predefinito
di NWA-3100) nella barra [Agess | hupiij192.169.1.2 [

dell'indirizzo.

?

° Se non e possibile accedere allo strumento di configurazione Web,
verificare che gli indirizzi IP e le subnet mask di NWA-3100 e del
computer siano nel medesimo intervallo di indirizzi IP (vedere Sezione
2.1).

2 Fare clic su Login (Login) (la
password predefinita 1234 € gia

immessa). NWA-3100

Enter Password and click Login.

Password: [~ T
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3 Cambiare la password di accesso
immettendo una nuova password e
facendo clic su Appy (applica).
Registrare la nuova password e
conservarla in un luogo sicuro.

Us

e this screen to change the password.

New Password: |

Retype to Confirm: |

?

° Se la password viene cambiata e la si dimentica, sara necessario

resettare NWA-3100. Fare riferimento alla Guida utente per informazioni

sull’'uso del pulsante RESET.

4 Fare clic su Apply (applica) per
sostituire il certificato predefinito di
fabbrica per una maggiore
sicurezza. In alternativa fare clic su
Ignore (ignora) per procedere se
non si desidera cambiare ora il
certificato.

5 Appare la schermata del MAIN
MENU (MENU PRINCIPALE).

Replace Factory Default Certificate

The factory default certificate is common to all
NWA models. Click Apply to create a certificate
using your NWA's MAC address that will be specific

ZyXEL

ADVANCED
SYSTEM
WIRELESS
P
ROGUE AP
REMOTE MGNT
CERTIFICATES
LOGS
VLAN

MAINTENANCE

LoGouT

to this device.

Welcome to the ZyXEL embedded web configurator.

« Click Maintenance to access a range of maintenance submenus.
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3 Configurare I'accesso a Internet
1 Fare clic su SYSTEM (SISTEMA) nel pannello di navigazione.

SYSTEM
VVINLLLI3

IP

ROGUE AP
REMOTE MGNT
CERTIFICATES
LOGS

VLAN

MAINTENANCE

LOGOUT

2 Appare la schermata SYSTEM (SISTEMA) > Genera (Generale).

General Password Time Setting

General Setup

System Name [INrvA-3100
Domain Name |
Administrator Inactivity Timer ID (minutes, 0 means no timeout)

System DNS Servers

First DNS Server IFrDm DHCP Vl ID.D.D.D
Second DNS Server IFrDm DHCF 'l ID.D.D.D
Third DNS Server IFrom DHCP vl ID.D.D.D

Feset |

System Name (nome sistema) consente di identificare NWA-3100 sulla rete.
Scegliere un nome distintivo o lasciare quello predefinito.

Domain Name (Nome dominio): immettere un nome di dominio se il proprio ISP ne
richiede uno per 'autenticazione. In caso contrario € possibile lasciare il campo vuoto o
lasciare 'impostazione predefinita.

DNS Server(s) (Server DNS): se I'ISP ha fornito specifiche impostazioni di DNS (Domain
Name System), immetterle il questa sezione. In caso contrario, lasciare i valori predefiniti
in questi campi.

3 Fare clic su Apply (Applica).
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4 Fare clic su WIRELESS Wireless SSID Security  RADIUS  Layer2 Isolation MAC Filter
(WlRELESS) nel pannello dl Operating Mode Access Point B
navigazione. Appaiono le 802.11 Mode B02TThg =

. ¥ Super Mode
schermate seguenti. Choose Channel ID ChannekIE 2437hHz =] or
RTS/CTS Threshald B
Fragmentation Threshold 2346 (256 ~ 2346)
Output Power 100% hd
SSID Profile SSID03 x

¥ Enable Breathing LED
¥ Enable Spanning Tree Protocol (STP)
" Roaming Active

Applhy Reset

/@g Le stazioni wireless e NWA-3100 devono utilizzare lo stesso SSID, ID di
canale e impostazione di crittografia per consentire la comunicazione
wireless.

Operating Mode (Modalita operative): verificare che sia selezionata la modalita Access
Point.

802.11 Mode (Modalita 802.11): selezionare lo standard wireless che si desidera
utilizzare per la rete. Se tutti i client wireless supportano IEEE 802.11a, selezionare
802.11a. In caso contrario, selezionare 802.11b+g.

Choose Channel ID (Scegli ID canale): scegliere il canale wireless che si desidera
utilizzare per la rete. Per consentire a NWA-3100 si selezionare automaticamente un
canale, fare clic su Scan (Cerca).

SSID Profile (Profilo SSID): selezionare dall'elenco a discesa il profilo SSID che si
desidera configurare per |'accesso alla rete. In questo esempio & utilizzato il profilo
SSID03.

5 Fare clic su Apply (Applica) per salvare le impostazioni.
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6 Selezionare la scheda SSID.
Appaiono le schermate
seguenti.

Il SSID predefinito di SSID03
(nome della rete) € ZyXELO03 e
la relativa impostazione di
Security (Sicurezza)
predefinita Security01
(Security01).

Se le impostazioni sono diverse,
o se si desidera cambiare |l
SSID, scegliere SSID03 e fare
clic su Edit (Modifica) per
cambiare le impostazioni.

7 Fare clic sulla scheda Security
(Sicurezza). Verificare che sia
selezionata l'impostazione
Security01 e fare clic su Edit
(Modifica).

Wireless | SSID | Security RADIUS  Layer2 Isolation MAC Filter
| lindex] _Mame | SSID | Secuity [ RADWS [ QoS |
BN voir_ssip ZyXELO1 securityd1 radiusd1 VoIP
i el AU
SSID03 ZyXELO3 security01 radius)1 NONE :.
T
N ssioos ZyXELOS securit01 radiusd1 NONE
Il ssioos ZyXELOG security01 radiusd1 NONE
A ssioor ZyXELOT security01 radius1 NONE
Il ssioee ZyXELOB security01 radius1 NONE
Il ssiooe ZyXELDY securityd1 radius1 NONE
IR ssion ZyXEL10 securityd1 radiusdt NONE
IR ssion ZyXEL1 securig01 radiusdt NONE
IR ssionz ZyXEL1Z securigd1 radiusd1 NONE
IEEN ssionz ZyXEL13 securityd1 radius)t NONE
RS ssione ZyXELM securityd1 radiusdt NONE
IR ssiois ZyXEL1S security01 radius1 NONE
IR ssiots ZyXEL16 security01 radius1 NONE
Wireless SSID Security RADIUS Layer-2 Isolation MAC Filter
o - Cormrertnr Mo
securi1 None
| securityD3 None
| security0d None
| securityDs None
| securityl6 None
| securityD? None
| security08 None
| securityD9 None
| securityl0 None
| securityl1 None
| securityl2 None
| securityld None
| securityld None
| securityld None
| securityl6 None
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8 In questo campo € possibile
immettere le impostazioni di
sicurezza della rete wireless. |
campi compilati variano a
seconda del tipo di sicurezza
selezionata nel campo
Security Mode (Modalita di
sicurezza). Selezionare None
(Nessuno) se non si desidera
utilizzare la sicurezza wireless.

Questo esempio utilizza la
sicurezza WPA2-PSK, nella
quale tutti i clienti wireless
devono utilizzare la stessa
chiave pre-shared per unirsi alla
rete.

Verificare che tutti i client
wireless possano utilizzare il
tipo di sicurezza impostata.
Fare clic su Apply (Applica)
una volta terminato.

9 Fare clic su IP nel pannello di
navigazione.

Se si dispone di un indirizzo IP
da utilizzare, selezionare Use
fixed IP address (Utilizza
indirizzo IP fisso) e specificarlo
unitamente alla subnet mask e
all'indirizzo IP gateway. In caso
contrario, selezionare Get
automatically from DHCP
(Ofttieni automaticamente da
DHCP). Fare clic su Apply
(applica).

Wireless SSID Security RADIUS Layer-2 Isolation MAC Filter
Name : security0
Security Mode ; m
Pre-Shared Key : Thisismy\WPAZ-PSKPresharedkesy]
ReAuthentication Timer : [1800 |(in seconds)
Idle Timeout : IEET { in seconds)
Group Key Update Timer : W (in seconds)

Feset

" Get automatically from DHCP
 Use fixed IP address

IP Address IW 92.168.1.2
IP Subnet Mask |255.255.255 0
Gateway IP Address ID 0.0.0

Feset |

10 Modificare i parametri wireless nelle stazioni wireless per farle corrispondere a quelle
di NWA-3100. Fare riferimento alla documentazione dell’adattatore wireless.

,@§ Se si modifica l'indirizzo IP di NWA-3100, & necessario utilizzare il nuovo
indirizzo IP quando si accede successivamente allo strumento di

configurazione Web.
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Il dispositivo & ora pronto a connettersi alla rete cablata. Questa operazione puod essere
eseguita in questo momento o dopo aver installato I'hardware.

?

° Se i client wireless non possono accedere alla rete cablata, verificare che
I'indirizzo IP e che la subnet mask di NWA-3100 e dei computer sulla rete
siano compresi nel medesimo intervallo. Se il LED ETHN é spento,
controllare i cavi tra il dispositivo NWA-3100 e il computer o hub.

4 Installazione dell'hardware

4.1 Collegamento delle antenne

,@f Rivolgendosi di fronte a NWA-3100, I'antenna destra (antenna principale)
trasmette e riceve, I'antenna sinistra riceve solamente.

Seguire le istruzioni presentate di seguito per eseguire il collegamento alle antenne in
dotazione.

1 Individuare le prese delle antenne
presso i lati di NWA-3100.

2 Individuare le prese delle antenne
presso i lati di NWA-3100. Le antenne
devono essere perpendicolari al suolo e

parallele una con l'altra. @ (¢
. . . - Y

assicurarsi che le antenne siano 2\ ®

accuratamente serrate sulle apposite @

prese.

4.2 Montaggio dell’hardware

In generale, la posizione migliore per il punto di accesso ¢ al centro dell’area di copertura
wireless. Per prestazioni ottimali, montare il dispositivo NWA-3100 in posizione
soprelevata, senza ostacoli. Per prestazioni ottimali, montare il dispositivo NWA-3100 in
posizione soprelevata, senza ostacoli.

Posizione libera
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Posizionare il dispositivo NWA-3100 su una superficie piana e stabile (una scrivania o una
mensola), forte abbastanza da sostenere il peso del dispositivo con i cavi di connessione.

Montaggio a muro
Seguire i seguenti punti per applicare NWA-3100 ad una parete.

1 Individuare una posizione elevata sul muro che sia esente da ostacoli.

2 Inserire due viti (non in dotazione) nella parete a 60mm si distanza. E possibile
utilizzare lo schema al termine della presente guida per facilitare il contrassegno dei
fori delle viti. Usare viti con testa da 6mm ~ 8mm. Non serrare le viti fino in fondo nella
parete. Lasciare un piccolo spazio tra la testa della vite e il muro. Lo spazio deve
essere abbastanza grande da consentire alle teste delle viti di scorrere nelle apposite
fessure e ai cavi di connessione di scorrere lungo la parte posteriore di NWA-3100.

,@ assicurarsi che le viti siano saldamente fissate alla parete e che siano
abbastanza robuste per sostenere il peso di NWA-3100 con i cavi di

collegamento.

3 Regolare i cavi.
Far scorrere i cavi di collegamento lungo la parte posteriore di NWA-3100 come mostrato
nella figura seguente.
oppure
far scorrere i cavi di collegamento verso I'alto e lungo il bordo della parte superiore.

Il
[ 3

4
-
| )
f

el
@
-y

e
I
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4 Allineare i fori presso la | |
parte posteriore di NWA- J
3100 con le viti sulla T !

A

parete. Appendere NWA- L
3100 sulle viti.

-l
)

5 Power over Ethernet (PoE)

Power over Ethernet (PoE) consente di fornire elettricita a NWA-3100 per mezzo di un
cavo Ethernet CAT 5 a 8 poli, eliminando la necessita di disporre di una sorgente di
alimentazione nelle vicinanze.

Un iniettore o un dispositivo PoE (B) (non in dotazione) € necessario per fornire corrente
(C) al cavo Ethernet (A). Questa funzionalita consente una maggiore flessibilita per il
posizionamento del dispositivo NWA-3100 (Z).

LAN
z
| @
W= o c B8l

6 Procedura per visualizzare le certificazioni di un
prodotto

1 Aprire la pagina www.zyxel.com.

2 Selezionare il prodotto dall'elenco di riepilogo a discesa nella Home Page di ZyXEL per
passare alla pagina del prodotto in questione.

3 Selezionare da questa pagina la certificazione che si desidera visualizzare.
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O6G30p

B aTtom PykoBoacTBo no 6eicTpoMy 3anycky 6ynet paccka3aHo O TOM, Kak MOAKIHYMTb U
HacTponTb NWA-3100 (noMeYeHHbI Z B MPUBEAEHHOM HUXe NpUMepe), YTo AacT
BO3MOXXHOCTb 6€CnpoBOAHBLIM KNMMEHTam nornyyaTb 6e3onacHbIi 4OCTYN K MPOBOAHON CETU.
CmoTpuTE pyKOBOACTBO MOMb30BaTens A4S Nony4YeHns ONONHUTENbHON MHhopMaLumn.

Internet

s

g Bam moxeT noHagobuTtbcs Bawa nHdopMauus ans goctyna K cetu
NHTepHerT.

YUTo6bl ycTaHOBUTL Bally 6€CrnpOBOAHYIO CETb Bbl AOIDKHbI:

1 MoakntounTb 060pyaoBaHMe

2 Bontn B BeG-kOHUrypaTop

3 HactpouTtb goctyn k cetn IHTepHeT.

4 YctaHoBuTb o6opynoBaHue.

5 YcTtaHoBuTb nuTaHue yepes Ethernet (no BeiGopy).
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1 MopknovyeHue o6opyaoBaHUSA

POWER RES:T ETHERNET
12VD¢

o BE o

1 MNpwu nomown kabens Ethernet nogkntounte nopt ETHERNET k Bawwemy koMnbioTepy
Ons HayanbHOW HaCTPOWKK.

2 [Nopgkntounte nutaHme Kk pasbeMy POWER 12VDC, ncnonb3ys A4ns 3TOro BKMOYEHHbIN B
KOMMNNEKT afanTep NUTaHUS.

g Mocne BbINONHeHMA HavansHoW HacTponku nogknoumte nopt ETHERNET
Bawero NWA-3100 k pasbemy Ethernet, kotopbie umeeT gocTyn K ceTw.
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1.1 CBeToAMOAHbIE MHAUKATOPbI

Mpwn BkNtoveHnu nuTaHusa 3aropatotca nHankatopbel PWR n ZyAIR. NHgnkatop ETHN
BKMOYaeTcsa npu npasunbHom nogkntoyveHnn nopta ETHERNET.

?

° Ecnn nhgmkatop PWR He BKrovnncs, To NpoBepbTe TUM CETEBOIO

aganTepa 1 cooTBETCTBME CeTU NUTaHus. OTKIOUYUTE N3 PO3ETKU CETEBON
aganTep U cHoBa ero BknouuTe. Ecnm ycTpoicTBo onaTh He paboTaeT
[OOIMKHBIM 06pa3oMm, TO, BO3MOXXHO, 3TO CBSI3aHO C HEUCMPABHOCTHLIO
obopyaoBaHus. B aTom crnyyae BaM Hy>KHO CBA3aTbCS C BalLVM
MOCTaBLLMKOM.

Ecnun He BkntovaeTcs nHankatop ETHN, To npoBepbTe noagkntoveHve
kabens k nopty ETHERNET Bawero NWA-3100. lNMpoeepbTe
npaBunbHOCTb PaboTbl CETEBOW KapTbl BalLero KOMMbTepa.

2 loctyn K Be6-KkOHdUrypaTtopy

,@ WUcnonb3ynte Internet Explorer sepcun 6.0 1 Boiwe nnn Netscape
Navigator Bepcun 7.0 1 Bblle ¢ akTUBMPOBaHHbLIM JavaScript.
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2.1 YctaHoBKa IP-agpeca Bawero KomnblotTepa

BHauane Bbl OMKHbI YCTAHOBUTbL MCMNOMb30BaHWe cTatudeckoro IP-agpeca B ananasoHe
192.168.1.3 - 192.168.1.254 ¢ mackon nogcetun 255.255.255.0. 310 rapaHTUpYyeT, 4TO Ball
KoMnbtloTep cMoxeT coeanHaTbca ¢ NWA-3100.

[MpuBeaeHHbIE HUXE MHCTPYKUMU OTHOCATCA K onepaunoHHbIiM cuctemam Windows 2000,
Windows NT 1 Windows XP.
1 Ona Windows XP, HaxxmuTe Start ([Myck) > Control Panel (MaHenb ynpaenexHus).

Ons Windows 2000/NT, HaxmuTe Start (Myck) > Settings (HacTtpoiika) > Control Panel
(MaHenb ynpaBneHus).

2 1na Windows XP, Haxmnte Network Connections (CeTeBble nogkntoveHus).
Insa Windows 2000/NT, HaxkmuTe Network and Dial-up Connections (CeTb 1 yganeHHbi
OOCTyn K ceTn).

3 WenkHnTe npaBon KnaBuwen mMbiwkn Ha nkoHke Local Area Connection
(MopkntoyeHns no nokanbHou cetn) n Haxmnte Properties (CsoricTea).

4 BuibepuTte Internet Protocol (TCP/IP) (IMpotokon NHTepHeT(TCP/IP)) (Ha Bknaake
General (O6wue) B Windows XP) un Haxmute Properties (CsowicTsa).

5 OTkpoetcs okHo Internet Protocol TCP/IP Properties (CBovictBa VIHTepHET
npotokona TCP/IP) (Ha Bknagke General (O6wue) ans Windows XP).

Internet Protocol (TCP/IP) Properties ﬂﬂ

General |

‘r'ou can get |P zettings assigned automatically if your network, supports
this capability. Otherwise, vou need to ask vour network. administrator for
the appropriate |P settings.

" Obtair an P address automaticallr

(—l’:’ Uze the following IP address:

1P address: 192 188 . 1 . 3
Subnet maszk: I 285 2585 285 0
Default gateway: 192 188 . 1 . 2 }l

Uhtanmy UINS server address automaticallly

—* Use the following DMS server addresses:

Freferred DMS server: I . . .
Alternate DMS server: I o : P

Advanced... |
()8 I Cancel |

6 Buibepute Use the following IP address (Vicnonb3oBatb cneagytowmnn |IP-agpec) u
BBeauTe nHgpopmaumio B nons IP address (IP-agpec) (BbibepuTe niobow n3 gnanasoHa
192.168.1.3 - 192.168.1.254), Subnet mask (Macka noacetn) (255.255.255.0) n
Default gateway (OcHoBHoM wnto3) (192.168.1.2).
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7 Haxmute OK, uTo6bI 3aKkpbiTh OKHO Internet Protocol (TCP/IP) Properties (CBovicTBa
MHTepHeT npotokona TCP/IP). HaxmuTe Close (3akpbiTh) (OK ans Windows 2000/
NT), ytobbl 3akpbiTh OkHO Local Area Connection Properties (CsoiicTtea
NOAKITIOYEHUI MO JIOKANbHOM CETH).

B3akponte okHo Network Connections (CeTeBble nogknoyYeHus ).

2.2 locTtyn K Be6-KOHpUurypatopy

,@ Haxe, ecnu Bbl MoxeTe nogkntounte NWA-3100 no 6ecnpoBogHON ceTu,

ONS HaYanbHOW HACTPONKM PEKOMEHOYETCS NOAKMYMTE Ball KOMMbIOTEP K
nopty ETHERNET.

1 3anycTtute Baw web-6paysep.
BeeauTe 192.168.1.2 (IP-aapec
NWA-3100 no ymorn4yaHuio) B CTPOKe | Address | ttpyjj152.168.1.2 [
agpeca.

?

° Ecnu Bbl He MOXeTe BOMTU B BEG-kOHMrypaTtop, To npoBepkTe IP-agpec
n macky nogcetn NWA-3100 n komnbtotepa. OHM JOMKHbI HAXOOUTBHCS B
opHonm noacetn (cm. Section 2.1).

J File Edt Wew Favorites Tools Help

2 UlenkHuTe Ha kHonke Login (Bxoga)
(naponb no ymonyanutio - 1234 - yxe

BBEEH). NWA-3100

Enter Password and click Login.

—
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3 NameHuTe napornb Bxoga B CUCTEMY,
BBEAS HOBbIN, U HaXmuTe Ha Apply
(MpuMeHuTL). 3anuwinMTe HOBbLIN
naponb u nonoxure B 6esonacHoe
MecCTO.

Use this screen to change the password.

New Password:

Retype to Confirm:

?

° Ecnv Bbl nI3MeHWUNM Naposb, a NOTOM ero 3abbinn, TO Bam NpuaeTcst
nepeycraHoBute NWA-3100. O Tom, Kak ncrnonb3oBatb kHonky RESET
(CBPOC) MOXHO npoynTaTh B pyKOBOACTBE MOMb30BaTeNs.

4 UlenkHuTe Ha Apply (MpumeHuTs),
4TO6bl M3MEHUTL 3aBOACKYIO
yCTaHOBKy cepTudukarta ans
yny4yweHusa 6esonacHocTu. Ecnu Bl
He XOTUTe U3MeHATb cepTudmkar
cenvac, To WwenkHuTe Ha lgnore
(MponycTtuTs).

5 Tloseutca okHo MAIN MENU
(TMABHOE MEHHO).

Replace Factory Default Certificate

The factory default certificate is common to all
NWA models. Click Apply to create a certificate
using your NWA's MAC address that will be specific
to this device.

ZyXEL

ADVANCED
SYSTEM
WIRELESS
P
ROGUE AP
REMOTE MGNT
CERTIFICATES
LOGS
VLAN

Welcome to the ZyXEL embedded web configurator.

MAINTENANCE

LoGouT

« Click Maintenance to access a range of maintenance submenus.
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3 Hactpowmka poctyna cetu UHTepHeT
1 WenkHnte Ha SYSTEM (CUCTEMA) Ha naHenun HaBuraumu.

ZyXEL

SYSTEM
VVINLLLI3

IP

ROGUE AP
REMOTE MGNT
CERTIFICATES
LOGS

VLAN

MAINTENANCE

LOGOUT

2 lMosiButca okHo SYSTEM (CUCTEMA) > General (O6wue).

General Password Time Setting
General Setup
System Name [INrvA-3100
Domain Name |
Administrator Inactivity Timer ID (minutes, 0 means no timeout)

System DNS Servers

First DNS Server IFrDm DHCP Vl ID.D.D.D
Second DNS Server IFrDm DHCF 'l ID.D.D.D
Third DNS Server IFrom DHCP vl ID.D.D.D

Feset |

System Name (CuctemHoe nms) ucnonbsyetcsa ana ngeHtndukayun NWA-3100 B
Bawewn cetn. Beibepute onucaTtenbHoOe NMSA NNy OCTaBbTE MPeanoXeHHoe Nno
yMOn4aHuio.

Domain Name (Vivsi gpomeHa): BBeaute ums gomeHa, ecnv Ball nposavigep Tpebyet
3TOro Ana ayTeHTudukaummn. Ecniv Takoro TpeboBaHNst HET, TO MOXXHO OCTaBUTb 3TO Mnone
NyCTbIM UMK C NPEANOXEHHBIM MO YMOMYaHUIO 3Ha4YeHneM.

DNS Server(s) (DNS cepsep(bl)): Ecnn Baww npoBaaep npenocTaBun Bam
cneundunyeckue Hactpovikn DNS (CrncTtembl JOMEHHBIX MMEH), TO UX HYXXHO BBECTU B
aToM none. Ecnu aT1o He TpebyeTcs, TO OCTaBbTE 3HAYEHUS MO YMOMYAHMIO.

3 Haxmute Apply (MpymMeHnTs).
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4 U.LeJ'IKHI/ITe Ha WIRELESS Wireless | SSID Security  RADIUS  Layer2 Isolation MAC Filter
(BECHPOBOD'HAH) Ha naHenu Operating Mode Access Point B
HaBurauum. MNosasutcs 802.11 Mode B0211h+g =

¥ Super Mode
cneayrouiee okHo. Choose Channel ID ChannekIE 2437hHz =] or
RTS/CTS Threshald B
Fragmentation Threshold 2346 (256 ~ 2346)
Output Power 100% hd
SSID Profile SSID03 x

¥ Enable Breathing LED
¥ Enable Spanning Tree Protocol (STP)
" Roaming Active

Applhy Reset

/@g [ns cospgaHns cetn 6ecnposogHas ctaHumst  NWA-3100 gomkHbl UMETb
oanHakoBble SSID, ngeHTudukaTop KaHana n HacTPONKN WnNpoBaHms.

Operating Mode (Pexxum pabothl): Ybeautecs, 4to BeibpaH pexum Access Point (Touka
poctyna).

802.11 Mode (Pexum 802.11): Beibepute 6ecnpoBogHON CTaHAapT, KOTOPbLIN Bbl XOTUTE
ucnonb3oBaTtb. Ecnun 6ecnpoBoaHble knNueHThl noaaepxmeatoT IEEE 802.11a, 1o
Bblibepute 802.11a. VHauye, Bbibepute 802.11b+g.

Choose Channel ID (Buibepute ngeHtundmkatop kaHana): Beilbepute 6ecnposogHomn
KaHan, KoTopbI Bbl XOTUTE MCMONb30BaTb AN co3aaHus becnpoBogHol ceTn. Ytobbl
3actaBuTb NWA-3100 BbiOUpaThb kaHan aBToMaTU4Yecku, LLENKHUTE BMECTO 3TOro Ha
Scan (CkaHupoBaHue).

SSID Profile (Mpodune SSID): Beibepute npocuns SSID, koHdUrypaumo KOToporo Bbl
XOTWUTE YCTAHOBUTL U3 BbiNagatoLlero cnucka. B atom npumepe ncnonbayetcs npoduns
SSID03 .

5 Haxmunte Apply (MpumeHnTb), 4TOOBLI COXPaHUTL HACTPOWKM.
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6 LenkHuTe Ha Bknagke SSID.
MosiBMTCS cnepgytoLlee OKHO.

B npodhmne SSID03 no
yMonyaHuio yctaHoeneHo SSID
(nmsa ceTtn) - ZyXELO3 n
HacTpoika Security
(BesonacHocTb) - Security01.

Ecnu Bawum HacTpomnkm
OTNMYAKTCS OT NPUBEAEHHbIX,
UINN €CINU Bbl XOTUTE U3MEHUTb
SSID, 1o BbibepuTe SSID03 1
wenkHuTe Ha Edit
(PepaktupoBatb) ans
N3MEHEHUSI HACTPOEK.

7 WenkHuTe Ha BKNagke
Security (bezonacHocTb).
Y6eauTtech, 4YTO BbiOpaHa
Security01, u wenkHNTE Ha
Edit (Pegaktuposathb).

Wireless | SSID | Security RADIUS  Layer2 Isolation MAC Filter
| lindex] _Mame | SSID | Secuity [ RADWS [ QoS |
BN voir_ssip ZyXELO1 securityd1 radiusd1 VoIP
i el AU
SSID03 ZyXELO3 security01 radius)1 NONE :.
T
N ssioos ZyXELOS securit01 radiusd1 NONE
Il ssioos ZyXELOG security01 radiusd1 NONE
A ssioor ZyXELOT security01 radius1 NONE
Il ssioee ZyXELOB security01 radius1 NONE
Il ssiooe ZyXELDY securityd1 radius1 NONE
IR ssion ZyXEL10 securityd1 radiusdt NONE
IR ssion ZyXEL1 securig01 radiusdt NONE
IR ssionz ZyXEL1Z securigd1 radiusd1 NONE
IEEN ssionz ZyXEL13 securityd1 radius)t NONE
RS ssione ZyXELM securityd1 radiusdt NONE
N ssiis ZyXEL1S security01 radius1 NONE
IR ssiots ZyXEL16 security01 radius1 NONE
Wireless SSID Security RADIUS Layer-2 Isolation MAC Filter
o- - Cormrertnr Mo
securi1 None
| securityD3 None
| security0d None
| securityDs None
| securityl6 None
| securityD? None
| security08 None
| securityD9 None
| securityl0 None
| securityl1 None
| securityl2 None
| securityld None
| securityld None
| securityld None
| securityl6 None
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8 31echb Bbl MOXETe BBECTU
HacTpownku 6e3onacHocTn
Ballen 6ecnpoBoaHON CETHU.
BHOCMMble BaMn n3MeHeHWs B
HaCTPOWMKN AOMKHbI
COOTBETCTBOBATbL TUMY
6e3onacHocTu, BbIGpaHHOMY B
none Security Mode (Pexum
6e3onacHocTn). Beibepute
None (HeT) ecnu Bbl He xoTUTE
ncnonb3oBaTb 6ecnpoBoAHY!HO
6e3onacHoCTb.

B aTtom npumepe ncnonb3dyetrcqd

crtaHgapT 6esonacHocT WPA2-

PSK, B koTOpOM BCE
6ecnpoBOAHbIE KIMEHThI A1is
MOAKMIOYEHNS K CETU JOMKHbI
ncnosb3oBaTh NpeaBapuUTeNbHO
3a[aHHbIN KITHoM.

Yb6eautechb, 4TO BCe Baluu
6ecnpoBoaHbIE KMMEHTbI MOTYT
MCnosb30BaTh BbIOpaHHbIN
BaMu TUN 6e30nacHOCTU.
LenkHute Apply (MpymeHnTb)
No OKOHYaHUWN BHECEHUSI
N3MEHEHUN.

9 UlenkHuTe Ha IP Ha naHenu
HaBuUrayuu.

Ecnwn y Bac ecTb ansi
MCMONb30BaHUS onpeaeneHHbI
IP agpec, uto Bbibepute Use
fixed IP address
(Mcnonb3oBsatb
dukcmpoBaHHbIn IP-agpec) n
BBELMTE €ro psiiOM C Mackom
noacetv n IP-agpecom wnto3sa.
B npotuBHOM cnyvae,
BbibepuTe Get automatically
from DHCP ([Monyuntb
asTomatunyecku ot DHCP).
Haxmute Apply (MpuMeHUTh).

Wireless SSID Security RADIUS Layer-2 Isolation MAC Filter
Name : security0
Security Mode ; m
Pre-Shared Key : Thisismy\WPAZ-PSKPresharedkesy]
ReAuthentication Timer : [1800 |(in seconds)
Idle Timeout : IEET { in seconds)
Group Key Update Timer : W (in seconds)

Feset

" Get automatically from DHCP
& Use fixed IP address

IP Address IW 92.168.1.2
IP Subnet Mask IEEE 265.255.0
Gateway IP Address ID 0.0.0
Apply Feset |
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10 iameHuTe GecnpoBogHble HAaCTPOVkM 6eCNPOBOAHBIX CTAHLMIA TaK, YUTOObI OHU
cosnaganu ¢ NWA-3100. O6paTtutechb kK 4OKyMeHTauuun ang sawero 6ecnpoBogHoro
aganTtepa.

g Ecnu Bbl nsmernnnun IP-agpec NWA-3100, TO Bbl 4OMMKHbBI MCMOMNb30BaTh
HoBbIN IP-agpec npu cnegyowem Joctyne K BebG-koHgurypartopy.

Cenyac ycTponcTBO NOArOTOBMEHO ANA NOAKMYEHUS K NPOBOAHOM ceTu. Bbl MmoxeT
cAenartb 3TO ceilvac Unu cpasy e nocne ycTaHOBKM 060pyaoBaHus.

? Ecnu 6ecnpoBogHble KIMEHTbI HE MOTYT NMOAKITHOYNTHECS K MPOBOLHOWN CETH,

TO nposepbTe IP-agpec n macky nogcetn NWA-3100 n komnbtotepa. OHu
OOMMKHbI HAaXoaAnTbCA B ogHon noacetn. Ecnu nnamnkatop ETHN He
CBETUTCH, TO NPOBepbLTE NogkntodeHne kabens mexay NWA-3100 v Bawumm
KOMMbOTEPOM MITM KOMMYTaTOPOM.

4 YctaHoBKa o6bopyaoBaHus

4.1 NMopknoyeHne aHTEeHH

/@ Ecnun Bbl cMoTpuTe Ha nepegHtoto Yacte NWA-3100, To npaBas aHTeHHa
(rmaBHas) nepegaeT v NPUHMMAET CUrHarnbl, a NeBas - TONbKO NPUHUMAET.

1 BKpyTuTE aHTEHHbI MO YacOBOW CTperke
B pasbemsbl no 6okam NWA-3100.
AHTEHHbI OMKHbI pacnonararbes
BepTUKanbHO 1 napannensHo apyr
OTHOCUTENbHO Apyra.

Y6eauTtech, YTO OHU NMPUKPYYEHBI
HaaexHo.
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4.2 MoHTax obopyaoBaHusA

B obLieM, Hauny4ywwen TO4KOW YCTaHOBKN TOYKM JOCTYNa ABMNSIETCS LLEHTP 30HbI, B KOTOPOM
HY>XHO 06ecneunTb NoKpbITUE 6ecnpoBoaHON ceTu. [ns 4OCTMXEHUS HaUNyYLlei
npoussoanTensHoctn yctaHoBute NWA-3100 noBbilwe, B cBOGOAHOM OT NMPENATCTBUNA
MecTe.

CB060AHO cTOsILLEee pacnosioXeHue

Monoxnte NWA-3100 Ha Nnockyto ropusoHTanbHy NOBEPXHOCTb (CTOM UMW MOSKY,
Hanpumep), AocTaToyHo npoyHyo ans Beca NWA-3100 BmecTe ¢ coeauHUTENbHBIMA

npoBoAamu.
KpenneHue Ha cTeHy
Yrtobbl npukpenuts NWA-3100 k cTeHe BbINONHUTE cneayolme onepaunm.

1 BBMHTUTE B CTEHY ABa LWypyna (He NocTaBnsAlTCs) Ha paccTtoaHum 60 MM Apyr oT Apyra
(cm. cxemy B ware 3). Ncnonb3yiTte Wypynbl ¢ LUUPUHOW rofloBku 6MM ~ 8mm. He
BKPy4MBaMTe LWypynbl 40 YNopa, OCTaBbTe NPOMEXYTOK MexXAy rorioBKOW Lwypyna un
CTEHOW.

OTOT NPOMEXYTOK AOMKEH BbITb 4OCTATOYHBIM ANS TOro, YTOObI LLYPYNbl BOLMAW B
pa3beMbl Ha Kopryce, a coeguHuTenbHble nposoaa npoxoaunu cagn NWA-3100.

g MpoBepbTe HAOEXHOCTb KPEMNMEHNsT LUYPYMNOB B CTEHE N NX CMOCOBHOCTb
BolaepxaTtb Bec NWA-3100 BMmecTe ¢ coeaUHNTENbHBIMY MPOBOAAMMU.

2 lMopknoynte Kabenwu.
Mponyctute coeguHuTenbHble kabenu cdagm NWA-3100 kak nokasaHo Ha unncTpaumm
HWXe.
JINBO:
Mponyctute coeguHnTEnbHbIE Kabenu BBEPX 1 MPOMOXUTE NX BOOMb rPaHMLbl MOTOrKA.

Il
[ 3

¥
-
)

s @)
| —
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3 CoBmecTnTE OTBEPCTUA HA | |
3agHelt yactn NWA-3100 ¢ 1
Lypynamu B CTEHe. = - 2 ﬁ
Monsecbte NWA-3100 Ha L) e

wypynax.

5 Nopaya nutaHua yepes Ethernet (no BbIGOpPY).

MuTtaHue yepes Ethernet (PoE) - aTo Bo3amoxHOCTb 06ecneveHus sBawero NWA-3100
nuTaHnem yepes 8-xunbHoli kabenb CAT 5 Ethernet, npu ncnone3oBaHun KOTOpOro HeT
Heo6XOAMMOCTU B UCTOYHMKE MUTAHUS.

[Ons nogBeneHus nutaHua k kabento Ethernet Bam Takke noHagobutca nHxektop PoE (He
noctaensetcs). 3Ta PyHKUMA NO3BONSAET YBENNYUTL FTMOKOCTb pPeLLEHNI MO pa3MeLLEHUNIO
Bawero NWA-3100.

Ha HmkenpuseneHHon unntoctpaumm: Z - ato Baw NWA-3100, A - ato kabenb CAT 5
Ethernet, B - 310 uHxxektop POE n C - 310 ceTeBoW kabenb nuTaHus.

LAN

e FE

B

6 NMpoueaypa npocmoTtpa ceptudmnkata(ceptudmnkaTon)
npoAaykra
1 Nocetnte cant www.zyxel.ru.

2 BbibepuTe Ball NpoOAYKT M3 BbiNagalwLLero cnucka Ha gomaluHen ctpaHuue ZyXEL u
nepenauTe Ha ero ctpaHuuy.

3 BbibepuTe Ha aToM cTpaHuue cepTUdUKaT, KOTOPbLIN Bbl XOTUTE NPOCMOTPETD.
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1.1 84T

7754 PWR 1 ZyAIR 2 AEIE R YRS 52 . Wk ETHERNET i &4 1R, ) ETHN §5
VSRS oF

? Ui PWR E7n )0 A ss, MSHHORAE T IER T RBGERCES, DL ORI
TERC A A S TIER R RS T . TSRS, JFEPEA . WA IR
RAFAE, AT REZENT B, AEXAEOLT, NN RRR .

i ETHN 570 Ase, WS AiEH:3) NWA-3100 ETHERNET i 111
o BRAR VTSN X 480 L 2% TAE 1IEH

2 ijj 5] Web B ERF

25 Al LA Internet Explorer 6.0 J¢ L J5 kA%, B Netscape Navigator 7.0
KMH a8 A (4 JavaScript S FF) .

2.1 WEIFENLE IP Huhk

e, LA NI E A 192.168.1.3 - 192.168.1.254 i [F N (M 1P Hulk, +M
Hitdly 255.255.255.0, X v IEf{R TS HLAE S 55 NWA-3100 #H47 1015 .

TN ERAE S T Windows 2000, Windows NT fI Windows XP #:4E &4 .
1 7£ Windows XP 1, #Hiif; Start ( 7745 ) > Control Panel ( #%iHHR ).
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1E Windows 2000/NT H, 47 Start ( 774 ) > Settings ( % Z ) > Control Panel ( #=7liH
B )e

2 7t Windows XP 1, #Hii; Network Connections ( M%4i%E 4% ).
7t Windows 2000/NT 1, £iil; Network and Dial-up Connections ( M43k 544 ).

3 fi##.i5 Local Area Connection ( A% ), R)5 H. Properties ( J&tE ).

4 %% Internet Protocol (TCP/IP) (Internet ¥} (TCP/IP)) (¥E Windows XP ', {7
General (M) IR ), )5 % Properties (JE: ).

5 L2477 Internet Protocol TCP/IP Properties (Internet #1i TCP/IP Bt ) 5%
(7 Windows XP 1, f7T General (## ) EHET) .

Internet Protocol (TCP/IP) Properties e |

General |

‘r'ou can get |P zettings assigned automatically if your network, supports
this capability. Otherwise, vou need to ask vour network. administrator for
the appropriate |P settings.

" Obtain an P address automaticallr

—(* Lsge the following IP address:

1P address: 192 188 . 1 . 3
Subnet maszk: I 285 2585 285 0

Default gateway: 192 188 . 1 . 2

J =TI SEMVET address automaticallly

—* Use the following DMS server addresses:

Freferred DMS server: I . . .
Alternate DMS server: I o : P

Advanced... |

()8 I Cancel |

6 it¥¢ Use the following IP address ( fii ] i IP #ulik ) JFIE N IP address (IP Huhl:
) (#£ 192.168.1.3 - 192.168.1.254 [{{u[H 1 i&#H—1) . Subnet mask ( +M#Ehd )
(255.255.255.0) f1 Default gateway ( ZRil X ) (192.168.1.2) FEk.

7 Hii5 OK (#fizg ) LASCH] Internet Protocol (TCP/IP) Properties (Internet 13X (TCP/
IP) J& k) &1

8 il Close (%M1 ) (f£ Windows 2000/NT EP?’J OK (ffix )) LXK Local Area
Connection Properties ( A% #JE M ) &

% 4] Network Connections ( P%%i%E4% ) &
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2.2 B F 3] Web L BT

2 T L) 4 B NWA-3100, {EE S 280t e B3 4 51
ETHERNET i O3 TG & .

1 53 web W %ids. #iA 192.168.1.2 File Edit Wew Favaorites Tools Help

(NWA-3100 [ERIA IP Hihib) 4E 4t
B |address | http:jj192.186.1.2 |

? WERTCA Vs Web B E R, i iftr NWA-3100 ) 1P Mtk -1 M 65 5
AT HER - IP HHEEE P (S0 405 2.1 .

2 i Login ( Bt ) (CAABLINE
5 1234) .

NWA-3100

Enter Password and click Login.

Password: I
3 JH B A R O Y, It

ook Apply (A ). 1055 0K B %
AR T ok, HARMEAE RSN E . Use this screen to change the password.

New Password: I
Retype to Confirm:

? I RAE LSO e sl T &Y, I 2EE S NWA-3100. A %ty {3 1]
RESET #ZH T E4IfE &, ST .
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4 $ili Apply (N ) SR 1150
VR BRVAET ;W RILEAR
B AFYS, 7L Ignore (&
m& ) LAARLEIEAT .

5 ki 2 L MAIN MENU (325250 ) Bf
o

Replace Factory Default Certificate

The factory default certificate is common to all
NWA models. Click Apply to create a certificate
using your NWA's MAC address that will be specific

to this device.

ZyXEL

ADVANCED
SYSTEM
WIRELESS
P
ROGUE AP
REMOTE MGNT
CERTIFICATES
LOGS
VLAN

Welcome to the ZyXEL embedded web configurator.

MAINTENANCE

LoGouT

« Click Maintenance to access a range of maintenance submenus.
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3 B & Internet 59
1 i SALEACT 1 SYSTEM ( 54 ).
ZyXEL

Anaamorn

SYSTEM
YWINLLLOD

P

ROGUE AP
REMOTE MGNT
CERTIFICATES
LOGS

VLAN

MAINTENANCE

LOGOUT

2 JLIS & I SYSTEM ( R4 ) > General (i #1 ) Fi%:.

General | Password Time Setting

General Setup

System Name [INrvA-3100
Domain Name |
Administrator Inactivity Timer ID (minutes, 0 means no timeout)

System DNS Servers

First DNS Server IFrDm DHCP Vl ID.D.D.D
Second DNS Server IFrDm DHCF 'l ID.D.D.D
Third DNS Server IFrom DHCP vl ID.D.D.D

Feset |

System Name ( R4 40k ) TR M4 EIY NWA-3100, & MRS TR, 8L
5 ILAR B BRI

Domain Name (1% ): 1 ISP FFZE A kAT B UAE, WEMA—A. &, 7]
LI A A, s A S B TR ] LR A FR .

DNS Server(s) (DNS Jlz45%% ): 1R ISP 45 T 184510 DNS (B4 R4 &&, WiE
TEUCANI N . B, R I e B R B B

3 i Apply (B2 ).
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4 7 BT ¥ il WIRELESS
(k). VI BoR FAIBEH.

Wireless SSID Security

Operating Mode

802.11 Mode

¥ Super Mode

Choose Channel ID
RTS/CTS Threshold
Fragmentation Threshold
Output Power

SSID Profile

¥ Enable Breathing LED

RADIUS

Layer2 Isolation MAC Filter

Access Point 2
60211h+g =

2346 | (@se 2248
2396 | (258~ 2346)
531003 [

¥ Enable Spanning Tree Protocol (STP)

I” Roaming Active

Apply

Reset

SN etk 5 NWA-3100 5% A A 1 SSID. S5t 1D R L4 £ s 1

o

Operating Mode ( #:1E4s0 ). #iffCi%k "+ Access Point (Uil s ) #X,
802.11 Mode (802.11 #ixX ): EFM AR ML LIt WRITH LLF ¥

IEEE 802.11a, Wik +: 802.11a. 5], ikt 802.11b+g.

Choose Channel ID ( GEFFHIUE ID): 3+ I 2 HICR A K L AUE -

HEPEIOE, U5l Scan (4 ).

il NWA-3100 H3))

SSID Profile (SSID BCE S ): AT HIFIRAE LR 7521 SSID F . SR ML M 4%
Vil o Zon B )2 SSID03 I S A

5 #uili Apply (N ) DMRAARE .

6 i SSID BEIi~. hif & B
e
SSID03 BAIAKI SSID (44
ZF) S ZyXELO3, ZRiAK
Security (%4 ) WEN
Security01.
R BCEAN, SR
SSID, NMliFiL$: SSID03, JfH
i Edit (4% ) DA SO E .

Wireless SSID

Security

| lindox] _ Hame |
I vorr_ssip

RADIUS

Layer2 Isolation

MAC Filter

SSID | Secuity | RADWS | QoS |

ZyXELD1 security1 radiusdt VolP
il i 1 N
SSID03 ZyXELO3 security0] radiusi1 NONE :’
L

SSID05 ZyXELDS security01 radiusd1 NONE

SSins ZyXELOG security01 radiusd1 NONE

SSiD07 ZyXELO? security1 radiusd1 NONE

SSiDs ZyXELDB security0 radiusd1 NONE

SSID0Y ZyXELDY security1 radiusd1 NONE

SSID10 ZyXEL1D security1 radiusd1 NONE

ssID11 ZyXELN security01 radiusd1 NONE

ssiD1z ZyXEL1Z security0l radiusd1 NONE

ssiD3 ZyXEL13 security01 radiusd1 NONE

LI ZyXEL1 security1 radiusd1 NONE
IR ssiois ZyXEL15 securig01 radiusdt NONE
IR ssiois ZyXEL1G securig01 radiusd1 NONE
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7 ifﬁ'i%lﬁfo i%m{% E:i(ﬂé i RADIUS  Layer2 Isolation MAC Filter
' Security01, X5 7 Edit :
(% )o

8 EIUELML"%)\?E% Mggﬂ/\]g‘f irele RADIUS  Layer< Isolation MAC Filter
A% H . M 1E Security Mode
(L) FBeh ik e 2
RN, HEHFEES
BT ZES . MR T T Jod %
2, NHEEFE.

YORBIEI T WPA2-PSK %4
I To e 7 ¥ 0 25048 AR [+
HIPE S, DB
@) .

TR ORI (R TCZe % #8 ] LA
MWE W ZERM. B, T
i Apply (N ).

9 i MR TIPS,

ﬁﬂ %Wﬁﬁf u'fﬁﬁﬁ EI‘] IP i’@,jll:’ IP Address Assignment

i+ Use fixed IP address ( -

AR e 1P skt ), FFEA IP c

bk HERE R 5GP Hbdik.
0, THiIEFE Get
automatically from DHCP ( H
Z )\ DHCP 3KHL ). il Apply

(R ) |
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BAEAZ AT X I A

ShvA:Y

92



i A SC

15K NWA-3100 70 38 B /2 LA 32 3 NWA-3100 BOE s F i 0 P . /KR (i
HYPmET) k.

ST

KB 70 B NWA-3100 22 frhilie |,

1 R P ANIRLZAT CRES) FrikseBEN, [HFE N 60mm (S HBHE 3 PRI T o 1
I SLFBFEE K 6mm ~ 8mm (0.24" ~ 0.31") (IR E] . 5 IGIR L5 e triltslih; W

FEBR 22T 1R Sk A g T 1) DR B — /N B BT
RIS 5K, DU RENSRE IR L2 BT 1A Sk AT N IR ER ) 5 SR ZR N AE NWA-3100 75 7)

L.

-

S T M AR 1, FLAC LR NWA-3100 PR 1
Tl

2 fiizk.
78 NWA-3100 (9755, FRdssim Mg, WkEps.

'8
g i B RAE ML Gk 2 -

(l
[ 2

4
—
| )

e
I

93



i A SC

3 % NWA-3100 & o 9L 585

BE IR LL BTN 55 . B
NWA-3100 =R IR 22 4T
.

-~
o) T

5 B LUKMEE  (A3k)

PIUK ML (POE) & —Fhiliid 8 41 CAT 5 LLKM 244K NWA-3100 #24E KA, T
A BT 22 3 R

A LK MR AL A T 22— A PoE i (AMUH) o i shfignl LR AEEH NWA-
3100 [ B, A RM RIEE.

ETFEY, Z % NWA-3100, Ak CAT 5 LAKMZtf, B A PoE {1414, T C AHEHE.
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Oversikt

Denna snabbstartguide visar hur du installerar och konfigurerar NWA-3100 (méarkt Z i

exemplet nedan) sa att tradlésa klienter kan fa atkomst till ditt kabelnatverk pa ett sakert
satt. Se bruksanvisningen for mer information.

A
= = [ |
. 1] \\N =

‘(&itjrnet
il

i
R
p

il
N
1|

e

/@ Eventuellt behdver du din Internet-anslutningsinformation.

Nar du ska installera ditt tradlésa natverk maste du:
1 Ansluta maskinvara.
2 Fa atkomst till webbkonfigurator.

3 Konfigurera Internet-atkomst.
4 |Installera maskinvara.

5 Installera Power over Ethernet (valfritt).
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1 Ansluta maskinvara

[— - Be—
POWER RES:T ETHERNET Q@

o BE o

1 Anvand en Ethernet-sladd och anslut ETHERNET-porten till en dator for inledande
konfiguration.

2 Anslut uttaget POWER 12VDC till en strémkalla. Anvand enbart den medféljande
strdomadaptern.

g Anslut NWA-3100:s ETHERNET-port till ett Ethernet-uttag med
natverksatkomst nar du har slutfort den inledande konfigurationen.
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1.1 Indikatorlampor

Indikatorlamporna PWR och ZyAIR tédnds nar strdmmen ar ansluten. Indikatorlampan
ETHN tands nar ETHERNET-porten ar ratt ansluten.

?

° Om indikatorlampan PWR inte tands, kontrollera att du anvander ratt
strdmadapter och att stromadaptern ar ansluten till en Iamplig stréomkalla.
Koppla ur stromadaptern och anslut den sedan igen. Om felet kvarstar, kan
det bero pa ett maskinvaruproblem. | sadant fall bér du kontakta din
aterforsaljare.

Om indikatorlampan ETHN inte tands, kontrollera sladdanslutningen till
NWA-3100:s ETHERNET-port. Kontrollera att datorns natverkskort
fungerar som det ska.

2 Fa atkomst till webbkonfigurator

,@ Anvand Internet Explorer version 6.0 och senare eller Netscape Navigator
version 7.0 och senare med JavaScript aktiverat.
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2.1 Stalla in datorns IP-adress

Forst maste du stalla in datorn att anvanda en statisk |IP-adress i intervallet 192.168.1.3 -
192.168.1.254 med en subnetmask pa 255.255.255.0. Detta sakerstaller att din dator kan
kommunicera med NWA-3100.

Foljande instruktioner galler operativsystemen Windows 2000, Windows NT och Windows
XP.
1 | Windows XP, klicka pa Start > Control Panel(kontrollpanelen)

I Windows 2000/NT, klicka pa Start > Settings (instéllningar), Settings > Control
Panel(kontrollpanelen).

2 | Windows XP, klicka pa Network Connections (natverksanslutningar).
I Windows 2000/NT, klicka pa Network and Dial-up Connections (natverk och uppringda
anslutningar).

3 Hdégerklicka pa Local Area Connection (LAN-anslutningar) och klicka sedan pa
Properties (egenskaper).

4 Valj Internet Protocol (TCP/IP) (Internetprotokoll) (under fliken General (allmant) i
Windows XP) och klicka pa Properties (egenskaper).

5 Skarmen Internet Protocol TCP/IP Properties (Internetprotokoll TCP/IP Egenskaper)
oppnar fliken General (allmant) i Windows XP).
Internet Protocol {TCP/IP) Properties ﬂﬂ

General |

‘r'ou can get |P zettings assigned automatically if your network, supports
this capability. Otherwise, vou need to ask vour network. administrator for
the appropriate |P settings.

" Obtair an P address automaticallr

—(* Lsge the following IP address:

1P address: 192 188 . 1 . 3
Subnet maszk: I 285 2585 285 0
Default gateway: 192 188 . 1 . 2 }l

Uhtanmy UINS server address automaticallly

—* Use the following DMS server addresses:

Freferred DMS server: I . . .

Alternate DMS server: I o : P
Advanced... |
()8 I Cancel |

6 Valj Use the following IP address (anvand féljande IP-adress) och fyll i falten IP-
adress (valj en IP-adress i intervallet 192.168.1.3 - 192.168.1.254), Subnetmask
(255.255.255.0), and Default gateway (192.168.1.2) (standard-gateway).
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7 Klicka pa OK for att stanga fonstret Internet Protocol (TCP/IP) Properties
(Internetprotokoll (TCP(IP) Egenskaper).

8 Klicka pa Close (stang) (OK i Windows 2000/NT) for att stdnga fonstret Local Area
Connection Properties (LAN-anslutning Egenskaper).

Stang fonstret Network Connections (natverksanslutningar).

2.2 Logga in i webbkonfigurator

,€§ Aven om du kan ansluta NWA-3100 tradlést, rekommenderas du att
ansluta din dator till ETHERNET-porten for inledande konfiguration.

1 Starta din webblasare. Ange
192.168.1.2 (NWA-3100:s standard-
IP-adress) som adress.

?

° Om du inte lyckas fa atkomst till webbkonfiguratorn, kontrollera att IP-
adresser och subnetmask fér NWA-3100 och datorn finns i samma IP-
adressintervall (se Section 2.1).

J File Edit ‘Wwiew Fawvorites Tools  Help

|Address | hitp:ff192.168.1.2 =

2 Klicka pa Login (standardldsenordet
1234 ar redan angivet).

NWA-3100

Enter Password and click Login.

Password: I
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3 Andra inloggningslésenordet genom
att ange ett nytt I6senord och klicka
pa Apply (verkstall). Var noga med Use this screen to change the password.
att anteckna det nya I6senordet och

att forvara det pa ett sakert stille. New Password: L
Retype to Confirm: ]

?

° Om du andrar I6senordet och sedan glémmer bort det, maste du
aterstalla NWA-3100. Se bruksanvisningen angaende hur du anvander
knappen RESET (aterstall).

4 Klicka pa Apply (verkstall) for att
byta ut fabrikens standardcertifikat
for 6kad sakerhet; alternativt kan du

klicka pa Ignore (ignorera) for att The factory default certificate is common to all
fortsatta pm du inte vill &ndra NWA models. Click Apply to create a certificate

s using your NWA's MAC address that will be specific
certifikatet nu. to this device.

Replace Factory Default Certificate

5 Skarmen MAIN MENU (huvudmeny) F2%738
visas.

ADVANCED
SYSTEM
WIRELESS
P
ROGUE AP
REMOTE MGNT
CERTIFICATES
LOGS
VLAN

MAINTENANCE Welcome to the ZyXEL embedded web configurator.

LoGouT

« Click Maintenance to access a range of maintenance submenus.
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3 Konfigurera Internet-atkomst
1 Klicka pa SYSTEM i navigationspanelen.

SYSTEM
VVINLLLI3

IP

ROGUE AP
REMOTE MGNT
CERTIFICATES
LOGS

VLAN

MAINTENANCE

LOGOUT

2 Skarmen SYSTEM > General (system - allméant) visas.

General Password Time Setting
General Setup
System Name [INrvA-3100
Domain Name |
Administrator Inactivity Timer ID (minutes, 0 means no timeout)

System DNS Servers

First DNS Server IFrDm DHCP Vl ID.D.D.D
Second DNS Server IFrDm DHCF 'l ID.D.D.D
Third DNS Server IFrom DHCP vl ID.D.D.D

Feset |

System Name (systemnamn) identifierar NWA-3100 i ditt natverk. Valj ett distinkt
namn, eller Iat standardnamnet sta kvar.

Domain Name (domannamn): Ange ett domannamn om din Internet-leverantor (ISP)
fordrar ett sadant for autentisering. | annat fall kan du lata detta vara tomt eller stalla in det
pa det som kan ha visats automatiskt.

DNS Server(s) (DNS-server(servrar): om din ISP gett dig specifika DNS-installningar
(doma@nnamnsystem) ska du ange dem har. Lat annars dessa falt behalla sina
standardinstallningar.

3 Klicka pa Apply (verkstall).
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4 Klicka pé WIRELESS (trédlés) Wireless SSID Security ~ RADIUS  Layer2 Isolation MAC Filter

i navigationspanelen. Féljande T [Acosas Fomt ]
skarm visas. SN [l RN
¥ Super Mode
Choose Channel ID ChanneHlE 2437MHz > | or
RTS/CTS Threshold 2396 (256 ~ 2248)
Fragmentation Threshold 2346 (266 ~ 2348)
Output Power 100% hd
SSID Profile 531003 x

¥ Enable Breathing LED
¥ Enable Spanning Tree Protocol (STP)
" Roaming Active

Applhy Reset

/@g De tradlosa stationerna och NWA-3100 maste anvanda samma SSID,
kanal-ID och krypteringsinstallningar for tradlés kommunikation.

Operating Mode (driftldge): Kontrollera att Iaget Access Point (atkomstpunkt) ar valt.

802.11 Mode (802.11-lage): Valj den tradldsa standard som du vill att ditt natverk ska
anvanda. Om alla de tradldsa klienterna stoder IEEE 802.114a, valj 802.11a. | annat fall
ska du vélja 802.11b+g.

Choose Channel ID (valj kanal-ID): Valj den tradlésa kanal som du vill att ditt natverk ska
anvanda. Om du vill Iata NWA-3100 vélja en kanal automatiskt, klickar du i stéllet pa Scan
(sOk).

SSID Profile (SSID-profil): Valj den SSID-profil du vill konfigurera for natverksatkomst
fran rullgardinslistrutan. | detta exempel anvands profilen SSID03.

5 Klicka pa Apply (verkstall) for att spara dina installningar.
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6 Klicka pa fliken SSID. Fdljande
skarm visas.

SSID03:s standard-SSID
(natverkets namn) ar ZyXELO03
och dess standardinstallining for
Security (sakerhet) ar
Security01.

Om instélliningarna skiljer sig
eller om du vill &ndra SSID, valj
SSID03 och klicka pa Edit
(redigera) for att andra
installningarna.

7 Klicka pa fliken Security
(sakerhet). Kontrollera att
Security01 ar valt och klicka
pa Edit (redigera).

Wireless |

SSID

| Security  RADIUS  Layer? Isolation

MAC Filter

SSID | Secuty | RADS [ QoS |

| lindex] _Hame |
BN voir_ssip ZyXELO1 securityd1 radiusd1 VoIP
s i el AU
SSID03 ZyXELO3 security01 radius)1 NONE :.
T
N ssioos ZyXELOS securit01 radiusd1 NONE
Il ssioos ZyXELOG security01 radiusd1 NONE
A ssioor ZyXELOT security01 radius1 NONE
Il ssioee ZyXELOB security01 radius1 NONE
Il ssiooe ZyXELDY securityd1 radius1 NONE
IR ssion ZyXEL10 securityd1 radiusdt NONE
IR ssion ZyXEL1 securig01 radiusdt NONE
IR ssionz ZyXEL1Z securigd1 radiusd1 NONE
IEEN ssionz ZyXEL13 securityd1 radius)t NONE
RS ssione ZyXELM securityd1 radiusdt NONE
N ssiis ZyXEL1S security01 radius1 NONE
IR ssiots ZyXEL16 security01 radius1 NONE
Wireless SSID Security RADIUS Layer-2 Isolation MAC Filter
o- - Cormrertnr Mo
securi1 None
| securityD3 None
| security0d None
| securityDs None
| securityl6 None
| securityD? None
| security08 None
| securityD9 None
| securityl0 None
| securityl1 None
| securityl2 None
| securityld None
| securityld None
| securityld None
| securityl6 None
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8 Har kan du ange Wireless SSID Security | RADIUS  Layer Isolation MAC Filter
sékerhetsinstallningar for ditt Name : T
tradlésa natverk. Vilka falt du Security Mode : WERZFSK

. o - Pre Shared Key : [Thisismy\WPAZ PEKPresharedkes|
fy__”er i beror pa V.I|k"en typ av ReAuthentication Timer : 1800 (In seconds)
sakerhet du valt i faltet Idle Timeout : [3800 (i seconds)
Security Mode Group Key Update Timer : 1600 | (in seconds)

(sékerhetslage). Valj None

(inget) om du inte vill anvéanda
tradlos sakerhet.

Feset

| detta exempel anvands
sakerheten WPA2-PSK, enligt
vilken alla tradlosa klienter
maste anvdnda samma for-
delade nyckel for att ansluta sig
till natverket.

Kontrollera att alla dina tradlosa
klienter kan anvanda den
sakerhetstyp du stallt in. Klicka
pa Apply (verkstall) nar du ar
klar.

9 Klicka pa IP i 1P
navigationspanelen.

Om du ska anvanda en IP- .
" Get automatically from DHCP

adress, Vvalj U§e fixed IP & Use fixed IP address

address (anvand fast IP- IP Address [192160.1 2
adress) och ange den samt IP Subnet Mask [255 255 755 10
subnetmask och gateway-IP- Gateway IP Address o000

adress. | annat fall véaljer du Get

automatically from DHCP
(h&mta automatiskt fran DHCP). _Reset

Klicka pa Apply (verkstall).

10 Andra de tradlésa instéllningarna i de tradidsa stationerna séa att de matchar de som
finns i NWA-3100. Se dokumentationen till din tradlésa adapter.

g Om du andrar NWA-3100:s IP-adress, maste du anvanda den nya IP-
adressen nasta gang du vill fa atkomst till webbkonfiguratorn.

Nu ar enheten klar att anslutas till ditt kabelnatverk. Du kan gora det nu eller nér du har
installerat maskinvaran

104



SVENSKA

° Om de tradlosa klienterna inte kan fa atkomst till kabelknatverket,
kontrollera att IP-adress och subnetmask for NWA-3100 och datorerna i
natverket ligger i samma intervall. Om indikatorlampan ETHN inte lyser,
kontrollera sladdarna mellan NWA-3100 och din dator eller hubb.

4 Installera maskinvaran

4.1 Ansluta antenner

,@ Nar den hogra antennen (huvudantennen) ar vand mot framsidan av NWA-
3100 6verfor och tar en emot; den vanstra antennen tar bara emot.

1 Skruva fast antennerna medsols pa
antennanslutningarna pa sidorna av
NWA-3100. Antennerna ska placeras
lodratt mot marken och vara parallella
med varandra.

Kontrollera att antennerna ar sakert
fastskruvade pa antennanslutningarna.

4.2 Montera maskinvara

| allménhet ligger den basta placeringen fér atkomstpunkten i centrum av det avsedda
tradlésa tadckningsomradet. For battre prestanda, montera NWA-3100 hogt upp pa en plats
utan hindrande féremal.

Fristdende

Lagg NWA-3100 pa ett plant och jamnt underlag (t.ex. ett skrivbord eller en hylla) som ar
tillréckligt starkt for att bara upp vikten av NWA-3100 plus anslutningssladdar.

Vaggmontering
GOr sa har for att montera NWA-3100 pa vaggen.

1 Skruva in tva skruvar (medféljer inte) i vdggen med 60 mm avstand (se figuren i steg
3). Anvand skruvar med 6-8 mm breda huvuden. Skruva inte in skruvarna hela vagen i
vaggen; lamna kvar ett litet utrymme mellan skruvhuvud och vagg.
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Utrymmet maste vara tillrackligt stort for att skruvhuvudena ska kun na glida in i skruvhalen
och anslutningssladdarna dras baktill pa NWA-3100.

,€§ Se till att skruvarna ar ordentligt fasta i vdggen och kraftiga nog att tala
vikten for NWA-3100med anslutningssladdarna.

2 Justera sladdarna.
Dra anslutningssladdarna nerfor baksidan pa NWA-3100 enligt féljande figur.

ELLER:
Dra anslutningssladdarna uppat och langs innertakets kant.

(l
[ 3

4
-
| )

e
o

3 Passa in halen pa baksidan
av NWA-3100 med ﬂ
skruvarna i vadggen. Hang - - ;A!

NWA-3100 pa skruvarna. E
)

~

™

5 Installera Power over Ethernet (valfritt)

Power over Ethernet (PoE) ger kapacitet att tillféra stréom till NWA-3100 via en 8-stifts CAT
5 Ethernet-sladd, vilket eliminerar behovet av en néarliggande strémkalla.
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En PoE-injektor (medfdljer inte) behdvs ocksa for att forse Ethernet-sladden med strom.
Denna funktion ger 6kad flexibilitet vid placering av NWA-3100.

| féljande figur ar Z din NWA-3100, A ar CAT 5 Ethernet-sladden, B ar PoE-injektorn och C
ar stromsladden.

LAN
V4

@

e FE

B

6 Procedur for att visa en produkts certifikat

1 Ga till www.zyxel.com.

2 Valj din produkt fran rullgardinslistrutan pa ZyXEL:s hemsida for att ga till denna
produkts sida.

3 Valj det certifikat du vill titta pa fran denna sida.

Mer produkthjalp finns péa http://www.support.zyxel.se.
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1.1 LED #7348

—

i %mj PWR 771 ZyAIR LED 45/ (1 /4% « i1 ETHERNET Jfiifif} 7 » ETHN
LED 417 4 7 e -

? 5! PWR LED §7 /5127 wél j U e o e
F %ﬁlﬁ:‘%a@““ ﬁga‘ﬁ fﬂé;ﬂﬁlﬁ AREIFT
Y IZIUTE\V =5 ‘|¥J'L['I§[ , H ’ﬁgﬁ F EE 5@&[‘ [P[?‘ﬁd , %f =S11N [J[ﬁ

/A ETHN LED ff’[ L E Tﬁiﬁ[ g %?ffﬁﬁ NWA-3100 ETHERNET iifiJ
ATESEE o JER A 1 Itr}g' °

0 ]

e iffi™'] Internet Explorer 6.0 (A{IR1#75% ) F% Netscape Navigator 7.0 (
IRIFHY 2 ) > j*?’?%‘éﬁ JavaScript -

2.1 F@‘@_’%ﬁ%pﬁ IP b4~

[ e LD EER L £ 5 192.168.1.3 - 192.168.1.254 VIV TP il S ieE e
AR 256.255.255.0 = sg=pi (= il VR NWA-3100 SEfilpmt -

FIP 454537 1%¢ Windows 2000 + Windows NT 71 Windows XP =3 5k -
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1 7% Windows XP 1> £~ "Bl > }Z_L”ﬁj[lf} .
7+ Windows 2000/NT 1> #— ™ ﬁf]tIF", > r%‘i‘—_ > P_L‘ﬁj[]’FI o
2 ¥ Windows XP f[1 » $— " EEHREL -
7t Windows 2000/NT f[1 > - 15‘%%%[[@34{%;&0
3 A i?’?%f[%ﬁ’* BRI JRET - PJ?}‘ °
4 EIVHIERESHTAE (TCPIP) (& Windows XP fiu— 48k 350 ™ )+ SREE -
A
ﬂ%[‘?hfnxﬁlg”ﬁi TCPIIP P& 32 iBEs (7 Windows XP fi— e [fisg ™ )y o

Internet Protocol (TCP/IP) Properties e |

General |

‘r'ou can get |P zettings assigned automatically if your network, supports
this capability. Otherwise, vou need to ask vour network. administrator for
the appropriate |P settings.

" [Obtain an P address automaticallr

—(* Lse the following IP address:

1P address: 192 188 . 1 . 3
Subnet maszk: I 285 2585 285 0

Default gateway: 192 188 . 1 . 2 A

Al SEMVET address automaticallly

—* Use the following DMS server addresses:

Freferred DMS server: I . . .
Alternate DMS server: I o : P

Advanced... |

’TI Cancel |
6 ENVRETNFEY IP G ES P Ay (T 192.168.1.3 F| 192.168.1.254 Vil [t
i) SESERE? (255.255.255.0) I MM (192.168.1.2) M i
7 %P’F‘Eﬁ[‘?’* RS L (TCP/IP) REEAUE
8 # Rl (7 Windows 2000/NT I URLFERL: ) » I mesguably” -

AR 1 -
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rl:l

/@ tl[lﬁl'—‘l gl g;lg_}%l NWA-3100 - [F{ 53 %vjw?’tfllj_ﬂfj’%ﬁgﬁﬁf
T[J ETHERNET I o

ET‘*JL E J‘I{ﬁ '%E’TE‘ P}j b g J File Edit ‘“iew Favorites Tools  Help
92.168.1.2 (NWA- 3100 phpﬁ%’; 1P
TR |address | http:jj192.186.1.2 |

[ ’|i’f£ = NWA-3100 EL?LT’?F]EJ [P fib gk

? DN U A R S
il T et By (a2 D -

SRR AT T

2 fF— " Login ( {7 ) ( VHRE
1234 “Wﬁﬁ“ {L F HTE

NWA-3100

Enter Password and click Login.

Password: =G
SR R

- Apply (=" o WP
-14 ﬁ;ﬁjﬁli IJéJ =3 viij I/ B Use this screen to change the password.

New Password: I
Retype to Confirm:

? EETT Wé VLSS - ;a?%{ NWA-3100 - i 4]
THE Jnvm%w RESET ( [ ) 42 -
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45— Apply ( 27]) TR
Ry e = f - YN T
TR E s e o i
Ignore ( P& ) AERRES - WER The factory default certificate is common to all

NWA models. Click Apply to create a certificate
using your NWA's MAC address that will be specific

Replace Factory Default Certificate

to this device.

5 {130 MAIN MENU ( = 3§ ) & - FAR{TE

ADVANCED
SYSTEM
WIRELESS
P
ROGUE AP
REMOTE MGNT

CERTIFICATES
LOGS
VLAN

MAINTENANCE Welcome to the ZyXEL embedded web configurator.

LoGouT

« Click Maintenance to access a range of maintenance submenus.
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3 %“J»lﬁ[fﬁfﬁ, s £l
'iﬁiﬁﬁflﬁm%  SYSTEM ( £k ) -
ZyXEL

Anaamorn

SYSTEM
YWINLLLOD

P

ROGUE AP
REMOTE MGNT
CERTIFICATES
LOGS

VLAN

MAINTENANCE

LOGOUT

2 {15 SYSTEM > General ( 53k > — 4&) FH -

General | Password Time Setting

General Setup

System Name [INrvA-3100
Domain Name |
Administrator Inactivity Timer ID (minutes, 0 means no timeout)

System DNS Servers

First DNS Server IFrDm DHCP Vl ID.D.D.D
Second DNS Server IFrDm DHCF 'l ID.D.D.D
Third DNS Server IFrom DHCP vl ID.D.D.D

Feset |

System Name ( =7 £/ ) H[I'J 7 AR P58 NWA-3100 - 2 5 [:VRF £ f g
‘g_li%‘[ﬁﬂ
Domain Name ( ffjisf £/ ) - {[1{N ISP %,1#?»; i £ 3 Ijgu %l*{%'?ﬁ?‘
_fl\ I“ ’ L H I /LH”%H%# [#F]ft?'/hf Iﬁk/’f’%{%’ ﬁﬁ IEI*J%EH FIJF IH ]
DNS Server(s) (DNS f ;ﬁj 19588 ) < Ul ISP ﬁgﬂ;’fﬁ{ DNS ('fﬁi@' 525 ) ?,’J&’ﬁ%&
Lp:?];;-k y 7\ I” %lﬁ‘ ;‘grf- |11E|%;€§*{

3H~- Apply (B -
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4 7 éﬁf&[ﬁ“[}}~ N Wireless | SSID Security  RADIUS  Layer2 Isolation MAC Filter
WIRELESS ( ﬁ?\;mlﬁi% L[ IIEI Operating Mode Access Point B

”1 %'EI ° 802.11 Mode 60211b+g =

¥ Super Mode

Choose Channel ID ChanneHlE 2437MHz > | or
RTS/CTS Threshold 2396 (256 ~ 2248)

Fragmentation Threshold 2346 (266 ~ 2348)

Output Power 100% hd

SSID Profile 531003 x

¥ Enable Breathing LED
¥ Enable Spanning Tree Protocol (STP)
" Roaming Active

Applhy Reset

mn E[ NWA-3100 ~7fli "4y SSID - #iii 1D b{lff%“?&
u-’4~|_f—‘ ;| ﬂ% o

cpn|smee

g ATV Access Point ( gl%*, ) o
802.11 Mode (802.11 =t ) : & ? T@nﬁ”é‘,[@” PO FEEITE o i/p%\ S B I,F.J@L#E
IEEE 802.11a - % #3y 802.11a: 7\& v 802.11b+g -

Choose Channel ID (I ID) : E’”VL?[ELTJH FRE ({2 IO S - F ol NWA-
3100 FIEEvERH > - ™ Scan (}ﬁEFI)

SSID Profile (SSID it £ ) @ g™ £ 20 iFHT L ?V%gv,ﬂ'ﬁ??f’?%lﬁ Hlpy SSID F%’“ﬂ‘—
;F/\ FEEFIHE] S ID03F% %“EF

H= "t Apply (M) faEes VR -

Operating Mode ( &2 f&i=¢ ) :

- " SSID ;{:;rgg; o HHZRII TR Wireless | SSID Security  RADIUS  Layer2 Isolation WMAC Filter
Fre
Bif | lindox]  Hame [ SSID | Secuity [ RADNS | QoS |
SSID03 FISJ}E% SSID ( :Tﬁ%" I vorr_ssip ZyXELD securit01 radiusd1 volP
< w el SEENAL daidiall i
i) FL ZyXELO3 - H¥ SSID03 ZyXELO3 security0] radius1 NONE ’
. e g £ 7 1114 11113
Secur!ty (=) FEQ“ SSID05 ZyXELDS securitydl radius1 NONE
Securlty01 ° SSID0G ZyXELOG securityd radiusil NONE
SSIDo7 ZyXELO? securitydl radiusd1 NONE
YN [; —i__T [Fi] |L/L ﬁh@ﬁl Ssinos ZyXELOB securityl radiusit NONE
} SSID09 ZyXELD9 securitydl radiusd1 NONE
SSI Jl_.rV SS|D03 %J?}—‘ SSID10 ZyXEL1D security1 radius01 NONE
-~ Edit ( Fjé?i—{) Cj HUT@E[% SsiD11 ZyXEL1 security01 radius NONE
ah ssip1z ZyXEL12 securitydl radius1 NONE
Ho ssID13 ZyXEL13 securitydl radius1 NONE
ssiD14 ZyXEL1 securityd! radius0 NONE
IR ssiois ZyXEL15 securig01 radiusdt NONE
IR ssiois ZyXEL1G securig01 radiusd1 NONE
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Security Mod EX ERRW |
g N }FW‘ il i
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VE - Apply (27 -
TR - P
'{[I:I%JLI? §'AF|:L’E[I’§IF| F[LJ IP i
> u_,V Use fixed IP
addlﬁess( fflrE Bl 1P gy
o F_y IP b hH RS ;ﬁuﬁﬁ
Bt ﬁlr fﬁ‘ 1P ljtlﬂmglu Y
Get automatically from DHCP
( FIgf§- DHCP TV ) « f—
™ Apply (27]) -

Wireless RADIUS

Layer-2 Isolation MAC Filter

Wireless

RADIUS

Layer-2 Isolation MAC Filter

WPAZPEK <]
Thisismy\WPAZ-PSKPresharedkesy]

IP Address Assignment
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255.265.255.0
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