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Executive Summary

The Host-Oriented Security Test Suite (HOSTYS) is an interactive utility that automates many
aspects of security testing performed within the Common Operating Environment (COE). The
utility is both flexible and easily customizable, requiring only the Perl programming language
and common Perl modules. By using HOSTS as part of the security evaluation process, alevel
of consistency and repeatability in testing can be readily achieved. The additional benefit of a
reduced probability for an operator-induced error, which can skew tests results, is a'so achieved.
Thisis adirect consequence of the reduction for both the amount of time and level of effort
required to perform COE security testing.

This document provides the Standard Operating Procedures (SOP) for using HOSTS under Sun
Microsystems SunOS 5.8 and Hewlett-Packard’sHP-UX 11.0. It contains sufficient detail to
enable ajunior to mid-level Security Engineer to install, configure, execute, and maintain
HOSTS for evaluating a system’ s security profile. Any extensive modifications will require both
Bourne shell script and Perl programming experience.
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I ntroduction

Purpose and Scope

This document provides the Standard Operating Procedures (SOP) for a utility, known as the
Hogt-Oriented Security Test Suite (HOSTS) Version 1.4.0.2, which can be used to create and
maintain a security profile of atarget system’s operating environment. While this utility has
been designed for use in evaluating implementation compliance with the Defense Information
Infrastructure (DI1) Common Operating Environment (COE) Security Requirements
Soecification (SRS), it can be easily adapted for compliance evaluation against other security
specifications. The HOSTS! utility has been written using Perl 5.005 and the Bourne shell, and
it has been used under later versions of Perl. This SOP appliesto HOSTS using the Sun
Microsystems SunOS 5.8 and Hewlett-Packard’sHP-UX 11.0.

HOSTS can be used for both security baseline evaluation and operational compliance with the
baseline. The utility is based on the premise that, in general, the majority of existing security
vulnerabilities are the result of failing to configure a system properly. Consequently, the ability
to test for the presence of these “improper configuration” vulnerabilities can be done in alogical
and repeatable manner. Through the periodic execution of HOSTS, the System Administrator
can monitor both how well a given system complies with applicable security requirements and
how a given system’s configuration may change over time.

The HOSTS utility provides the System Administrator with the capability of enhancing a
system’ s security through the tightening of that system’s configuration. It also provides a
measure of reassurance that security-related tasks function in accordance with expectations (e.g.,
non-privileged users cannot change someone else’s password).

This version of HOSTS isin no way meant to be an al-inclusive test product. For example, this
release does not examine configurable security-related items not currently evaluated within the
COE Kernel Platform Compliance (KPC) Security Test Procedures?®. Nor does this release
examine binary executables for known exploitable weaknesses within the various library calls.
Finally, HOSTS will not remove any of the configuration vulnerabilities it does identify.

The current HOSTS distribution includes the main driver program, several common task plugin
modules, and test input files based on the five COE KPC security test procedures. (The common
task plugin modules are subprograms that use a common approach for performing a given test.

! HOST S was devel oped by James Finegan of The MITRE Corporation as part of a Defense Information

Systems Agency (DI SA)-sponsored COE KPC project.

2 Future releases of HOST S will address many of theseitems. Infinal form, HOSTS will track closely with

the Consolidated Unix Security Practices (CUSP) document currently under development by MITRE.

1
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For example, plugins exist for evaluating file and directory attributes such as protections and
ownership).

HOSTS currently provides the following capabilities:

Define pass/fail criteria/conditions.

Tag a given test step to a specific security requirement.

Perform security testing with minimal operational intrusion or disruption.

Add, modify, and remove test steps as requirements, operational environments, system
services, and configurable options change.

Add new common task subprograms through the creation of new plugin modules.
Track anomalous files® over time.

pWODNPE

ISPl

Approach
HOSTS can be made available to a system through either of the following formats:

1 HOST'S can be executed directly from a mounted partition (e.g., directly from a compact
disk [CD] or viaa Network File Service [NFS]-mounted remote partition).

2. HOSTS can beinstalled locally using the Unix t ar command. Thet ar format was
chosen to facilitate portability between Unix variants. The tar fileitself will fit on a
single floppy diskette.

The following steps define the installation, execution, and evaluation process:

Specify pre-installation requirements and considerations.
Install HOSTS.

Execute HOSTS.

Evaluate the results.

Customize the input test files.

Define available plugin modules.

SuhkhwbdpE

The main sections of this document are structured according to these steps. The appendices
provide supplementary material.

3 Lists of files matching a definable anomaly pattern are created when HOSTS examines the local system

partitions. Examplesinclude files with non-standard file names (e.g., “...”), Set User Identifier (SetUID) and Set
Group ldentifier (SetGID) shell scripts, world-write-enabled files, and files not owned by alocal system user.

2
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Assumptions

This document provides the Standard Operating Procedures for using HOSTS. It contains
sufficient detail to enable ajunior to mid-level Security Engineer to install, configure, execute,
and maintain HOSTS for evaluating a system’s security profile. Any extensive modifications
will require both Bourne shell script and Perl programming experience.

While the information detailed within this SOP appliesto HOSTS as installed under Sun
Microsystems SunOS 5.8 and Hewlett-Packard’s HP-UX 11.0 operating systems, the basic
functionality will port to other Unix variants. Modifications to the input test files and,
potentialy, to the plugin modules will be required. The HOSTS utility has been shown to run
equally well under SunOS 5.8 on both SPARC and X 86 hardware architectures.

HOSTS must be installed and run from a privileged account (e.g., r oot ).

Conventions Used

User entries are boldfaced. Italics are used for emphasis and pre-defined values.
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Part 1
Specify Pre-Installation Requirements and Consider ations
This section provides pre-installation requirements and considerations that must be addressed
prior to the installation and use of HOSTS. Sufficient disk space resources must be available to
hold the utility, the created test component (e.g., accounts, audit data files), and the result files.

Table 1 provides the minimum hardware and software requirements for HOSTS.

Tablel. Minimum Hardware and Softwarefor HOSTS

Hardware Software
Minimum Recommended Disk Space: ?? SunOS (5.5.1 or above) and HP-UX 11.0,
?? 2 MB for the utility including the Bourne shell. The test series
?? 50 MB for audit files included with this distribution have been
? 5 MB for scanresults files optimized for SUnOS 5.8 and HP-UX
11.0.
?? Perl 5.005 with the following modules and
functions:

?? File:Find — Traverses afile tree

?? File::Basename — File specification
parser

?? ctime.pl — Perl-based time conversion
function

Hardware

Since HOSTS will be generating both audit logs and test files, sufficient space needs to be
available for use while the audit function is being tested. Additional space is required for storage
of the scan result files.

Disk Space. Observation has shown that under normal operational conditions, a busy system
will consume less than 25 megabytes (MB) of new disk space for its audit data files over the
duration of these tests. Following test conclusion, the residual audit log files will need to be
manually purged following optional archiving.

Under the as-distributed Solaris configuration, audit data files are collected in the/ var / audi t
directory. Under atypical COE installation, the audit data collection point changes to
/securityl and, if avallable, / securi ty2. By default, the/ securi t y1l partitionisaso
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used by HOSTS to house its collected audit data files. Consequently, / securi tyl must be
large enough to hold both the original audit data files and al those created by the test utility.
Some audit tests may fail if there is less space than the recommended amount available under
/ securityl and no additional space is available elsawhere on the system.

By default, HOSTS will ingtall inthe/ opt partition. Asdistributed, itsinstallation sizeisless
than 2 MB.

Depending on the number of anomalous files detected during the file scans performed by the
utility, a percentage of space available within / t mp will be consumed. To be safe, at least
25 MB should be available under / t np. (Note: These residual files are not automatically
removed upon completion of the testing.)

Softwar e

HOSTS was written entirely with Perl 5.005 and Bourne shell commands. While the standard
Solaris operating environment is sufficient to run the Bourne shell component, the installation of
Perl will be required for SUnOS releases prior to SUNOS 5.8 (Solaris 8) aswell as HP-UX 11.0.
HOSTS does expect to find the Perl binary at / usr/ bi n/ per| .

How HOSTS Works

HOSTS consists of three components that provide a method for performing a sequence of tests.
This sequence is repeatable (e.g., the sequence is re-executed each time atest isrun). The
following list defines the three HOSTS components:

Driver Engine This Perl-based driver reads the input test files, processes the test
records within the specified input file, and declares each test
performed as either a pass or afail. Counts are kept recording the
number of passes and failures.

Input Test File The input test file is a collection of one-line test records processed in a
sequential manner. Each record includes identifying information (e.g.,
atest number and description), the test to be performed, and the
criteriarequired to declare a pass. The test may be a parameter-based
call to the one of the test plugins or it may contain an actual
environment-specific command that will be passed to the OS for
execution.

Test Plugins A test plugin isamodular block of code that performs asingle
function. The plugin serves as the actual interface between the test
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driver and the OS being evaluated. The plugin converts the test to the
native OS for processing.

The initial objective was to provide atool that could be easily ported from one operating
environment to another with minimal modification. While the initial release of this tool includes
severa example input test files that contain numerous environment-specific command test
records, the plugin library should eventually expand to alow for most of these to be replaced
with a standardized plugin call. Approximately 90+ percent of the tests that need to be
performed can be handled via a plugin call rather than through an environment-specific
command.

Each test record within an input test file is processed as follows:

1. Thetest record is read from the input test file. Each record is split into its constituent
parts.

2. Thetest is performed by executing the test plugin extracted from the test record.

3. The plugin returns results from the test.

4. Thereturned results are compared to the expected value(s). If the returned results match
the expected results, a match is declared and the test is flagged as passed.

Figure 1 provides a graphical representation of the HOSTS process flow.
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Figurel. HOSTS Process Flow
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Part 2
Install HOSTS

This section provides instructions for installing HOSTS.
The steps required are summarized as follows:

1. Access the software repository.
2. Install HOSTS on alocal file system.

Accessthe Softwar e Repository

Neither the mounting of removable media nor the mounting of a remote partition from afile
server is covered in this document.

Install HOST S on a Local File System

Local HOSTS ingtallation requires access to the Host s. t ar tarball. Once the tarball has been
obtained, the installation consists of the following steps:

1. Create the target base directory.
2. Extract HOSTS into the target base directory.

Below is the detailed recommended installation procedure for HOSTS under Solaris 8. (See
Appendix A for a sample listing from an actual HOSTS installation.)

1. Becomer oot ontheloca system. Typically, thisis accomplished by entering the
following at the prompt:

pronpt -->: /usr/bin/su -

2. Ensure the medium containing HOSTS is available and mounted. Change the default
directory to the directory containing HOSTS.

3. Ensurethat Perl is accessible via/ usr/ bi n/ perl :

prompt -->: /bin/ls -1 /[usr/bin/perl
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The system should display a listing similar to the following:

prompt -->: /bin/ls -1 [usr/bin/perl
-r-Xr-Xr-x 3 root bin 14312 Jan 8 2000 /usr/bin/perl

If / usr/ bi n/ per!| isnot defined, the system should display alisting smilar to the
following:

prompt -->: /bin/ls -1 [usr/bin/perl
lusr/bin/perl: No such file or directory

4. If/ usr/ bi n/ perl isnot defined, a soft link must be created so that Perl may be
accessed as/ usr/ bi n/ per| *

prompt -->: /bin/ln -s <perl path> /usr/bin/perl

where:  <per| path> isthefully quaified path to the location where Perl isinstalled.

For example, if Perl 5.005 isinstalled as/ usr /| ocal / bi n/ per | , the command
becomes:

pronmpt -->: /bin/ln -s /usr/local/bin/perl /usr/bin/perl

5. Create the HOSTS target directory:
prompt -->: /bin/nkdir -p <HOSTS target dir>
where:  <HOSTS target dir> isthe HOST Starget directory name

For example, if the target directory is/ opt / host s, the command becomes:

pronpt -->: /bin/nkdir -p /opt/hosts

6. Set the default working directory to the HOSTS target directory:
prompt -->: cd <HOSTS target dir>
where:  <HOSTS target dir> isthe HOST Starget directory name

For example, if the target directory is/ opt / host s, the command becomes:

pronmpt -->: cd /opt/hosts

7. Usingthet ar command, add the HOSTS package:

4 Thisisahard-coded path. Thiswas done to ensure that the Perl executed is the system version of Perl, not

aversion of Perl from an untrusted source.
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prompt -->: /bin/tar -xvf <Hosts.tar>

where:  <Hosts.tar> isthefully qualified HOSTS distribution tar file name

February 2002

For example, if the tarball ison a CD that is mounted as/ cdr om, the CD mount point
ishost svl. 5, and the tarball is named Host s. t ar , the command becomes:

prompt -->: /bin/tar -xvf /cdrom hostsvl.5/ Hosts.tar

8. A series of messages will now be displayed:

., 0 bytes, 0 tape bl ocks

hosts. pl, 36248 bytes, 71 tape bl ocks

sanpl e_runs, 0 bytes, O tape bl ocks

sanpl e_runs/ hpux_system 0 bytes, 0 tape bl ocks

sanpl e_runs/ hpux_system dac_series_| og. txt, 23769 bytes, 47 tape bl ocks
sanpl e_runs/ hpux_systenmf os_series_|l og.txt, 13593 bytes, 27 tape bl ocks
sanpl e_runs/ hpux_systenf m sc_series_|l og.txt, 3917 bytes, 8 tape bl ocks
sanpl e_runs/ hpux_systenf audit_series_l og.txt, 5188 bytes, 11 tape bl ocks
sanpl e_runs/ hpux_system i a_series_| og.txt, 5325 bytes, 11 tape bl ocks

sanpl e_runs/ sol ari s_system 0 bytes, 0 tape bl ocks

115 t ape bl ocks

sanpl e_runs/sol aris_systenlia_series_|log.txt, 5282 bytes, 11 tape bl ocks

sanpl e_runs/ sol ari s_syst enif conbi ned_seri es_| og.txt, 38918 bytes

77 tape bl ocks

sanpl e_runs/sol aris_system m sc_series_|l og.txt, 3875 bytes, 8 tape bl ocks
sanpl e_runs/sol ari s_systenfos_series_|l og.txt, 11437 bytes, 23 tape bl ocks
sanpl e_runs/sol ari s_systenidac_series_|l og.txt, 7252 bytes, 15 tape bl ocks
sanpl e_runs/sol ari s_systemaudit_series_| og.txt, 4487 bytes, 9 tape bl ocks
sanpl e_runs/sol aris_systenisrs_series_|log.txt, 151119 bytes, 296 tape bl ocks

X
X
X
X
X
X
X
X
X
x sanpl e_runs/ hpux_syst enl conbi ned_series_| og.txt, 58444 bytes,
X
X
X
X
X
X
X
X

Al the files installed will be listed.

hpux/ basel ine, 0 bytes, 0 tape bl ocks

hpux/ basel i ne/ 8_Recomrended, 650 bytes, 2 tape bl ocks

hpux/ basel i ne/ known-c-shel l's, 2440 bytes, 5 tape bl ocks

hpux/ basel i ne/ known-non-bi nary-setuid, 11 bytes, 1 tape bl ocks

COPYI NG 26430 bytes, 52 tape bl ocks

| CENSE | i nked to COPYI NG

doc, O bytes, O tape bl ocks

doc/test _cross_ref.pdf, 16535 bytes, 33 tape bl ocks
doc/ hosts_sop_v14. pdf, 213117 bytes, 417 tape bl ocks
00_README XEQ txt, 5463 bytes, 11 tape bl ocks
00_README. t xt, 909 bytes, 2 tape bl ocks

bin, 0 bytes, 0 tape bl ocks
in/hosts.pl linked to hosts.p

TOX X X X X XXX X X X X XX

hpux/ basel i ne/ known-setui d-setgid-files, 14559 bytes, 29 tape bl ocks
hpux/ basel i ne/ known-strange- nane-fil es, 2583 bytes, 6 tape bl ocks
hpux/ basel i ne/ known-non-sb-wwdirectories, 827 bytes, 2 tape bl ocks

9. Asaconformation of a successful installation list the/ opt / host s directory:

pronpt -->: /bin/ls —la /opt/hosts

total 208

dr wxr - Xr - X 7 root staf f 512 Feb 11 09:45 ./

drwxr-xr-x 73 root staff 2560 Feb 5 11:49 ../

SFW-Fr--r-- 1 root staff 909 Feb 6 12:33 00_README. t xt
STW-F--r1-- 1 root staff 5463 Sep 28 15:22 00_README_XEQ t xt
SFW-Fr--r-- 2 root staf f 26430 Aug 30 14: 25 COPYI NG

10
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STW-r--T--

dr wWxr - Xr -
dr wxr - Xr -

- TWKT - X- - -

dr wxr - Xr -
dr wWxr - Xr -
dr wxr - Xr -

x

AOBRANNDNDN

r oot
r oot
r oot
r oot
r oot
r oot
r oot

staff
staff
staff
staff
staff
staff
st af f

26430
512
512

36248
512
512
512

February 2002

Aug 30 14: 25 LI CENSE

Feb 4 14:05 bin/

Jan 14 14:15 doc/

Feb 4 16:19 hosts.pl*
Feb 6 12:40 hpux/

Feb 5 12:13 sanpl e_runs/
Feb 4 16:16 solaris/

10. If applicable, dismount the removable medium or remote file system from which HOSTS

was |oaded.

11. Log off the system.

11
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Part 3
Execute HOSTS

This section provides instructions for executing HOSTS. It assumes that HOST'S has been
installed locally and mounted for execution either from a CD-ROM or as an NFS partition from a
remote server.

Qualifiersand Control Variables

HOSTS provides one qualifier and one global variable for controlling program execution.

Qualifiers. Qualifiers are used to control HOSTS behavior as the utility executes. Table 2 lists
the command line qualifiers available for HOSTS.

Table2. HOSTS Command Line Qualifiers

Qualifier Description

-ver bose When this qualifier is entered on the command line, HOSTS will
display the results of all tests (both passed and failed). When it
isomitted, HOSTS will only display test resultsif the test fails.

- aut ogen When this qudlifier is entered on the command line, HOSTS will
automatically update the SKIPTEST definition within the
executed test series. All tests within the series will be executed.
Upon completion, SKIPTEST will be updated to include all
falled tests.

A summary will be displayed after each series is executed listing
the changes made to SKIPTEST. Both newly passed tests and
newly failed tests will be highlighted in a table as a reminder
that tests must not be blindly skipped simply because they are
failing.®

The SKIPTEST definition must already exist within the test

series file before this qualifier can be used. A null entry (e.g.,
SKIPTEST=;) will suffice.

s Itisimportant that all failed tests be examined to insure the reason the test is failing is not associated with

an error in thetest. If thefailureisrelated to an error, it should be corrected.

12
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Global Variables. Global variables are used to control where HOSTS will expect to find

subcomponents such as the input test files. They can also be used to control the behavior of
HOSTS. Table 3 lists the global variables available for HOSTS.

Table3. HOSTS Global Variables

Variable Description

HOSTS _TEST_PATH This global variable can be set to the fully qualified path where
HOSTS will find the input tests files. By default, this variable is
not set. In this case, HOSTS expects the input test files to be
located in <host _base_di rect ory>/ <os>

Where<host s_base_di r ect or y> isthedirectory in
whichthehost s. pl executable is located and <os> isthe
operating system of the candidate under test. This release of
HOSTS is configured to support the value “sunos” for Solaris 8
and “hpux” for HP-UX 11.0.

13
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Running HOST S

The steps required to run HOSTS are summarized as follows:

el SN

Run HOSTS for each of the desired tests.

Review the results.

Correct identified configuration problems as applicable.
Repeat steps 1 through 3.

See Appendix B for sample listings from an actual run. The steps are listed below:

1.

2.

4,

Log into the system asr oot . (All tests MUST be executed as root.)

Ensure that Perl is accessiblevia/ usr/ bi n/ perl :

prompt -->: /bin/ls -1 /[usr/bin/perl

The system should display alisting smilar to the following:

prompt -->: /bin/ls -1 [usr/bin/perl
-r-Xr-Xr-x 3 root bin 14312 Jan 8 2000 /usr/bin/perl

If / usr/ bi n/ per | isnot defined, the system should display alisting similar to the
following:

prompt -->: /bin/ls -1 /[usr/bin/perl
lusr/bin/perl: No such file or directory

Capture alog of the interactive session for later review:
pronmpt--> /bin/script <session |og>

where  <session | og> isthe name of the file in which the session log will be captured.

For example, to capture the sessionlog as/ var / t np/ host s_t est 1, enter the
following:

pronmpt--> /bin/script /var/tnp/hosts_test_1
Change the default directory to the directory containing HOSTS:

pronpt--> cd <HOSTS directory>

where  <HOSTS directory> isthe name of the first test file to be executed.

14
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For example, if HOSTS isingtalled locally in/ opt / host s, enter the following:

pronpt--> cd /opt/hosts

5. Execute the HOSTS main program:

prompt--> ./hosts.pl [<verbose>] <test 1> [<test 2> ... <test n> ]
where  <ver bose> isthe optional verbose mode qudlifier (e.g., - ver bose).
<test 1> is the name of the first test file to be executed®.
<test 2> is the name of the second test file to be executed.
<test n> is the name of the n input test file to be executed.

Multiple tests may be executed through a single activation of HOSTS. To do this, simply
list the names of the input test files to be executed on the command line. Separate the
input test file names with a space. A global summarization of the results will be
displayed after all tests have been run.

For example, to execute a test in which the input test file is named “sendmail”, enter:
prompt--> ./hosts.pl sendnail
To execute three tests sequentially under verbose mode where the input test files have
been named *“sendmail”, “audit”, and “account”, enter:
pronpt--> ./hosts.pl -verbose sendnail audit account

Respond to any manual input required for the test sequence. For example, if the test

attempts7to set a password viathe passwd command, manually entered input will be
required”.

6

If the test file to be executed is not located in the tests subdirectory beneath the installation directory for the

host s. pl executable, then the entry must be afully qualified path.

7

The SVR4 passwd function, as asecurity precaution, will only accept interactive (e.g., from the keyboard)

input for anew password. Consequently, any test usingpasswd to set a password on a user account will require
manual password entry.

15
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7. Header information will be displayed as each section is processed. In addition, summary
information will be displayed as the test process compl etes one test series and begins
another. The following provides an example of the beginning headers.

The M TRE Corporation
Center for Integrated Intelligence Systens
Net wor k Security Engineering

Host Oriented Security Test Suite (HOSTS)
Version 1.5.0.0 Rel eased 04 February, 2002

CGenerated on: Qut put Mode: Generated by:
t est host Failures Only r oot
Test Input File: Test Run Tine:
./ sol ari s/ paranoi d_series Mon Feb 4 16:24:24 EST 2002

Now Processing: ...

The output mode in the above example is given as “Failures Only”. This means that only
failed tests will be displayed. Had HOSTS been activated with the verbose qualifier, the
term “Verbose” would have been displayed instead.

8. Aseach section header is encountered within the test input file, a section message will be
displayed.

For example, the section header messages may appear similar to the following:

Now Processing: Test Setup
Now Processi ng: WWW XXX 1: Verify sone very interesting facet of system
operation though inspection of files and subdirectories.

In addition to the section header, comments be displayed. Comments appear similar to
the following comment calling for operator action:

OPERATOR ACTI ON:

If sone sort of nmanual input is needed, then please do it
here. Press return when done. There may be tines that
nothing will be displayed on the screen.

9. By default, unless the verbose qualifier was entered on the command line, only failed
tests will be displayed.

16
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The results of each test will be summarized in output similar to the following:

Test SoneTest. 101

Test Description:

CUSP:
Req. Spec.:

5. 1.
3.2.

Verify daenon X was configured to
execute in a secure node. The secure
qualifier nust be present inits
configuration file /etc/daenonx. conf.

2.2
1

Test Command(s):

t est _paranet er

' Asecure=true' /etc/daenonx. conf

-------------------- Results --------mmmmmiinii e m 2>
Act ual Dat a Ret urned:
not found secure=fal se
rr Test Pass: false ! I o I 1 I 1

As can be seen in the example above, failed tests are emphasized by a sequence of seven
exclamation marks (!) on either side of the “Test Pass’ indication. Under verbose mode,
these exclamation marks are omitted when atest passes.

10. When the test sequence is complete, a summary of the test session will be displayed. The
results from the entire input test file will be summarized in output similar to the

following:

Start Date/ Tinme:

Wed Cct 31 10:17:57 EDT 2001

Conpl eti on Date/ Ti nme:
Wed Cct 31 10:18: 31 EDT 2001

----------- Tests Run Summary --------------------~-~-~-~--->
Execut ed Passed (100% Failed ( 0%
167 167 0
Fail ed Tests: None
R LR R LT Requirenents Sumary ------------------------- >
Execut ed Passed (100% Failed ( 0%
131 131 0
Req. Status Requi rement Li st
Met : 3.2.1.1, 3.2.1.1.1, 3.2.1.1.2, 3.2.1.2, 3.2.1.2.1,
3.2.1.3, 3.2.1.4.1.1.1, 3.2.1.4.1.1.2, 3.2.1.4.1.1.2.1
3.2.4.3, 3.2.5.11, 3.2.5.11.1, 3.2.5.15, 3.2.5.15.2,
3.2.5.2, 3.2.5.3, 3.2.5.4, 3.2.5.6, 3.2.5.7, 3.2.5.8,
3.2.5.9, 3.2.5.9.1, 14.2.1.2.3, 14.2.2.3.1, 14.2.2.3.1P1
14.2.2.3.2P1, 14.2.2.4P1
Partially Met: Not Applicable
Not Met: None
Met : Requi renents where ALL tests associated with
the specified requirenment PASSED.
Partially Met: Requirenments where ONE OR MORE tests associ ated
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with the specified requirement FAl LED.
Not Met: Requi renents where ALL tests associated with
the specified requirenent FAILED.

See Part 4 of this document for a discussion on how to interpret the summary results.

11. If more than one test series is specified when HOSTS is executed, or if no series are
specified, agloba summarization of the results from all executed tests series will be
displayed. The summarization will be smilar to the following:

EEEEEEEEEEEREEEEEEREEEEEEEEEREEREEEEEEEEEEEEEEREEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEE RS

R R R R e e R R R R R

Mul ti -Test G obal Requirements Sunmary

Start Date/ Ti me: Conpl etion Date/ Ti me:
Wed Cct 31 14:40:26 EDT 2001 Wed Cct 31 15:50: 42 EDT 2001
O LR R R e Tests Run Summary -------------------------- >
Execut ed Passed (100% Failed ( 0%

1702 1702 0
Fail ed Tests: None
SR LR E T T Requi renents Summary ------------------------- >
Execut ed Passed (100% Failed ( 0%
1299 1299 0

Req. Status Requi renent Li st

Met : 3.2.1.1, 3.2.1.1.1, 3.2.1.1.2, 3.2.1.2, 3.2.1.2.1,
3.2.1.3, 3.2.1.4.1.1.1, 3.2.1.4.1.1.2, 3.2.1.4.1.1.2.1,
3.2.1.4.1.1.3, 3.2.1.4.1.1.3.1, 3.2.1.4.1.1. 4,
3.2.1.4.1.1.4.1, 3.2.1.4.1.2, 3.2.1.4.1.4, 3.2.1.4.1.5,
3.2.1.4.1.7.1.1, 3.2.1.4.5, 3.2.1.5.1, 3.2.1.5.2,
3.2.16.1.4.1, 3.2.16.1.4.2, 3.2.16.1.5, 3.2.16.10,
3.2.16.2.1, 3.2.16.2.2, 3.2.16.2.3, 3.2.16.2.3.1,
3.2.16.2.3.2, 3.2.16.2.4, 3.2.16.5.1, 3.2.16.5.2,
3.2.16.5.3, 3.2.16.7.1, 3.2.16.7.1.1, 3.2.16.7.1. 2,
3.2.16.7.1.4, 3.2.16.7.1.5, 3.2.16.7.1.6, 3.2.16.7.1.7,
3.2.16.7.1.8, 3.2.16.7.2, 3.2.16.7.2.1, 3.2.16.7.2.2,
3.2.16.7.2.4, 3.2.16.7.2.5, 3.2.16.8, 2.16.9, 3.2.2.1,
3.2.2.2, 3.2.3.1, 3.2.3.1.1, 3.2.3.1.2.1, 3.2.3.1.2.2,
3.2.3.1.2.3, 3.2.3.1.3.1.3, 3.2.3.1.3.3, 3.2.3.1.3.3. 1,
3.2.3.1.4, 3.2.3.1.4.1.1, 3.2.3.1.4.1.4, 3.2.3.1.5

Partially Met: Not Applicable

Not Met: None

Met : Requi renents where ALL tests associated with

the specified requirenment PASSED.
Partially Met: Requirenents where ONE OR MORE tests associ at ed
with the specified requirement FAlILED.
Not Met: Requi renents where ALL tests associated with
the specified requirenment FAILED.

Again, see Part 4 of this document for a discussion on how to interpret the summary
results.
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12. Terminate the session log capture by entering “exit” at the prompt:

pronmpt--> exit

13. Usethe Unix nor e command to review results:

pronpt--> /bin/nore <session | og>

where  <session | og> is the name of the file containing the captured session log.

For example, if the name of the file containing the captured session log was
[var/tnp/ hosts_test 1, enter the following:

pronmpt--> /bin/more /var/tnp/ hosts_test_1
Other commands can be substituted for the Unix nor e command. For example, the
captured session log can be printed. The mor e command is used here since it will
display the captured session log one screen at atime.
14. As applicable, correct any identified problems.

15. Rerun HOST S to ensure the corrections have been applied.

16. Log off the system.
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Part 4
Evaluatethe Results Generated Through
The HOSTS Process

This section provides instructions on evaluating the pass/fail results generated by the HOSTS
utility during HOST'S testing.

Individual Test Summary

Each failed test within the test file will be marked by HOSTS viaa summarization in the
following format:

Test: <Test Nunber> Test Description:

CUSP: <CUSP> <Descri pti on>
Req. Spec.: <SRS>

Test Command(s):

S e L Results ------mommmmem e >
Expect ed Act ual Dat a Ret urned:
<Expect ed> <Act ual > <Dat a Ret ur ned>

ol Test Pass: false ! ¢ 0t 1 1 1 1

The summary provides the tester with following information:

<Actual> The actual value returned when the test record was evaluated.

<CUSP> The reference within the Consolidated Unix Security Practices (CUSP)
document for the test record. More than one reference may be listed.

<Data Returned> Additional data returned by the executed command. Multiple lines of
output may be displayed for this entity.

<Description> Description of the test record. Typically it describes what is being tested.
Multiple lines of output may be displayed for this entity.

<Expected> The expected value that should be returned when the test record is
evaluated.

<SRS> The paragraph reference number within the DIl COE Security

Requirements Specification document for the test record. More than one
reference may be listed.
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<Test Command>

<Test Number>

The command used to perform the test. Multiple lines of output may be
displayed for this entity.

The value used to identify which test record within the test input file/test
series.

If the verbose command line qualifier is used, all tests within the test file, passed and failed, will
be displayed in the report. Failed records will be identified by a string of exclamation marks on
either side of the “ Test Pass” indication.

Test Run Summary from the Test File

After HOSTS has processed an entire test file, it will summarize how many tests passed, how
many tests failed, which tests failed, which tests partially failed, and which tests passed. The
summary of results will be displayed in the following format:

Start Date/Tine:
<Start Date/ Ti ne>

Execut ed

Conpl eti on Date/ Ti ne:
<End Date/ Ti ne>

---------- Tests Run Summary -------------------------->
Passed ( W\ Failed ( XX%

<Run Total >

Fai |l ed Tests:

e m e e e e e e e e m e mm =
Execut ed
<SRS total >
Req. Status
Met :
Partially Met:
Not Met:
Met :

<Run passed> <Run Fai |l ed>

<Fail ed Test List>

-------- Requirenents Summary ------------------------->
Passed ( YY% Failed ( ZZ%
<SRS passed> <SRS fai |l ed>

Requi renent Li st

<Met List>
<Partially Met List>
<Not Met List>

Requi renents where ALL tests associated with
the specified requirement PASSED.

Partially Met: Requirements where ONE OR MORE tests associ ated

Not Met:

<End Date/Time>
<Failed Test List>

with the specified requirenment FAILED.
Requi rements where ALL tests associated with
the specified requirenment FAILED.

The clock time when execution of the test completes.

Thelist of the individual tests, sorted by test number, that actually
failed. Multiple lines of output may be displayed for this entity.
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<Met List> Thelist of SRS requirements that were fully met (e.g., all tests
associated with the specific requirement passed). Multiple lines of
output may be displayed for this entity.

<Not Met List> Thelist of SRS requirements that were not met (e.g., tests
associated with the specific requirement failed). Multiple lines of
output may be displayed for this entity.

<Partially Met List> Thelist of SRS requirements that were only partially met (e.g., one
or more tests associated with the specific requirement failed while
others passed). Multiple lines of output may be displayed for this

entity.
<Run Total> The total number of tests executed.
<Run Passed> The total number of tests executed that passed. The percentage passing

will be displayed immediately above thisitem. (See WW in the example
output shown above.)

<Run Failed> The total number of tests executed that failed. The percentage failing will
be displayed immediately above thisitem. (See XX above.)

<SRS Total> The total number of tests executed that are tagged to an SRS requirement.

<SRS Passed> The total number of tests executed, tagged to an SRS requirement, that

passed. The percentage passing will be displayed immediately above this
item. (SeeYY above)

<SRS Failed> The total number of tests executed, tagged to an SRS requiremert, that
failled. The percentage failing will be displayed immediately above this
item. (See ZZ above)

<Start Date/Time>  The clock time when execution of the test begins.

Global Requirements Summary from the Test File

After HOSTS finished processing multiple (two or more) test files, a global consolidated
summarization of the overall results will be displayed. This summarization includes the total
number of tests passed and tests failed, which tests actually failed, and a summary on how the
tests performed against requirements. The global summary of results will be displayed in the
following format:

Mul ti- Test d obal Requirenments Summary

Start Date/Tine: Conpl eti on Date/ Ti ne:
<Start Date/ Ti ne> <End Dat e/ Ti me>
S R Tests Run Summary -------------------------- >
Execut ed Passed ( W\ Failed ( XX%

<Run Tot al > <Run passed> <Run Fai |l ed>
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Fail ed Tests: <Fail ed Test List>
R AR EE R LR R Requirenments Sunmary ------------------------- >
Execut ed Passed ( YY% Failed ( Z2Z%
<SRS total > <SRS passed> <SRS fai |l ed>
Req. Status Requi rement Li st
Met : <Met List>
Partially Met: <Partially Met List>
Not Met: <Not Met List>
Met : Requi renents where ALL tests associated with

the specified requirement PASSED.

Partially Met: Requirements where ONE OR MORE tests associ ated
with the specified requirenment FAILED.

Not Met: Requi rements where ALL tests associated with
the specified requirenent FAlLED

<End Date/Time>  The clock time when execution of the test compl etes.

<Failed Test List>  Thelist of the individual tests, sorted by test number, that actually
failed. Multiple lines of output may be displayed for this entity.

<Met List> The list of SRS requirements that were fully met (e.g., al tests
associated with the specific requirement passed). Multiple lines of
output may be displayed for this entity.

<Not Met List> Thelist of SRS requirements that were not met (e.g., tests
associated with the specific requirement failed). Multiple lines of
output may be displayed for this entity.

<Partidly Met List> Thelist of SRS requirements that were only partially met (e.g., one
or more tests associated with the specific requirement failed while
others passed). Multiple lines of output may be displayed.

<Run Total> The total number of tests executed.

<Run Passed> The total number of tests executed that passed. The percentage
passing will be displayed immediately above thisitem. (See WW
in the example output shown above.)

<Run Failed> The total number of tests executed that failed. The percentage
failing will be displayed above thisitem. (See XX above.)

<SRS Tota> The total number of tests executed tagged to an SRS requirement.

<SRS Passed> The total number of tests executed, tagged to an SRS requirement,

that passed. The percentage passing will be displayed immediately
above thisitem. (SeeYY above)

<SRS Failed> The total number of tests executed, tagged to an SRS requirement,
that failed. The percentage failing will be displayed immediately
above thisitem. (See ZZ above.)

<Start Date/Time>  The clock time when execution of the test begins.
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Part 5
Customizethe Input Test Files

This section provides instructions for customizing the input test files often referred to as atest
series, used by HOSTS.

Each input test file within HOSTS consists of a series of one-line “test” steps known as a test
record. Each test record is executed sequentially as part of afunctional test series. When all of
the test records have been executed, the summarized results from the series are used to determine
the overall functiona pass or failure.

Customizing the input test files is a straightforward process, which is to modify an existing test
record or add/remove test records from one of the input test files. New input test files can be
constructed by adding test records for sequential execution.

Each test executed during the evaluation is controlled by atest record within the input test file.
Each test record uses the following format:

<t est. nunmber >; <descri pti on>; <pl ugi n>; <expect ed>; <cusp>; <sr s>;

The contents of each field within the test record are described in Table 4. The semicolon (;) is
used as the field separator and cannot be used within atest.

Table4. HOSTSInput File Test Entry

Column Description

test.number Assigned test name and sequence number to uniquely identify the
test. It should be unique for each test record in the file.

description Text description of what is being examined.

plugin Name of the test plugin used to perform the test. (Plugins outside
the utility plugin directory, / bi n or/ usr/ bi n, must befully
qualified.)

expected Text-string return result. 1f the value returned from the plugin

matches this value, a passis declared. Otherwise, afail is declared.
Multiple expected values are separated with the pipe character (|).

cusp Reference paragraph within the Consolidated Unix Security

Practices (CUSP) document. Multiple references must be comma
separated.
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Table4. HOSTSInput File Test Entry

Column Description

s Reference paragraph within the SRS. Multiple references must be
comma separated.

To help an observer identify which steps are being executed at a given time, header and
comment capabilities have been integrated into HOSTS. Each header record is denoted by the
following format:

SECTI ON=<header >;

Each comment record is denoted by the following format:

COMMENT=<header >

The contents of each field within the header and comment records are described in Table 5. The
use of SecTI o= or COWENT= is mandatory to differentiate this specialized record from the test
record. Both record formats use the semicolon (;) as the field separator/terminator.

An third optional record type, known as a SKIPTEST record, directs HOSTS to skip over one or
more specific tests. The SKIPTEST record is denoted by the following format:

SKI PTEST=<t est nunber 1>[, <test nunber 2>, ., <test nunber n>];

where: <test number n> isthe assigned test name and sequence number that isto be
skipped. Multiple tests may be skipped. Either acomma
or a space may be used as the separator. Only one
KIPTEST line may be used per individual test file.

The SKIPTEST feature is useful in conditions where mutually exclusive conditions represent the
same secure environment. For example, if /etc/default/sulogin does not exist, the default Solaris
behavior isto require root’s password to access single user mode. Similarly, if
/etc/default/sulogin does exist and the PASSREQ definition is set to “YES’ within thisfile,
root’s password is required to access single user mode. Thus, the test to see if
/etc/default/sulogin does not exist is just as valid as the test to verify that PASSREQ is correctly
defined when /etc/default/sulogin does exists. Depending upon a given system’s configuration,
if both tests are performed, one of the above tests would always fail resulting in a false negative.
The SKIPTEST definition must exist within atest file if the “-autogen” command line qualifier
iSto be used.

Do not use tabs within the test file. Comment lines begin with the pound sign. See Appendix C
for asample of atest input file.
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Table5. HOSTS Header and Comment Record Structures

Column Description

SECTI ON=" header " ; Section title to be added to the displayed output. This can
stretch across multiple lines.

COMMENT=" conmrent ”; | Comment to be added to the displayed output. This can stretch
across multiple lines.

SKI PTEST=<t est Command to skip over one or more specified tests.

nunber s>; . )
Where <test numbers> is alist of one or more comma and/or

space separated test numbers to be skipped. Only oneis allowed
per test sequence. The list of skipped tests will only be
displayed under verbose mode.
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Part 6

Define Available Plugin Modules

This section provides a listing of the plugin modules available in the current release of HOSTS.

New modules can be added as long as the modules return a string value that can be compared
with an expected value. If the returned value matches the expected value, a pass is declared. If

the values do not match, afail is declared.

The list of available plugins and a description of each plugin are provided in Table 6. Unless
otherwise noted in the plugin description, al plugins are written in Perl. See Appendix D for a
sample of one of these plugin files and Appendix E for a complete description of the calling

sequence and return values for each plugin.

Table6. HOSTS Plugin Modules

Name

Description

active_daenon

Tests to see if a specified daemon is active. The module
filters out other sessions that may contain the same
daemon test string (e.g., Vi , gr ep).

active_port

Determines if specified ports are active. The port may
be specified either by its/ et ¢/ ser vi ces nameor as
an integer.

create_accounts

Exercises the account creation capabilities.

del et e_accounts

Tests the account deletion capabilities.

enpty file

Tests to see if a specified fileis an empty file (e.g., hasa
length of 0).

extract __account _profile

Extracts a profile of the specified user account. The
profile includes account attributes (e.g., user and group
identifiers), and password status information.

File_exists

Teststo seeif a specified file exists on a system.

files differ

Tests to see if two specified files differ in content from
each other. Differences found will be returned.

files_differ_feild

Tests to seeif the specified field (e.g., column) in the
specified files differ. If the lengths of the files are the
same, the differences in the examined field will be
returned.
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Table6. HOSTS Plugin M odules

Name

Description

fi

nd_all _c_shell scripts

Tests to seeif C shell scripts exist under the specified
starting point. It differsfrom

find_c_shell _scripts inthatitwill atempt to
examine the contents of files normally tagged as text
files to determine whether or not these files may
actually be C shell scripts. It will not scan remotely
mounted file systems.

fi

nd _c_shell _scripts

Teststo see if C shell scripts exist under the goecified
starting point. 1t will not scan remotely mounted file
systems.

fi

nd_file_and_test

Parses down local partitions looking for files matching
the specified pattern string. If any are found, the
secondary test is applied to the detected file(s).

fi

nd_m sgrouped_files

Tests to seeif files exist in the specified directories that
are not owned buy a GID found within the specified
GID range. Thisistypically used to find files belonging
to a nonroot group within root directories.

fi

nd _m sowned fil es

Teststo seeif files exist in the specified directories that
are not owned buy a UID found within the specified
UID range. Thisistypically used to find files owned by
anon-root account within root directories.

fi

nd_m sprotected files

Teststo see if files exist in the specified directories that
have protections granting group or world greater access
than owner or world greater access than group. Thisis
sometimes referred to as uneven protections.

fi

nd_privileged_files

Tests to see if privileged files and/or directories exist
under the specified starting point. It will not scan
remotely mounted file systems.

fi

nd_privileged_scripts

Teststo seeif privileged shell scripts exist under the
specified starting point. It will not scan remotely
mounted file systems.

28




Host-Oriented Security Test Suite (HOSTS)

February 2002

Standard Operating Procedures Under SunOS 5.8 and HP-UX 11.0

Table6. HOSTS Plugin M odules

Name

Description

find_suspicious_file_nanes

Teststo seeif files and/or directories exist with strange
names under the specified starting point. It will not scan
remotely mounted file systems. Examples of strange
names include names containing spaces, the plus
symbol, and control characters.

find_unowned _files

Tests to see if unowned files and/or directories exist
under the specified starting point. It will not scan
remotely mounted file systems.

find_world witables

Tests to see if world-writable files and/or directories
exist under the specified starting point. It will not scan
remotely mounted file systems.

nodi fy_account s

Tests the account modification capabilities.

multi_part _test

Runs two specified commands comparing the returned
output with the specified expected output. If both
results match the expected values, a match is declared.

0s_version

This script ascertains which OS is installed on the
system. If the OSis as specified, the test passes. If the
OS is any other version, the test fails. If enabled, the
plugin will issue a"die" thereby aborting test execution.

print_pid

This Bourne shell script finds and prints the process ID
number for a specified process. The module filters out
other processes that may contain the same passed test

string (e.g., vi , gr ep).

run_conmand

Executes a command in the native operating
environment.

run_command_as_user

Uses the su command to assume another user’s profile
before executing the specified command. This includes
the option of assuming the target user’slogin
environment.

run_command_as_user _chpr ot

Uses the su command to assume another user’s profile
before changing the protections on the specified file.
This includes the option of assuming the target user’s
login environment.
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Table6. HOSTS Plugin M odules

Name

Description

run_conmand_as_user _create

Uses the su command to assume another user’s profile
before creating the specified file. Thisincludes the
option of assuming the target user’s login environment.

run_comrand_as_user _redirect

Uses the su command to assume another user’s profile
before executing the specified command. The results of
the command are redirected as specified. Thisincludes
the option of assuming the target user’slogin
environment.

run_conmand_as_user _renove

Uses the su command to assume another user’s profile
before removing the specified file. Thisincludes the
option of assuming the target user’s login environment.

run_conmmand_as_user_wite

Uses the su command to assume another user’s profile
before writing data into the specified file. Thisincludes
the option of assuming the target user’slogin
environment.

run_conmmand_r edi rect

Executes a command allowing the results to be
redirected.

startup _file_exists

Tests to seeif boot time startup files exist with a name
that contains the candidate string. It is used to verify
candidate startup files that are not run at boot time.

test IFS

This Bourne shell script tests input field separator (IFS)
behavior under the specified shell. The IFSisthe
internal field separator definition (e.g., the semicolon
normally).

t est _dormant _accounts

This Bourne shell script finds and prints the names of
accounts that have either been idle for a period of time
in excess of one month or have never been used.

test _for_checksuns

Computes afile's 16-bit and cyclic redundancy check
(CRC) checksums. These values are then compared
against argument passed val ues.

test_for_string

Tests afile to seeif a specified American National
Standard Code for Information Interchange (ASCII)
string is detected within the specified file. The file may
be any file type (e.g., binary or data). Strings of three or
more characters are examined.
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Table6. HOSTS Plugin M odules

Name

Description

test for_systemcalls

Tests to see if system calls with known vulnerabilities
are contained within candidate binary file(s). To
function, the binary file(s) must not be stripped.

test _for _trojans

Tests afileto seeif a specified ASCII string commonly
associated with Trojan horse binaries is detected within
the specified file.

test gid _val ues

Tests the local group file looking for unexpected GID
values lessthan 20. In addition, it ensures that all GID
values identified in/ et ¢/ passwd havean entry in
/ et ¢/ gr oup. GID vaues not in compliance will be

displayed.

test _group

Teststo seeif a specified group is defined for a
specified file. The group is passed as a string matching
the expected value (e.g., st af ).

test _hone_dir _files

Examines the user’s home directory verifying the file
attributes on the specified file. The minimal protection
is passed as a string matching the expected value (e.g.,
- I WXT - XT - X).

Logic has also been added to allow for privileged Unix
accounts. If an account has a UID of less than 10,
matches will be declared if the file(s) is owned by root
and has a GID value of less than 10.

test | ogins_duplicate_uid

Tests the local password file looking for duplicate UID
definitions (e.g., more than one account with the same
UID). The number of accounts with duplicate UID
values is then compared to an expected value. Accounts
with duplicate values are displayed.

test | ogi ns_dupli cate_usernanes

Tests the local password file looking for duplicate
usernames (e.g., more than one account with the same
account username). The number of accounts with
duplicate usernames is then compared to an expected
value. Accounts with duplicate usernames are

displayed.
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Name

Description

test | ogins_maxi numage |imt

Tests the local shadow file looking for users with
maximum password change thresholds greater than the
allowable maximum (e.g., accounts not being forced to
change their passwords as often as a given project or
application stipulates.) The number of accounts with a
threshold above the maximum threshold is then
compared to an expected value. Accounts with a
threshold above the maximum are displayed.

test_logins_mninumage |limt

Tests the local shadow file looking for users with
minimum password change threshold less than the
allowable minimum (e.g., accounts allowed to change
their passwords more often than a given project or
application stipulates). The number of accounts with a
threshold below the minimum threshold is then
compared to an expected value. Accounts with a
threshold below the minimum are displayed.

test | ogins _null_password

Tests the local password file looking for accounts with
null passwords. The number of accounts found to have
null passwords is then compared to an expected value.
Accounts with null passwords are displayed.

test | ogi ns_system account

Tests the local password file looking for system
accounts (UID < 100). The number of accounts found
to be system accounts is compared to an expected value.
Accounts defined as system accounts are displayed.

test _logins_world witable in_path

Tests non-system accounts from the local passwd file to
see if any users have a world-writable directory in their
search path (PATH) definition. The number of accounts
with world-writable directories within their PATH is
compared to an expected value. Accounts with a world-
writable directory in their PATH definition are
displayed.

test_nmulti_strings

Tests to see if multiple ASCII strings, defined by using
an input file, are found within a common test file. Each
of the test strings is then defined by aregular
expression.
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Name

Description

test network attribute

Tests to see if a specified network attribute for the
specified device is set as expected.

t est _owner

Teststo see if a specified owner is defined for a
specified file. The owner information is passed as a
string matching the expected value (e.g., r oot ).

t est _paranet er

Teststo see if a specified parameter is defined within a
specified file. The parameter is passed as aregular
expression.

t est _par anet er _count

Tests to see how many times a specified parameter
occurs within a specified file. The parameter is passed
as aregular expression.

This module assumes that the parameter will only occur
once on agiven line.

test parameter filter_count

Tests to see how many times a specified parameter
occurs within a specified file after applying afilter rule.
The parameter and rule are passed as regular
expressions.

This module assumes that the parameter will only occur
once on agiven line.

t est _par anmet er _nonmat ch_count

Tests to see how many times lines within the specified
parameter occur within a specified file. The parameter
is passed as aregular expression.

This module assumes that the parameter will only occur
once on agiven line.

test_protection

Tests to see if a specified protection is set for a specified
file. The protection is passed as a string matching the

expected value (e.g., - r WXT - XTI - X).

test _protection_d

Tests to see if a specified protectionis set for a specified
file. The protection is passed as a string matching the
expected value (e.g., - r wxr - Xr - X). Matching records
are displayed.
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Name

Description

test_protection_m ni num

Teststo seeif a specified file has a protection equal to
or more stringent than the specified protection. The
minimum protection is passed as a string matching the
expected value (e.g., - r WXT - XTI - X).

test _protection_m ni mumd

Teststo seeif a specified file has a protection equal to
or more stringent than the specified protection. The
minimal protection is passed as a string matching the
expected value (e.g., - r wxr - Xr - X). Matching records
are displayed.

test _status

Runs a specified command and then compares the
returned output with the specified expected output.

test _status_as_user

Uses the su command to assume another user’s profile
before executing the specified command. This includes
the option of assuming the target user’slogin
environment.

test _string

Tests to see if a specified string is defined within a
specified file. The string is passed as a regular
expression. This module is identical to

test _paraneter.

test users for file

Examines the user’s home directory looking for the
specified file.
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Appendix A
Sample Installation

This appendix provides a listing for a sample installation of HOSTS (see Figure A-1). Inthis
sample, / usr/ bi n/ per| aready exists.

Figure A-1. Samplelnstallation of HOSTS

Script started on Mon Feb 11 10:20:52 2002
myhost s# whoam

r oot
nmyhosts# /bin/ls -1 [usr/bin/perl
-r-Xr-Xr-x 3 root bin 14312 Jan 8 2000 /usr/bin/perl

myhosts # cd /opt

nmyhosts # /bin/nkdir -p /opt/hosts

myhosts # /bin/ls /cdrom hostsvl.5.0.0

Hosts.tar cusp hosts requirenments tools

nmyhosts # cd /opt/hosts

nmyhosts # --> /bin/tar -xvf /cdrom hostsvl1. 5.0.0/ Hosts_15.tar

., 0 bytes, 0 tape bl ocks

hosts. pl, 36248 bytes, 71 tape bl ocks

sanpl e_runs, 0 bytes, 0 tape bl ocks

sanpl e_runs/ hpux_system O bytes, 0 tape bl ocks

sanpl e_runs/ hpux_systeni dac_series_|l og.txt, 23769 bytes, 47 tape bl ocks
sanpl e_runs/ hpux_systeni os_series_|l og.txt, 13593 bytes, 27 tape bl ocks
sanpl e_runs/ hpux_system ni sc_series_l og.txt, 3917 bytes, 8 tape bl ocks
sanpl e_runs/ hpux_systenm audi t _series_l og.txt, 5188 bytes, 11 tape bl ocks
sanpl e_runs/ hpux_systeniia_series_|log.txt, 5325 bytes, 11 tape bl ocks
sanpl e_runs/ hpux_syst em conbi ned_series_l og.txt, 58444 bytes, 115 tape bl ocks
sanpl e_runs/sol ari s_system O bytes, O tape bl ocks

sampl e_runs/sol aris_systemia_series_|log.txt, 5282 bytes, 11 tape bl ocks
sanpl e_runs/sol ari s_syst enf conbi ned_series_|l og.txt, 38918 bytes, 77 tape bl ocks
sanpl e_runs/sol ari s_system ni sc_series_log.txt, 3875 bytes, 8 tape bl ocks
sanpl e_runs/sol ari s_systenf os_series_l og.txt, 11437 bytes, 23 tape bl ocks
sanpl e_runs/sol ari s_systeni dac_series_|log.txt, 7252 bytes, 15 tape bl ocks
sanpl e_runs/sol aris_system audit_series_l og.txt, 4487 bytes, 9 tape bl ocks
sanpl e_runs/sol ari s_system srs_series_log.txt, 151119 bytes, 296 tape bl ocks
solaris, O bytes, 0 tape bl ocks

sol aris/plugins, 0 bytes, 0 tape bl ocks

sol ari s/ pl ugi ns/ acti ve_daenon, 2250 bytes, 5 tape bl ocks
solaris/plugins/startup_file_exists, 2383 bytes, 5 tape bl ocks

sol aris/plugins/file_exists, 2224 bytes, 5 tape bl ocks

sol ari s/ plugins/test_protection, 4058 bytes, 8 tape bl ocks

sol ari s/ plugi ns/test_owner, 4581 bytes, 9 tape bl ocks

sol ari s/ plugi ns/test_parameter, 2825 bytes, 6 tape bl ocks

sol aris/plugins/test_for_string, 2926 bytes, 6 tape bl ocks

sol aris/plugins/test_for_systemcalls, 3725 bytes, 8 tape bl ocks

sol ari s/ pl ugi ns/ del ete_accounts, 3202 bytes, 7 tape bl ocks

sol ari s/ plugi ns/ create_accounts, 4026 bytes, 8 tape bl ocks

sol ari s/ pl ugi ns/ nodi fy_accounts, 3769 bytes, 8 tape bl ocks

sol ari s/ pl ugi ns/test _group, 4625 bytes, 10 tape bl ocks

sol aris/plugins/test_for_trojans, 3422 bytes, 7 tape bl ocks

sol ari s/ plugins/test_for_checksuns, 3904 bytes, 8 tape bl ocks

sol ari s/ plugi ns/test_status, 2804 bytes, 6 tape bl ocks

XX XXX XX XXX XXXXXXXXXXXXXXXXXXXXXXXXX
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sol ari s/ plugi ns/run_conmand, 2005 bytes, 4 tape bl ocks

sol ari s/ plugins/test_IFS, 2563 bytes, 6 tape bl ocks
sol ari s/ plugins/print_pid, 1565 bytes, 4 tape bl ocks

sol ari s/ plugins/test_users_for_file, 4056 bytes, 8 tape bl ocks
solaris/plugins/nmulti_part_test, 4715 bytes, 10 tape bl ocks
sol ari s/ pl ugi ns/ run_command_r edi rect, 2305 bytes, 5 tape bl ocks

sol ari s/ plugins/find unowned files, 6039 bytes, 12 tape bl ocks

sol ari s/ plugins/test_protection_d, 4016 bytes, 8 tape bl ocks
sol ari s/ pl ugi ns/test_paraneter_count, 3116 bytes, 7 tape bl ocks

sol ari s/ pl ugi ns/ run_command_as_user, 3370 bytes, 7 tape bl ocks

sol ari s/ plugins/test_status_as_user, 3788 bytes, 8 tape bl ocks

sol aris/plugins/files_differ, 3601 bytes, 8 tape bl ocks
sol ari s/ plugins/enpty file, 3450 bytes, 7 tape bl ocks

sol aris/plugins/test_logins_world_witable_in_path, 7211 bytes,
sol ari s/ pl ugins/test_gid_val ues, 6260 bytes, 13 tape bl ocks

sol aris/plugins/test_nmulti_strings, 4838 bytes, 10 tape bl ocks
sol aris/plugins/test_string, 2757 bytes, 6 tape bl ocks
solaris/plugins/find_file_and_test, 8516 bytes, 17 tape bl ocks
sol ari s/ plugi ns/active_port, 2850 bytes, 6 tape bl ocks

sol ari s/ plugins/find_m sowned_files, 6427 bytes, 13 tape bl ocks
solaris/plugins/files_differ_field, 6109 bytes, 12 tape bl ocks
sol ari s/ pl ugi ns/ os_version, 2375 bytes, 5 tape bl ocks

sol aris/os_series, 113143 bytes, 221 tape bl ocks

sol aris/ msc_series, 32520 bytes, 64 tape bl ocks

sol ari s/ dac_series, 96333 bytes, 189 tape bl ocks

sol aris/audit_series, 58674 bytes, 115 tape bl ocks
solaris/ia_series, 32583 bytes, 64 tape bl ocks

sol aris/stg_series, 61358 bytes, 120 tape bl ocks

sol aris/audit_series.txt linked to solaris/audit_series

sol aris/dac_series.txt linked to sol aris/dac_series

XX XX XX XXX XXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXX XXX

x

sol ari s/ plugins/test_protection_m nimum 6756 bytes, 14 tape bl ocks
sol ari s/ plugins/test_network_attribute, 2927 bytes, 6 tape bl ocks

sol ari s/ pl ugi ns/test_dormant _accounts, 4174 bytes, 9 tape bl ocks

sol aris/plugins/test_hone_dir_files, 12498 bytes, 25 tape bl ocks

sol ari s/ plugins/find_world_witables, 5930 bytes, 12 tape bl ocks

sol aris/plugins/find_privileged_files, 5998 bytes, 12 tape bl ocks

sol ari s/ plugi ns/find_suspicious_file_nanmes, 6791 bytes, 14 tape bl ocks
solaris/plugins/find_privileged_scripts, 7369 bytes, 15 tape bl ocks
sol aris/plugins/find_c_shell _scripts, 7231 bytes, 15 tape bl ocks
solaris/plugins/find_all _c_shell _scripts, 8614 bytes, 17 tape bl ocks
sol ari s/ plugins/test_protection_m ninmumd, 6888 bytes, 14 tape bl ocks

sol ari s/ plugins/test_paraneter_filter_count, 3393 bytes, 7 tape bl ocks
sol ari s/ pl ugi ns/ test _paranet er _nonmat ch_count, 3232 bytes, 7 tape bl ocks

sol ari s/ pl ugi ns/ run_comrand_as_user _create, 3340 bytes, 7 tape bl ocks
sol ari s/ pl ugi ns/ run_conmmand_as_user _renove, 3334 bytes, 7 tape bl ocks
sol ari s/ pl ugi ns/ run_command_as_user _chprot, 3480 bytes, 7 tape bl ocks
sol ari s/ plugi ns/run_conmand_as_user_wite, 3466 bytes, 7 tape bl ocks

sol ari s/ plugi ns/run_comuand_as_user _redirect, 4543 bytes, 9 tape bl ocks

sol ari s/ plugins/test_logins_duplicate_uid, 3258 bytes, 7 tape bl ocks

sol ari s/ plugins/test_logins_null_passwrd, 3208 bytes, 7 tape bl ocks

sol ari s/ pl ugi ns/test_| ogi ns_system account, 3216 bytes, 7 tape bl ocks

sol ari s/ pl ugi ns/ extract _account_profile, 2771 bytes, 6 tape bl ocks

sol ari s/ plugi ns/test_| ogi ns_dupl i cate_usernanmes, 3741 bytes, 8 tape bl ocks

sol ari s/ pl ugi ns/test_| ogi ns_maxi mum age_linmt, 5350 bytes, 11 tape bl ocks

sol aris/plugins/test_logins_mnimumage_ |linmt, 5376 bytes, 11 tape bl ocks

15 tape bl ocks

solaris/plugins/find_misprotected _files, 6736 bytes, 14 tape bl ocks
sol ari s/ plugins/find_m sgrouped_files, 6465 bytes, 13 tape bl ocks
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solaris/ia_series.txt linked to solaris/ia_series

solaris/msc_series.txt linked to solaris/msc_series

solaris/os_series.txt linked to solaris/os_series

solaris/stg_series.txt linked to solaris/stg_series

X solaris/srs_series, 69377 bytes, 136 tape bl ocks

sol aris/srs_series.txt linked to solaris/srs_series

X sol ari s/ 00_README. t xt, 695 bytes, 2 tape bl ocks

x sol aris/version_series, 3322 bytes, 7 tape bl ocks

sol ari s/version_series.txt linked to solaris/version_series

x sol aris/baseline, 0 bytes, 0 tape bl ocks

sol ari s/ basel i ne/ 8_Recommended, 650 bytes, 2 tape bl ocks

sol ari s/ basel i ne/ known-c-shel I s-full, 2727 bytes, 6 tape bl ocks

sol ari s/ basel i ne/ known-setui d-setgi d-fil es-end-user, 7743 bytes, 16 tape bl ocks
sol ari s/ basel i ne/ known- st range-nane-files-full, 216 bytes, 1 tape bl ocks
sol ari s/ basel i ne/ known-c-shel | s-end-user, 2541 bytes, 5 tape bl ocks

sol ari s/ basel i ne/ known-strange-nane-fil es-end-user, 613 bytes, 2 tape bl ocks
sol ari s/ basel i ne/ known- non-sb-wwdirectories-full, 995 bytes, 2 tape bl ocks
sol ari s/ basel i ne/ known-setui d-setgid-files-full, 9071 bytes, 18 tape bl ocks
sol ari s/ basel i ne/ known- non- bi nary- set ui d-end-user, 78 bytes, 1 tape bl ocks
sol ari s/ basel i ne/ known- non- bi nary- setuid-full, 78 bytes, 1 tape bl ocks

sol ari s/ basel i ne/ known- non-sb-wwdirectori es-end- user, 82 bytes, 1 tape bl ocks
hpux, 0 bytes, 0 tape bl ocks

hpux/ plugi ns, 0 bytes, 0 tape bl ocks

hpux/ pl ugi ns/ acti ve_daenon, 2250 bytes, 5 tape bl ocks

hpux/ pl ugi ns/startup_file_exists, 2383 bytes, 5 tape bl ocks

hpux/ plugins/file_exists, 2224 bytes, 5 tape bl ocks

hpux/ pl ugi ns/test_protection, 4058 bytes, 8 tape bl ocks

hpux/ pl ugi ns/test _owner, 4581 bytes, 9 tape bl ocks

hpux/ pl ugi ns/test _paraneter, 2825 bytes, 6 tape bl ocks

hpux/ pl ugi ns/test _for_string, 2926 bytes, 6 tape bl ocks

hpux/ pl ugi ns/test _for_systemcalls, 3725 bytes, 8 tape bl ocks

hpux/ pl ugi ns/ del et e_accounts, 3320 bytes, 7 tape bl ocks

hpux/ pl ugi ns/ create_accounts, 4081 bytes, 8 tape bl ocks

hpux/ pl ugi ns/ modi fy_accounts, 3769 bytes, 8 tape bl ocks

hpux/ pl ugi ns/test _group, 4625 bytes, 10 tape bl ocks

hpux/ pl ugi ns/test_for_trojans, 3422 bytes, 7 tape bl ocks

hpux/ pl ugi ns/ test _for_checksunms, 3904 bytes, 8 tape bl ocks

hpux/ pl ugi ns/test _status, 2804 bytes, 6 tape bl ocks

hpux/ pl ugi ns/ run_conmmand, 2005 bytes, 4 tape bl ocks

hpux/ pl ugi ns/test_protection_nm ni mum 6756 bytes, 14 tape bl ocks

hpux/ pl ugi ns/test _network_attribute, 3010 bytes, 6 tape bl ocks

hpux/ pl ugi ns/test _I FS, 2563 bytes, 6 tape bl ocks

hpux/ pl ugi ns/ print_pid, 1565 bytes, 4 tape bl ocks

hpux/ pl ugi ns/test _dormant _accounts, 4256 bytes, 9 tape bl ocks

hpux/ pl ugi ns/test _users_for_file, 4166 bytes, 9 tape bl ocks

hpux/ plugins/nul ti _part_test, 4715 bytes, 10 tape bl ocks

hpux/ pl ugi ns/ run_comrand_r edi rect, 2305 bytes, 5 tape bl ocks

hpux/ pl ugi ns/test_hone_dir_files, 12472 bytes, 25 tape bl ocks

hpux/ pl ugi ns/ find_unowned_fil es, 6063 bytes, 12 tape bl ocks

hpux/ pl ugi ns/find_worl d_writables, 5954 bytes, 12 tape bl ocks

hpux/ plugi ns/find_privileged files, 6022 bytes, 12 tape bl ocks

hpux/ pl ugi ns/ fi nd_suspi ci ous_fil e_names, 6815 bytes, 14 tape bl ocks

hpux/ pl ugi ns/find_privil eged_scripts, 7406 bytes, 15 tape bl ocks

hpux/ pl ugi ns/find_c_shell _scripts, 7255 bytes, 15 tape bl ocks

hpux/ pl ugins/find_all _c_shell _scripts, 8621 bytes, 17 tape bl ocks

hpux/ pl ugi ns/test_protection_mni ni mumd, 6888 bytes, 14 tape bl ocks

hpux/ pl ugi ns/test _protection_d, 4016 bytes, 8 tape bl ocks

XX XX XXX XX XXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXX XXX
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hpux/ pl ugi ns/ test _parameter_count, 3116 bytes, 7 tape bl ocks

hpux/ pl ugi ns/test _parameter_filter_count, 3393 bytes, 7 tape bl ocks
hpux/ pl ugi ns/ t est _paranet er _nonmat ch_count, 3232 bytes, 7 tape bl ocks
hpux/ pl ugi ns/ run_command_as_user, 3370 bytes, 7 tape bl ocks

hpux/ pl ugi ns/ run_commuand_as_user _create, 3340 bytes, 7 tape bl ocks
hpux/ pl ugi ns/ run_comrand_as_user _renove, 3334 bytes, 7 tape bl ocks
hpux/ pl ugi ns/ run_command_as_user _chprot, 3480 bytes, 7 tape bl ocks
hpux/ pl ugi ns/ run_conmand_as_user_wite, 3466 bytes, 7 tape bl ocks
hpux/ pl ugi ns/test _status_as_user, 3788 bytes, 8 tape bl ocks

hpux/ pl ugi ns/ run_conmand_as_user _redirect, 4543 bytes, 9 tape bl ocks
hpux/plugins/files_differ, 3601 bytes, 8 tape bl ocks

hpux/ pl ugi ns/ enpty_file, 3450 bytes, 7 tape bl ocks

hpux/ pl ugi ns/test_| ogi ns_duplicate_uid, 3357 bytes, 7 tape bl ocks
hpux/ pl ugi ns/test _| ogi ns_nul | _password, 3308 bytes, 7 tape bl ocks
hpux/ pl ugi ns/test _| ogi ns_system account, 3315 bytes, 7 tape bl ocks
hpux/ pl ugi ns/ extract _account _profile, 2868 bytes, 6 tape bl ocks
hpux/ pl ugi ns/ test _| ogi ns_dupl i cat e_usernanes, 3741 bytes, 8 tape bl ocks
hpux/ pl ugi ns/test_| ogi ns_maxi mum age_linit, 5304 bytes, 11 tape bl ocks
hpux/ pl ugi ns/test _| ogi ns_m ni rumage_|limt, 5309 bytes, 11 tape bl ocks
hpux/ pl ugi ns/test_logins_world witable_in_path, 7211 bytes, 15 tape bl ocks
hpux/ pl ugi ns/test _gi d _val ues, 6260 bytes, 13 tape bl ocks

hpux/ plugins/test_multi_strings, 4838 bytes, 10 tape bl ocks

hpux/ pl ugi ns/test _string, 2757 bytes, 6 tape bl ocks

hpux/ plugins/find_file_and_test, 8547 bytes, 17 tape bl ocks

hpux/ pl ugi ns/ acti ve_port, 2850 bytes, 6 tape bl ocks

hpux/ pl ugi ns/find_ni sprotected_files, 6760 bytes, 14 tape bl ocks
hpux/ pl ugi ns/fi nd_m sgrouped_files, 6489 bytes, 13 tape bl ocks

hpux/ pl ugi ns/find_m sowned_files, 6427 bytes, 13 tape bl ocks
hpux/plugins/files_differ_field, 6106 bytes, 12 tape bl ocks

hpux/ pl ugi ns/ os_version, 2375 bytes, 5 tape bl ocks

hpux/ os_series, 98274 bytes, 192 tape bl ocks

hpux/ m sc_series, 27049 bytes, 53 tape bl ocks

hpux/ dac_series, 102709 bytes, 201 tape bl ocks

hpux/audit _series, 49331 bytes, 97 tape bl ocks

hpux/ia_series, 31605 bytes, 62 tape bl ocks

hpux/ O0_README. t xt, 662 bytes, 2 tape bl ocks

hpux/audit _series.txt |inked to hpux/audit_series

hpux/ dac_series.txt linked to hpux/dac_series

hpux/ia_series.txt linked to hpux/ia_series

hpux/ m sc_series.txt linked to hpux/m sc_series

X hpux/version_series, 3364 bytes, 7 tape bl ocks

X hpux/srs_series, 58866 bytes, 115 tape bl ocks

hpux/ os_series.txt linked to hpux/os_series

hpux/srs_series.txt linked to hpux/srs_series

hpux/version_series.txt |inked to hpux/version_series

x hpux/baseline, 0 bytes, 0 tape bl ocks

hpux/ basel i ne/ 8_Recommended, 650 bytes, 2 tape bl ocks

hpux/ basel i ne/ known-c-shel | s, 2440 bytes, 5 tape bl ocks

hpux/ basel i ne/ known- non- bi nary-setuid, 11 bytes, 1 tape bl ocks

hpux/ basel i ne/ known-set ui d-setgid-files, 14559 bytes, 29 tape bl ocks
hpux/ basel i ne/ known-strange-nane-files, 2583 bytes, 6 tape bl ocks
hpux/ basel i ne/ known- non- sb-ww-di rectories, 827 bytes, 2 tape bl ocks
COPYI NG 26430 bytes, 52 tape bl ocks

LI CENSE | i nked to COPYI NG

x doc, O bytes, O tape bl ocks

x doc/test_cross_ref.pdf, 16535 bytes, 33 tape bl ocks

x doc/ hosts_sop_v14.pdf, 213117 bytes, 417 tape bl ocks

XX XXX XXX XXXXXXXXXXXXXXXXXXXXXXXXXXX

x

X X X X X X X
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x 00_READVME XEQ txt, 5463 bytes, 11 tape bl ocks
x O0_README. t xt, 909 bytes, 2 tape bl ocks

x bin, 0 bytes, 0 tape bl ocks

bi n/ hosts.pl linked to hosts. pl

myhosts # /bin/ls -la

total 208

dr wxr - Xr-x 7 root st af f 512 Feb 11 10:22 .

drwxr-xr-x 73 root staf f 2560 Feb 5 11:49 ..

STWr--T-- 1 root staff 909 Feb 6 12:33 00_README. t xt
STW-r--T-- 1 root st af f 5463 Sep 28 15:22 00_READVE XEQ t xt
SITWTr--T-- 2 root staff 26430 Aug 30 14:25 COPYI NG
STWr--T-- 2 root staff 26430 Aug 30 14: 25 LI CENSE

dr wxr - Xxr-x 2 root staf f 512 Feb 4 14:05 bin

dr wxr - Xr-x 2 root staff 512 Jan 14 14:15 doc

- FWXE - X- - - 2 root staff 36248 Feb 4 16: 19 hosts. pl
drwxr - Xr-x 4 root staf f 512 Feb 6 12:40 hpux

drwxr - Xr - X 6 root staff 512 Feb 5 12:13 sanpl e_runs
drwxr - xr-x 4 root staf f 512 Feb 4 16:16 solaris

# exit

script done on Mon Feb 11 10:30:32 2002
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Sample Execution of HOSTSon a COE Client

This appendix provides a sample execution of HOSTS?, in which the sample test file detailed in
Appendix C was used as the input test file. The produced results are provided in Figure B-1.

In this sample, al included tests were passed. As can be seen in the results, the section headers
provide a convenient vehicle for monitoring the test process. They can also provide direction
when user input is required.

FigureB-1. Sample HOSTS Test Run

Script started on Wd Cct 31 09: 14:56 2001
# ./hosts.pl ia_series

The M TRE Cor porati on
Center for Integrated Intelligence Systens
Net wor k Security Engi neering

Host-Oriented Security Test Suite (HOSTS)
Version 1.3 Rel eased 30 Cctober, 2001

CGener at ed on: Qut put Mode: CGener at ed by:
knapdal e Failures Only r oot
Test Input File: Test Run Tine:
./tests/ia_series Wed Cct 31 9:15:05 EDT 2001

Now Processi ng: Test Setup

Now Processing: Sol-1A-1: Account managenent per established system security
policy paraneters.
Partial: APMinterface testing of account creation nust be
performed manual | y.

OPERATOR ACTI ON:

If rsh authentication bypassing has not been set up (e.g.,

8 This run shown in this example was created using HOSTS 1.3. The resultsthat would be produced by later

releases of HOSTS are identical.
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/.rhost does not exist), you will need to enter the root
password. Then press return. Nothing will be displayed on
the screen.

Now Processing: Sol-1A-2: Password managenent per system security policy.

Partial: APMinterface and interactive testing of password
changi ng must be perfornmed manual ly.

OPERATOR ACTI ON:

Pl ease enter a password, press return, enter the password
again and press return a second tinme. Nothing will be

di spl ayed on the screen.

Now Processing: Sol-1A-3: Evaluate consecutive failed login attenpts.
Partial: APMinterface and interactive account | ock-out
testing nmust be perfornmed nmanual ly.

Now Processing: Sol-1A-4: User account managenent by a trusted user.
Partial: APMinterface testing of account
creation/nodification/deletion nust be performed manual | y.

OPERATOR ACTI ON:
Pl ease enter a password, press return, enter the password
again and press return a second tinme. Nothing will be
di spl ayed on the screen.
Now Processing: Test C eanup

Start Date/Tine: Conpl eti on Date/ Ti ne:
Wed Cct 31 9:15:05 EDT 2001 Wed Cct 31 9:16:25 EDT 2001
R LR R R RE Tests Run Summary -------------------------- >
Execut ed Passed (100% Failed ( 0%

167 167 0
Fail ed Tests: None
R Requirenments Summary ------------------------- >
Execut ed Passed (100% Failed ( 0%
131 131 0
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FigureB-1. Sample HOSTS Test Run

Req. Status Requi renent Li st
Met : 3.2.1.1, 3.2.1.1.1, 3.2.1.1.2, 3.2.1.2, 3.2.1.2.1,
3.2.1.3, 3.2.1.4.1.1.1, 3.2.1.4.1.1.2, 3.2.1.4.1.1.2.1,
3.2.1.4.1.1.3, 3.2.1.4.1.1.3.1, 3.2.1.4.1.1.4,
3.2.1.4.1.1.4.1, 3.2.1.4.1.2, 3.2.1.4.1.4, 3.2.1.4.1.5,
3.2.1.4.1.7.1.1, 3.2.1.5.2, 3.2.1.6.3, 3.2.1.6.5,
3.2.15.2, 3.2.16.1, 3.2.16.1.1, 3.2.16.1.2, 3.2.16.1.4,
3.2.16.1.4.1, 3.2.16.1.4.2, 3.2.16.1.5, 3.2.16.10,
3.2.16.2.1, 3.2.16.2.2, 3.2.16.2.3, 3.2.16.2.3.1,
3.2.16.2.3.2, 3.2.16.2.4, 3.2.16.5.1, 3.2.2.2, 3.2.3.3.1,
3.2.4.3, 3.2.5.11, 3.2.5.11.1, 3.2.5.15, 3.2.5.15.2,
3.2.5.2, 3.2.5.3, 3.2.5.4, 3.2.5.6, 3.2.5.7, 3.2.5.8,
3.2.5.9, 3.2.5.9.1, 14.2.1.2.3, 14.2.2.3.1, 14.2.2.3.1P1,
14.2.2.3.2P1, 14.2.2.4P1
Partially Met: Not Applicable
Not Met: None
Met : Requi renents where ALL tests associated with
the specified requirement PASSED.
Partially Met: Requirements where ONE OR MORE tests associ ated
with the specified requirenment FAILED.
Not Met: Requi rements where ALL tests associated with
the specified requirenment FAlLED.
# exit

script done on Wed

Cct 31 09:16:52 2001
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Appendix C
Sample HOSTS Test Input File

This appendix provides a sample test input file. Figure C-1 contains a sample extraction from
the Identification and Authentication test process associated with the COE KPC. Some wrapping
has occurred when lines exceeded the width of the figure. While this wrapping improves
readability, it gives the impression that individual test entries may spanmultiple lines. In
actuality, they do not. Each entry isrestricted to asingle line.

This sample aso shows the use of a module in which user input is required (e.g., changing a
password in this case). To guide the tester, section headers have been integrated at these
strategic points instructing the tester on what must be entered.

Finally, the comments at the beginning of the file provide ort line documentation on how each
entry is structured. These are ignored when the input test file is processed by HOSTS.

FigureC-1. Sample HOSTS Input Test File

KPC Test Suite HOSTS V1. 2
Identification and Authentication Series

This file contains systemlevel non-intrusive tests, extracted from
the 17 July, 2001, draft of the KPC Security Test Plan. This test
script is run against the local installation under KPC eval uation.
It examines the binary and supporting configuration files for known
security vulnerabilities and verifies, when possible, security

rel ated behavior and functionality.

The allowed fornmats of each test entry in this file are as follows:
Primary Test Entry Format:
test.nunber ; description ; plugin ; expected ; cusp ; srs ;

where: test. nunber Assigned test nane and sequence nunber to

uniquely identify test (see below). Each
test number needs to be unique. Do not
use the equal sign (=) in the test nunber!

description Text description of what is being exam ned.

plugin Nanme of the test plugin used to performthe
test. (Plugins outside the utility plugin
directory, /bin or /usr/bin nust be fully
qualified.)

expect ed Text string return result. |f the value
returned fromthe plugin natches this val ue,
a "pass" is declared. Oherwise, a "fail" is
declared. Muiltiple expected values are
separated with the pipe character (|).

cusp Ref erence paragraph within the Consolidated
Uni x Security Practices (CUSP) docunent.
srs Ref erence paragraph within the security

requirenents specification (SRS) under
eval uation.

Section Title Format:
SECTI ON=<t i t| e>;
where: <title> Section title to be added to the displayed output.
Comment For mat :
COMMENT=<comment >;

wher e: <comment > Comment to be added to the displayed output.

HHBAFHAHFHRFEHRRERHEH SRR AR RS

Skip Test Fornmat:
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FigureC-1. Sample HOSTS Input Test File

SKI PTEST=<t est number s>;

where: <test nunbers> Li st of comma and/or space separated test
nunbers to be skipped. Only one is allowed
per test sequence. The |ist of skipped tests
will only be displayed under verbose node.

In all cases, the field delinmiter is the senmi-colon character (;).

The M TRE Corporation, 1820 Dol | ey Madison, MlLean, VA 22102

Defined skipped tests

KI PTEST=IA-1.C. 3a, IA1.C5a, IA3.P.1.1, IA-3.P.1.2, IA3.P.1.3, IA-3.P.3.4.1, IA3.P.3.4.2, IA3.P.3.6.1, IA3.P.3.6.2, IA-
.P.3.7.1, IA-3.P.3.7.2;

Basel ine - Hosts 1.2 Kernel 4200P4
SKI PTEST=I A 1.C. 3a, |A-1.C 5a;

Al tests enabl ed

Note - Test pairs IA-1.C.3a/IA1.C3b, IA-1.C5a/lA-1.C.5b are mutual |y
excl usi ve.

HHIFHREEEHONDHERFEF SRR

SECTI ON=Test Set up;

# Create two user accounts for |ater use.
#
| A-Setup. 1; Create first unique account;create_accounts "l Aaccnt1" "1234" "10" "/bin/sh" "/tnp/lAaccntl";created;;;
| A- Set up. 2; Create second uni que account;create_accounts "lAaccnt2" "1235" "10" "/bin/sh" "/tnp/|Aaccnt2";created;;;
#

#
SECTI ON=Sol -1 A-1: Account nenagenent per established system security policy paraneters.;
COWENT=Partial: APMinterface testing of account creation nust be perforned manual ly.;

I A-1. A 8;Verify account with existing (duplicate) U D can not be created;create_accounts "baduid" "1234" "10" "/bin/sh"

"/ tnp/ badui d"; not created;;3.2.1.1, 3.2.1.2, 3.2.1.2.1, 3.2.1.3;

IA-1.A.9.1; Verify account with unique name and unused U D can be created;create_accounts "l Aaccnt3" "1236" "60001" "/bin/sh"
"/tnmp/ | Aaccnt3";created;;3.2.1.1, 3.2.1.2, 3.2.1.2.1, 3.2.1.3;

I A-1. A 9. 2; Renove created account; del ete_accounts "I Aaccnt3";renoved;;;

| A-1. A 15; Verify account with existing name can not be created;create_accounts "l Aaccnt1" "1237" "10" "/bin/sh"

"/tnp/ | Aaccnt 1"; unexpected; ;3.2.1.1, 3.2.1.2, 3.2.1.2.1, 3.2.1.3;

| A-1. A . 16-18; Verify no duplicate U D accounts are detected in the password file;test_|ogins_duplicate_uid O;match;;3.2.1.1,
3.2.1.2, 3.2.1.2.1, 3.2.1.3;

#
IA-1.B.1; Verify the nunber of system accounts detected is |imted;test_| ogins_system account 11;match;;14.2.2.3.1;

IA-1.B.3; Verify no accounts with null passwords are detected in the password file;test_|ogins_null_password
0;match;;3.2.1.4.1.7.1.1, 3.2.16.5.1, 14.2.1.2.3;

I A-1.B.12; Verify no guest accounts detected in password file;test_paraneter_count "~(guest|visit|tenp|tnp|generic|other)" 0

/ etc/ passwd; match; ; 14.2. 2. 4P1;

| A-1.B. 14; Verify no guest accounts detected in shadow file;test_paraneter_count "~(guest|visit|tenp|tnp|generic|other)" 0

/ et c/ shadow, mat ch; ; | 4. 2. 2. 4P1;

#

I A-1.C. 3a; Verify /etc/hosts. equiv does not exist;file_exists /etc/hosts.equiv;not found;;3.2.1.1.1, 3.2.2.2, 14.2.1.2.3;
IA-1.C.3b.1;If /etc/hosts.equiv exists, verify protections.;nulti_part_test 'tests/plugins/file_exists /etc/hosts.equiV'
‘found' 'tests/plugins/test_protection_minimm-rw-r---- /etc/hosts.equiv' 'match';nmatch|no match both;;3.2.1.5.2, 3.2.5.6;
IA-1.C.3b.2;1f /etc/hosts.equiv exists, verify owner.;nulti_part_test 'tests/plugins/file_exists /etc/hosts.equiv' 'found
‘tests/plugins/test_owner root /etc/hosts.equiv' 'match';match|no match both;;3.2.5.3, 3.2.5.6;

IA-1.C.3b.3;If /etc/hosts.equiv exists, verify group.;nulti_part_test 'tests/plugins/file_exists /etc/hosts.equiv' 'found'
'tests/plugins/test_group "root|other|sys" /etc/hosts.equiv' 'match';match|no match both;;3.2.5.3, 3.2.5.6;

IA-1.C. 3b.4;1f /etc/hosts.equiv exists, verify proper value (minus sign).;nulti_part_test 'tests/plugins/file_exists

/etc/ hosts.equiv' 'found 'tests/plugins/test_parameter "~-" /[etc/hosts.equiv' 'found' ;match|no match both;;3.2.1.1.1,
3.2.2.2, 14.2.1.2.3;

IA-1.C.3b.5;If /etc/hosts.equiv exists, verify there is only one mnus sign.;nulti_part_test 'tests/plugins/file_exists

letc/ hosts. equiv' 'found 'tests/plugins/test_paraneter_count "~-" 1 /etc/hosts.equiv' 'match';nmatch|no match both;;3.2.1.1.1,
3.2.2.2, 14.2.1.2.3;

IA-1.C.3b.6;1f /etc/hosts.equiv exists, verify plus sign is not detected.;nulti_part_test 'tests/plugins/file_exists
/etc/hosts.equiv' 'found 'tests/plugins/test_parameter " +" /etc/hosts.equiv' 'not found ;match|no match both|no match
one;;3.2.1.1.1, 3.2.2.2, 14.2.1.2.3;

IA-1.C. 4; Verify there are no personal authentication bypass files belonging to users;test_users_for_file '.rhosts .shosts'; not
found;;3.2.1.1.1, 3.2.2.2, 14.2.1.2.3;

I A-1.C. 5a; Verify /.rhosts does not exists;file_exists /.rhosts;not found;;3.2.1.1.1, 3.2.2.2, 14.2.1.2.3;

IA-1.C.5b.1;1f /.rhosts exists, verify protections.;nulti_part_test 'tests/plugins/file_exists /.rhosts' 'found'
'tests/plugins/test_protection_mninum-rwr---- /.rhosts' 'match';mtch|no match both;;3.2.1.5.2, 3.2.5.6;

IA-1.C.5b.2;1f /.rhosts exists, verify owner.;nulti_part_test 'tests/plugins/file_exists /.rhosts' 'found'
'tests/plugins/test_owner root /.rhosts' 'match';match|no match both;;3.2.5.3, 3.2.5.6;

IA-1.C.5b.3;1f /.rhosts exists, verify group.;nulti_part_test 'tests/plugins/file_exists /.rhosts' 'found'
‘tests/plugins/test_group “root|other|sys" /.rhosts' 'match';match|no natch both;;3.2.5.3, 3.2.5.6;

IA-1.C.5b. 4;1f /.rhosts exists, verify proper value (minus sign).;nulti_part_test 'tests/plugins/file_exists /.rhosts' 'found
‘tests/plugins/test_paraneter "~-" /.rhosts' 'found ;match|no match both;;3.2.1.1.1, 3.2.2.2, 14.2.1.2.3;

IA-1.C.5b.5;1f /.rhosts exists, verify there is only one mnus sign.;nulti_part_test 'tests/plugins/file_exists /.rhosts’
‘found' 'tests/plugins/test_parameter_count "~-" 1 /.rhosts' 'match';mtch|no match both;;3.2.1.1.1, 3.2.2.2, 14.2.1.2.3;
1A-1.C.5b.6;1f /.rhosts exists, verify plus sign is not detected.;nulti part test 'tests/plugins/file exists /.rhosts' 'found"
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‘tests/plugins/test_parameter "~\+" /.rhosts' 'not found';match|no match both|no match one;;3.2.1.1.1, 3.2.2.2, 14.2.1.2.3;
IA-1.C.6; Verify no accounts with null passwords are detected in the password file;test_logins_null_password
0;match;;3.2.1.4.1.7.1.1, 3.2.16.5.1, 14.2.1.2.3;

IA-1.C.7-9; Verify root account is restricted to direct login on the console only;test_paraneter

"NCONSOLE=(none| / dev/ consol e| /dev/nul | )" /etc/default/login;found;;3.2.1.1.2, 3.2.5.15, 3.2.5.15.2, 14.2.2.3.2P1;

I A-1.C.9.1; Save current /etc/inetd.conf for later restoration;run_command '/bin/cp /etc/inet/inetd.conf /etc/inet/inetd.conf-
I A-1'; match;;;

I A-1.C.9.2; Renpve current rsh conmand option;run_comand_redirect '/bin/egrep -v "~shell" /etc/inet/inetd.conf-1A-1 >

/etc/inet/inetd.conf';mtch;;;

IA-1.C.9.3; Insure rsh daenon is available for use in this test;run_comand_redirect '/bin/echo "shell stream tcp
nowai t root /usr/sbin/in.rshd in.rshd" >> /etc/inet/inetd.conf';mtch;;;

IA-1.C.9.4;Tickle the inetd daenon to activate test change;run_conmand '/bin/kill -HUP “tests/plugins/print_pid

inetd ';mtch;;;
COMVENT=0PERATOR ACTI ON: ;

COWENT=If rsh authentication bypassing has not been set up (e.g., /.rhost does not exist), you will need to enter the root
password. Then press return. Nothing will be displayed on the screen.;
IA-1.C.9.5;Verify restriction of root login to console logic works";test_status '/bin/rsh -1 root |ocalhost /bin/ls 2>&1 |

/bin/egrep -v "root@27.0.0.1"" 'ROOT LOGA N REFUSED FROM | ocal host' ' permi ssion denied ;match;;3.2.1.1.2, 3.2.5.15,
3.2.5.15.2, 14.2.2.3.2P1;

IA-1.C.9.6; Restore /etc/inetd.conf to original configuration;run_command '/bin/cp /etc/inet/inetd.conf-1A-1
/etc/inet/inetd.conf';mtch;;;

IA-1.C.9.7; Tickle the inetd daenmon to return daenon to pre-test configuration;run_command '/bin/kill -HUP
“tests/plugins/print_pid inetd '; match;;;

1 A-1.C. 9. 8; Renove /etc/inetd.conf hold file;run_command_as_user_renove root LOG NENV '/etc/inet/inetd.conf-1A1;mtch;;;
I A-1.C. 13; Verify no duplicate U D accounts are detected in the password file;test_|logins_duplicate_uid O;match;;3.2.1.1,
3.2.1.2, 3.2.1.2.1, 3.2.1.3;

#

#

SECTI ON=Sol -1 A-2: Password managenent per systemsecurity policy.;

COMMENT=Partial: APMinterface and interactive testing of password changi ng nmust be perforned manual ly.;
#
IA-2.D.1.1; Verify protections on password configuration file;test_protection -r--r--r-- /etc/default/passwd; match;;3.2.1.5.2,
3.2.5.6;

IA-2.D.1.2; Verify ownership on password configuration file;test_owner root /etc/default/passwd;match;;3.2.5.3, 3.2.5.6;
IA-2.D.1.3; Verify group on password configuration file;test_group sys /etc/default/passwd; match;;3.2.5.3, 3.2.5.6;

| A-2.D.4; Verify passwords are required on login for all users;test_paranmeter "~PASSREQ-YES"
letc/default/login;found;;3.2.1.1.1, 3.2.1.4.1;

1 A-2. .1;Verify accounts are not set-up with null passwords;test_| ogins_null_password O;match;;3.2.1.4.1.7.1.1, 3.2.16.5.1,

»
N

NRNRRNNNRNNRNNNNRNNRNNNRNNRNNNNNR RN

3;
.2;Extract |Aaccntl status information;extract_account_profile | Aaccntl "/tnp/|A 2.1Aaccntl"; conplete;;;
3; Verify user account is |ocked;test_paraneter_count "LK' 1 /tnp/lA-2.1Aaccntl; match;;|4.2.2. 3.1P1;
4; Extract daenmon account status information;extract_account_profile daenon "/tnp/|A-2.1ock_check";conplete;;;
5; Verify daenon account is |ocked;test_paraneter_count "LK' 1 /tnp/IA 2.1ock_check; natch;;14.2.2.3.1P1;
6; Extract bin account status infornation;extract_account_profile bin "/tnp/|A-2.1ock_check";conplete;;;
7;Verify bin account is |ocked;test_paraneter_count "LK' 1 /tnp/lA-2.1ock_check;match;;14.2.2.3.1P1;
8; Extract sys account status information;extract_account_profile sys "/tnp/|A-2.1ock_check";conplete;;;
9; Verify sys account is |ocked;test_paranmeter_count "LK' 1 /tnp/|A-2.1ock_check; match;;14.2.2. 3.1P1;
10; Extract adm account status information;extract_account_profile adm"/tnp/|A-2.1ock_check";conplete;;;
11; Verify adm account is |ocked;test_paranmeter_count "LK' 1 /tnp/|A-2.1ock_check;match;;14.2.2.3.1P1;
12; Extract |p account status information;extract_account_profile Ip "/tnp/lA-2.1ock_check";conplete;;;
13; Verify | p account is |ocked;test_paraneter_count "LK' 1 /tnp/lA-2.1ock_check;match;;14.2.2. 3. 1P1;
14; Extract uucp account status information;extract_account_profile uucp "/tnp/IA-2.1ock_check";conplete;;;
15; Verify uucp account is |ocked;test_parameter_count "LK" 1 /tnp/lA-2.1ock_check;match;;14.2.2.3.1P1;
16; Extract nuucp account status information;extract_account_profile nuucp "/tnp/lA-2.1ock_check";conplete;;;
17; Verify nuucp account is |ocked;test_parameter_count "LK' 1 /tnp/lA 2.1ock_check; match;;14.2.2.3.1P1;
18; Extract listen account status information;extract_account_profile |isten "/tnp/lIA 2.10ock_check";conplete;;;
19; Verify listen account is |ocked;test_paraneter_count "LK' 1 /tnp/lA-2.1ock_check; match;;14.2.2.3.1P1;
20; Extract nobody account status information;extract_account_profile nobody "/tnp/|A 2.1ock_check"; conplete;;;
21; Verify nobody account is |ocked;test_parameter_count "LK' 1 /tnp/lA-2.1ock_check;match;;14.2.2.3.1P1;
22; Extract nobody4 account status information;extract_account_profile nobody4 "/tnp/lA-2.1ock_check";conplete;;;
23; Verify nobody4 account is |ocked;test_paraneter_count "LK' 1 /tnp/lA-2.1ock_check; match;;14.2.2. 3.1P1;
24; Extract noaccess account status information;extract_account_profile noaccess "/tnp/lA-2.1ock_check";conplete;;;
25; Verify noaccess account is |ocked;test_paranmeter_count "LK' 1 /tnp/lA-2.1ock_check; match;;14.2.2. 3.1P1;
26; Extract SA account status information;extract_account_profile SA "/tnp/lA-2.1ock_check";conplete;;;
.27;Verify SA account is |ocked;test_paraneter_count "LK' 1 /tnp/lA-2.1ock_check;match;;14.2.2.3.1P1;
28; Extract COE account status information;extract_account_profile COE "/tnp/|A-2.1ock_check"; conplete;;;
.29; Verify COE account is |ocked;test_paraneter_count "LK' 1 /tnp/l|A-2.1ock_check;match;;14.2.2.3.1P1;
30; Extract SSO account status information;extract_account_profile SSO "/tnp/1A-2.1ock_check"; conplete;;;
.31; Verify SSO account is |ocked;test_parameter_count "LK' 1 /tnp/lA-2.1ock_check; match;;14.2. 2. 3.1P1;

>>>>>>>>>>>>>2>>>>P>>>>>>>>>>>> P>
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e

>

-2.D. 10; Verify m ni num password age |imt has been defined;test_parameter "M NMEEKS="

/etc/defaul t/passwd; found;;3.2.1.4.1.1. 4, 3.2.1.4.1.2;

| A-2.D.29; Verify mninmum password age |inmt has been defined to one week;test_paraneter "M NWEEKS=1"
/etc/defaul t/passwd; found;;3.2.1.4.1.1.4.1, 3.2.1.4.1.2;

#

IA-2.E. 4.1;Verify mninmum password expiration notice warning wi ndow has been defined; test_paranmeter ""“WARNVEEKS="

/etc/ defaul t/passwd; found;;3.2.1.4.1.1.3;

| A-2.E. 4.2; Verify maxi num password age |linmt has been defined;test_parameter "~MAXWEEKS="

/etc/defaul t/passwd; found;;3.2.1.4.1.1.2;

| A-2. E. 20; Verify m ni num password expiration notice warning w ndow has been defined to one week;test_paraneter ""WARNWEEKS=1"
/etc/defaul t/passwd; found;;3.2.1.4.1.1.3.1;

I A-2. E. 21; Verify maxi num password age limt has been defined to approxi nately 90 days;test_paraneter "~MAXWEEKS=13"

/etc/ defaul t/passwd; found;;3.2.1.4.1.1.2.1;

#

IA-2.F.4.1;Verify mininmumpassword age linit has been defined;test paraneter "~M NWEEKS="
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/etc/ defaul t/passwd; found;;3.2.1.4.1.1.4;

IA-2.F.4.2;Verify mnimum password age |inmit has been defined to one week;test_parameter "~M NWEEKS=1"
/etc/ defaul t/passwd; found;;3.2.1.4.1.1.4.1;

#

I A-2.G 3.1; Extract |Aaccntl status infornmation;extract_account_profile |Aaccntl "/tnp/|A 2.1 Aaccntl"; conplete;;;
IA-2.G 3.2;Verify user account is |ocked;test_paranmeter_count "LK' 1 /tnp/l|A-2.1Aaccntl; match;;;

| A-2.G 3.3; Attenpt to change password on anot her account;run_conmand_as_user_redirect |Aaccntl NO "/bin/passwd secrman
>/ tnp/ | A- 2. np_passwd 2>&1"; unexpected;;3.2.1.4.1.4;

IA-2.G 3.4;Verify the reason for the failure is a lack of perm ssion;test_paraneter_count "Permi ssion denied" 2 /tnp/IA
2. np_passwd; match;;3.2.1.4.1. 4;

COMMVENT=0OPERATOR ACTI ON: ;

COMMENT=P| ease enter a password, press return, enter the password again and press return a second tinme. Nothing will be
di spl ayed on the screen.;

IA-2.G 3.5; Verify privileged user is able to change password on another account;run_comand '/ usr/bin/passwd

| Aaccnt1' ;match;;3.2.1.4.1.4, 3.2.1.6.5, 3.2.16.2.4;

IA-2.G 3.6;Re-extract | Aaccntl status information;extract_account_profile | Aaccntl "/tnp/|A-2.1Aaccnt1";conplete;;;
IA-2.G 3.7;Verify user account is no |onger |ocked;test_paraneter_count "PS" 1 /tnp/lA-2.1Aaccntl; match;;3.2.1.4.1.4,
3.2.1.6.5, 3.2.16.2.4;

| A-2.G 15. 1; Veri fy /h/ COE/ Conp/ APM bi n/ APM Assi gn Passwords exists;file_exists

/' h/ COE/ Conp/ APM bi n/ APM_Assi gn_Passwor ds; found; ;3.2.1.4.1.1.1;

| A-2.G 15.2; Verify protections on /h/ COE Conp/ APM bi n/ APM_Assi gn_Passwor ds; t est _prot ecti on_mi ni mum - r wxr- x- - -

/' h/ COE/ Conp/ APM bi n/ APM_Assi gn_Passwor ds; mat ch; ; 3. 2. 5. 6;

| A-2.G 15. 3; Verify owner on /h/ COE/ Conp/ APM bi n/ APM Assi gn_Passwor ds; t est _owner " COE| root"

/' h/ COE/ Conp/ APM bi n/ APM_Assi gn_Passwor ds; mat ch; ;3.2.5.3, 3.2.5.6;

| A-2. G 15. 4; Verify group on /h/ COE/ Conp/ APM bi n/ APM Assi gn_Passwor ds; t est _group "adni n"

/' h/ COE/ Conp/ APM bi n/ APM Assi gn_Passwor ds; match; ;3.2.5.3, 3.2.5.6;

I A-2.G 16.1; Verify protections on /h/ COE Conp/ APM bi n/ APM Edi t Confi g; test_protection_m ni mum - r wxr -x- - -

/'h/ COE/ Conp/ APM bi n/ APM_Edi t Confi g; match;; 3. 2. 5. 6;

| A-2.G 16. 2; Verify ownershi p on /h/ COE/ Conp/ APM bi n/ APM Edi t Confi g; t est _owner " COE| r oot "

/' h/ COE/ Conp/ APM bi n/ APM Edi t Confi g; match;;3.2.5.3, 3.2.5.6;

I A-2.G 16. 3; Verify group on /h/ COE/ Conp/ APM bi n/ APM Edi t Confi g; t est _group "adm n"

/'h/ COE/ Conp/ APM bi n/ APM Edi t Confi g; match;;3.2.5.3, 3.2.5.6;

#

IA-2.H.5.1; Verify user may be forced to change their password on | ogin;run_conmand '/usr/bin/passwd -f
Aaccnt1'; match;;3.2.1.4.1.5;
A-2.H 5.2;Re-extract | Aaccntl status information;extract_account_profile | Aaccntl "/tnp/|A-2.1Aaccnt1";conplete;;;
A-2.H5.3;Verify user password was expired (set to the epoch date);test_paraneter_count "(LK| PS) 010170" 1 /tnp/IA-
.l Aaccnt1; match;;3.2.1.4.1.5;

|

|

|

2

#

IA-2.M6.1; Verify mni mum password size has been defined;test_paraneter "~PASSLENGTH=" /etc/defaul t/passwd;found;;3.2.1.4.1.7,
3.2.1.4.1.7. 1,

IA-2.M6.2;Verify mninum password size has been defined to 8 characters;test_paraneter "~PASSLENGTH=8"

/etc/defaul t/passwd; found;;3.2.1.4.1.7, 3.2.1.4.1.7.1, 3.2.1.4.1.7.1. 1,

#
#

SECTI ON=Sol -| A-3: Eval uate consecutive failed |ogin attenpts.;
COWENT=Partial: APMinterface and interactive account |ock-out testing nust be perforned manually.;

IA-3.P.1.1; Verify /var/adnm | oginl og sufficiently protected;test_protection_mninum-rw------
/var/adnl | ogi nl og; match;;3.2.1.3, 3.2.1.6, 3.2.1.6.3, 3.2.5.6, 3.2.3.3.1;

IA-3.P.1.2;Verify /var/adn | ogi nl og properly owned;test_owner root /var/adnfloginlog;mtch;;3.2.5.3, 3.2.5.6;
IA-3.P.1.3;Verify /var/adniloginlog properly group protected;test_group sys /var/adn | oginl og; mat ch,,3 2.5 3 3.2.5.6;
IA-3.P.3.1; Verify /etc/default/login sufficiently protected;test_protection_m nimum -rwr--r--

/etc/defaul t/login;mtch;;3.2.1.6, 3.2.1.6.3, 3.2.5.6;

IA-3.P.3.2;Verify /etc/defaul t/l ogin properly owned;test_owner root /etc/default/login;mtch;;3.2.5.3, 3.2.5.6
IA-3.P.3.3;Verify /etc/default/login properly group protected;test_group sys /etc/default/login;mtch;;3.2.5.3,

3.2.5.6;
6.2

IA-3.P.3.4.1; Verify max strikes (retries) is defined;test_paranmeter ""RETRIES=" /etc/default/login;found;;3.2.1.6.2;
IA-3.P.3.4.2; Verify nmax stri kes (retries) is defined to COE default of 3;test_paranmeter "~RETRI ES=3"

/etc/defaul t/login;found;;3.2.1.6.2.1;

IA-3.P.3.5;Verify syslog on failed login is defined;test_paraneter "~SYSLOG=YES' /etc/default/login;found;;3.2.3.3.1;
IA-3.P.3.6.1;Verify wait before displaying banner tine is defined;test_paraneter ""SLEEPTI ME="

/etc/defaul t/login;found;;3.2.1.6, STIG-3.1.3;

IA-3.P.3.6.2;Verify wait before displaying banner time is defined to CCE default of 5;test_paranmeter "~SLEEPTI ME=5"
/etc/defaul t/!ogin;found;;3.2.1.6, STIG-3.1.3;

IA-3.P.3.7.1;Verify failed | ogin nessage record threshold is defined;test_parameter "~SYSLOG FAI LED LOG NS="
letc/default/login;found;;3.2.3.3.1, 3.2.1.3;

IA-3.P.3.7.2;Verify failed | ogin message record threshold is defined to COE default of O;test_paraneter

"ANSYSLOG FAI LED LOG NS=0" /etc/default/login;found;;3.2.3.3.1, 3.2.1.3;

I A-3.P.29.1; Verify /h/ COE/ Conp/ PSM bi n/ PSM enabl e sufficiently protected;test_protection_m ni num -rwsr-x---

/' h/ COE/ Conp/ PSM bi n/ PSM enabl e; match; ;3.2.1.6.3, 3.2.5.6;

| A-3.P.29.2; Verify /h/ COE/ Conp/ PSM bi n/ PSM enabl e properly owned;test_owner root

/' h/ COE/ Conp/ PSM bi n/ PSM enabl e; match; ;3.2.5.3, 3.2.5.6;

| A-3.P.29.1; Verify /h/ COE/ Conp/ PSM bi n/ PSM enabl e properly group protected;test_group admn

/' h/ COE/ Conp/ PSM bi n/ PSM enabl e; mat ch; ;3.2.5.3, 3.2.5.6;

1 A-3.P.29.1; Verify /usr/bin/passwd executables are sufficiently protected;test_protection_mni nimum -r-sr-sr-x
*/usr/bin/passwd' ;match;;3.2.1.6, 3.2.1.6.5, 3.2.5.6;

I A-3.P.29.2; Verify /usr/bin/passwd executabl es are properly owned;test_owner root '/usr/bin/passwd';match;;3.2.5.3, 3.2.5.6;
I A-3.P.29.3;Verify /usr/bin/passwd executabl es are properly group protected;test_group sys '/usr/bin/passwd';nmatch;;3.2.5.3,
3.2.5.6;

#
#
SECTI ON=Sol -1 A-4: User account nmnagenent by a trusted user.;

COWENT=Partial: APMinterface testing of account creation/nodification/deletion nmust be perforned manual ly.;
#
1A-4.Q1.1;Verify /usr/bin/passwd exists;file exists /usr/bin/passwd;found;;3.2.16.2, 3.2 16.2.4;
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IA-4.Q 1.2; Verify /h/ COE/ Conp/ PSM bi n/ PSM_unl ock exists;file_exists /h/ COE/ Conp/ PSM bi n/ PSM_unl ock; f ound; ; 3. 2. 16. 2,

3.2.16.2. 4;

IA-4.Q 1.3; Verify /usr/bin/adm ntool exists;file_exists /usr/bin/admntool;found;;3.2.16.1, 3.2.16.1.2, 3.2.16.2, 3.2.16.1.3,
3.2.16.1.5, 3.2.16.2.1, 3.2.16.2.2, 3.2.16.2.3, 3.2.16.2.3.2, 3.2.16.10;

IA-4.Q1.3;Verify /usr/ucb/vipw exists;file_exists /usr/ucb/vipw,found;;3.2.16.2, 3.2.16.2.1, 3.2.16.2.2, 3.2.16.2.3,
3.2.16.2.3.2;

IA-4.Q1.4;Verify /usr/sbin/useradd exists;file_exists /usr/sbin/useradd;found;;3.2.16.2, 3.2.16.2.1;

I1A-4.Q1.5;Verify /usr/shin/userdel exists;file_exists /usr/sbin/userdel;found;;3.2.16.2, 3.2.16.2.2;

IA-4.Q 1.6; Verify /usr/sbin/usernod exists;file_exists /usr/sbin/usernod;found;;3.2.16.1, 3.2.16.1.2, 3.2.16.1.3, 3.2.16.1.5,
3.2.16.2, 3.2.16.2.3, 3.2.16.2.3.2, 3.2.16.1.3, 3.2.16.1.4, 3.2.5.8, 3.2.5.9, 3.2.5.9.1, 3.2.4.3, 3.2.5.2, 3.2.5.4, 3.2.5.7,
3.2.5.11, 3.2.5.11.1, 3.2.16.10;

IA-4.Q1.7;Verify /usr/sbin/groupadd exists;file_exists /usr/sbin/groupadd;found;;3.2.16.1, 3.2.16.1.2, 3.2.16.1.3,
3.2.16.1.5, 3.2.16.2, 3.2.16.2.3, 3.2.16.2.3.1, 3.2.16.1.4, 3.2.16.1.4.1, 3.2.5.8, 3.2.4.3, 3.2.5.2, 3.2.5.4, 3.2.5.7,
3.2.5.11, 3.2.5.11.1, 3.2.16.10;

1A-4.Q1.8;Verify /usr/shin/groupdel exists;file_exists /usr/sbin/groupdel;found;;3.2.16.1, 3.2.16.1.2, 3.2.16.1.3,
3.2.16.1.5, 3.2.16.2, 3.2.16.2.3, 3.2.16.2.3.3, 3.2.16.1.4, 3.2.16.1.4.2, 3.2.16.1.5, 3.2.5.8, 3.2.4.3, 3.2.5.2, 3.2.5.4,
3.2.5.7, 3.2.5.11, 3.2.5.11.1, 3.2.16.10;

1A-4.Q 1.9; Verify /usr/sbin/groupnod exists;file_exists /usr/sbin/groupnod;found;;3.2.16.1, 3.2.16.1.2, 3.2.16.1.3,
3.2.16.1.5, 3.2.16.2, 3.2.16.2.3, 3.2.16.2.3.2, 3.2.16.1.4, 3.2.16.1.4.3, 3.2.5.8, 3.2.5.9, 3.2.5.9.1, 3.2.4.3, 3.2.5.2,
3.2.5.4, 3.2.5.7, 3.2.5.11, 3.2.5.11.1, 3.2.16.10;

I A-4.Q 1.10; Verify /usr/sbin/user* executables are sufficiently protected;test_protection_m nimm -r-xr-xr-x
‘/usr/sbin/user*';mtch;;3.2.5.6;

I A-4.Q 1.11; Verify /usr/sbin/user* executables are properly owned;test_owner root '/usr/sbin/user*' ;match;;3.2.5.3, 3.2.5.6;
IA-4.Q 1.12; Verify /usr/sbin/user* executables are properly group protected;test_group sys '/usr/sbin/user*';mtch;;3.2.5.3,
3.2.5.6;

I A-4.Q 1.13; Verify /usr/shin/group* executables are sufficiently protected;test_protection_mini mum-r-xr-xr-x

* [ usr/sbin/group*' ;match;;3.2.5.6;

| A-4.Q 1.14; Verify /usr/sbin/group* executables are properly owned;test_owner root '/usr/sbin/group*';match;; 3 2.5.3, 3.2.5.6;
I A-4.Q 1.15;Verify /usr/sbin/group* executables are properly group protected;test_group sys '/usr/sbin/group*';mtch;;3.2.5.3,
3.2.5.6;

IA-4.Q 1.16; Verify /usr/bin/adm ntool executable is sufficiently protected;test_protection_minimum-r-s--x--x

*/usr/bin/adm ntool ' ; mtch;;3.2.5.6;

IA-4.Q1.17; Verify /usr/bl n/ admi nt ool executable is properly owned;test_owner root '/usr/bin/admntool';nmatch;;3.2.5.3,
3.2.5.6;

IA 4.Q 1.18; Verify /usr/bin/adni ntool executable is properly group protected;test_group sys

*/usr/bin/adm ntool';match;;3.2.5.3, 3.2.5.6;
1A-4.Q1.19; Verify Iusrl ucb/ vi pw executable is sufficiently protected;test_protection_m ninum -r-Xxr-xr-x
*/usr/ucb/vipw ; match;;3.2.5.6;
A-4.Q 1.20; Verify /usr/uch/vipw executable is properly owned;test_owner root '/usr/ucb/vipw;mtch;;3.2.5.3, 3.2
A-4.Q 1.21;Verify /usr/ucb/vipw executable is properly group protected;test_group bin '/usr/ucb/vipw ;nmatch;;3.2

| . 5.
| . 5.
3.2.5.6;

(AJ@

#
I A-4.Q 1.22; Verify /usr/bin/chgrp exists;file_exists /usr/bin/chgrp;found;;3.2.16.1, 3.2.16.1.3, 3.2.16.2.3.2, 3.2.5.4,
3.2.5.7, 3.2.5.11, 3.2.5.11.1, 3.2.16.1.5;
1 A-4.Q 1.23; Verify /usr/bin/chgrp executable is sufficiently protected;test_protection_m ni mum -r-xr-xr-x
*/usr/bin/chgrp';match;;3.2.5.6;
I A-4.Q 1.24;Verify /usr/bin/chgrp executable is properly owned;test_owner root '/usr/bin/chgrp';mtch;;3.2.5.
IA-4.Q 1.25; Verify /usr/bin/chgrp executable is properly group protected;test_group bin '/usr/bl n/chgrp'; matc
3.2.5.6;
#
IA 4.Q 6; Create an account with uni que nane;create_accounts "l Aaccnt4" "1237" "admi n" "/bin/csh"
"/ h/ USERS/ | ocal / | Aaccnt4";created;;3.2.5.1, 3.2.5. 2 3.2.5.7, 3.2.16.2.1;
1A-4.Q7.1;Verify the new account has been added to the password file;test_paraneter_count "~lAaccnt4" 1
/etc/ passwd; match;;3.2.16.2.1, 3.2.1.1.1;
IA-4.Q7.2;Verify the new account has been added to the shadow file;test_paranmeter_count "7l Aaccnt4" 1
/ etc/ shadow, match;;3.2.16.2.1, 3.2.1.1.1;
I A-4.Q 7.3; Add new user to another group;run_comand '/usr/sbin/usernod -G staff |Aaccnt4';nmatch;;3.2.16.1, 3.2.16.1. 2,
3.2.16.1.3, 3.2.16.2, 3.2.16.2.3, 3.2.16.2.3.2, 3.2.16.1.4, 3.2.16.1.4.3, 3.2.5.8, 3.2.5.9, 3.2.5.9.1, 3.2.4.3, 3.2.5.2,
3.2.5.4, 3.2.5.7, 3.2.5.11, 3.2.5.11.1, 3.2.16.10;
1A-4.Q7.4;Verify the new account has been added into the group file;test_paraneter_count "lAaccnt4" 1
/etc/group; match;;3.2.16.1, 3.2.16.1.2, 3.2.16.1.3, 3.2.16.1.5, 3.2.16.2, 3.2.16.2.3, 3.2.16.2.3.2, 3.2.16.1.4, 3.2.16.1.4.3,
3.2.5.8, 3.2.4.3, 3.2.5.2, 3.2.5.4, 3.2.5.7, 3.2.5.11, 3.2.5.11.1, 3.2.16.10;
IA-4.Q 7.5;Verify /h/ USERS/ | ocal / | Aaccnt4 exists;file_exists /h/USERS/ | ocal /| Aaccnt 4; found;;3.2.15.2, 3.2.5.3, 3.2.5.6;
| A-4.Q 11; Renpve created | Aaccnt4 account; del ete_accounts "l Aaccnt4";renoved;; 3. 2. 16. 2. 2;
| A-4.Q 14; Verify the new account has been renoved fromthe password file;test_paraneter_count "~| Aaccnt4" 0
/ etc/ passwd; nat ch; ; 3. 2. 16. 2. 2;
I A-4.Q 15; Verify the new account has been renoved fromthe shadow file;test_paraneter_count "~l Aaccnt4" 0
/ et ¢/ shadow;, mat ch; ; 3. 2. 16. 2. 2;
I A-4.Q 16; Verify the new account has been rempved fromthe group file;test_paraneter_count "l|Aaccnt4" 0
/etc/group; match;;3.2.16.2.2, 3.2.16.2.3, 3.2.16.1.4;
I A-4.Q 17; Verify /h/ USERS/ | ocal /| Aaccnt 4 no | onger exists;file_exists /h/USERS/|ocal/lAaccnt4;not found;;3.2.16.2.2,
3.2.16.2.3, 3.2.16.1. 4;

3'5"’
ww

| A-4.Q 28.1; Add new group; test_status '/usr/sbin/groupadd -g 1234 grouptst &% echo done' 'done';match;;3.2.16.1, 3.2. 6 1.2,
3.2.16.1.3, 3.2.16.1.5, 3.2.16.2, 3.2.16.2.3, 3.2.16.2.3.1, 3.2.16.1.4, 3.2.16.1.4.1, 3.2.5.8, 3.2.4.3, 3.2.5.2, 3.2.5.4,
3.2.5.7, 3.2.5.11, 3.2.5.11.1, 3.2.16.10;

I A-4.Q 28.2; Verify the new group has been added to the group file;test_paraneter_count "grouptst" 1

/etc/group; match;;3.2.16.1, 3.2.16.1.2, 3.2.16.1.3, 3.2.16.1.5, 3.2.16.2, 3.2.16.2.3, 3.2.16.2.3.1, 3.2.16.1.4, 3.2.16.1.4.1,
3.2.5.8, 3.2.4.3, 3.2.5.2, 3.2.5.4, 3.2.5.7, 3.2.5.11, 3.2.5.11.1, 3.2.16.10;

I A-4.Q 38.1; Modi fy group nane; run_comand '/usr/sbin/groupmod -ngrptest grouptst & & echo done' 'done';match;;3.2.16.1,
3.2.16.1.2, 3.2.16.1.3, 3.2.16.1.5, 3.2.16.2, 3.2.16.2.3, 3.2.16.2.3.2, 3.2.16.1.4, 3.2.16.1.4.3, 3.2.5.8, 3.2.4.3, 3.2.5.2,
3.2.5.4, 3.2.5.7, 3.2.5.11, 3.2.5.11.1, 3.2.16.10;

1 A-4.Q38.2;Verify the new group has been nodified in the group file;test_parameter_count "grptest" 1

/etc/group; match;;3.2.16.1, 3.2.16.1.2, 3.2.16.1.3, 3.2.16.1.5, 3.2.16.2, 3.2.16.2.3, 3.2.16.2.3.2, 3.2.16.1.4, 3.2.16.1.4.3,
3.2.5.8, 3.2.4.3, 3.2.5.2, 3.2.5.4, 3.2.5.7, 3.2.5.11, 3.2.5.11.1, 3.2.16.10;

1 A-4. Q 47; Renbve new group;test status '/usr/sbin/groupdel grptest &% echo done' 'done';match;;3.2.16.1, 3.2.16.1.2
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3.2.16.1.3, 3.2.16.1.5, 3.2.16.2, 3.2.16.2.3, 3.2.16.2.3.3, 3.2.16.1.4, 3.2.16.1.4.2, 3.2.16.1.5, 3.2.5.8, 3.2.4.3, 3.2.5.2,
3.2.5.4, 3.2.5.7, 3.2.5.11, 3.2.5.11.1, 3.2.16.10;

I A-4.Q 49; Verify the new group has been renmoved fromthe group file;test_parameter_count "grptest” 0

/etc/group; match;;3.2.16.1, 3.2.16.1.2, 3.2.16.1.3, 3.2.16.1.5, 3.2.16.2, 3.2.16.2.3, 3.2.16.2.3.3, 3.2.16.1.4, 3.2.16.1.4.2,
3.2.16.1.5, 3.2.5.8, 3.2.4.3, 3.2.5.2, 3.2.5.4, 3.2.5.7, 3.2.5.11, 3.2.5.11.1, 3.2.16.10;

I A-4.Q53.1; Verify user account nmay be | ocked;run_command '/usr/bin/passwd -| |Aaccnt2';natch;;3.2.16.2.4;

I A-4.Q53.2;Extract |Aaccnt2 status information;extract_account_profile |Aaccnt2 "/tnp/|A-2.1Aaccnt2"; conplete;;;

I A-4.Q 53.3; Verify user account is |ocked;test_parameter_count "LK' 1 /tnp/|A-2.1Aaccnt2; match;;3.2.16.2.4;

COMVENT=0PERATOR ACTI ON: ;

COMMENT=PI ease enter a password, press return, enter the password again and press return a second tinme. Nothing will be
di spl ayed on the screen.;

| A-4.Q 58.1; Set user account password to known val ue thereby unlocking the account;run_command '/usr/bin/passwd

| Aaccnt 2' ; match; ; 3. 2. 16. 2. 4;

I A-4.Q 58.2;Extract |Aaccnt2 status information;extract_account_profile | Aaccnt2 "/tnp/|A-2.1Aaccnt2"; conplete;;;

I A-4.Q58.3; Verify user account is |ocked;test_parameter_count "PS" 1 /tnp/|A-2.1Aaccnt2; match;; 3.2.16.2.4;

I A-4.Q 58. 4; Lock account with CCE tool;run_comand '/h/ COE/ Conp/ PSM bi n/ PSM_ unl ock -1 | Aaccnt2'; match;;3.2.16. 2. 4;
I A-4.Q 58.5; Extract | Aaccnt2 status information;extract_account_profile | Aaccnt2 "/tnp/|A-2.1Aaccnt2"; conplete;;;
I A-4.Q 58.6; Verify user account is |ocked;test_paranmeter_count "LK' 1 /tnp/lA-2.1Aaccnt2; match;;3.2.16.2.4;

I A-4.Q 58.7; Unl ock account with CCE tool;run_command '/h/ COE/ Conp/ PSM bi n/ PSM unl ock | Aaccnt2'; match;;3.2.16.2.4;
| A-4.Q 58.8;Extract | Aaccnt2 status information;extract_account_profile | Aaccnt2 "/tnp/|A-2.1Aaccnt2"; conplete;;;
| A-4.Q58.9; Verify user account is |ocked;test_paranmeter_count "LK' O /tnp/|A-2.1Aaccnt2; match;; 3.2.16. 2. 4;

#

I A-4.Q 58.10; Verify secman account is defined in /etc/passwd;test_paranmeter "“secrman:x:101:36:" /etc/passwd; found;;3.2.16.1.1;
I A-4.Q 58.11; Verify sysadmi n account is defined in /etc/passwd;test_paranmeter "~sysadm n:x:100:1:"

/ etc/ passwd; found; ; 3. 2. 16. 1. 1;

#

#

SECTI ON=Test C eanup;

# Renpve created user accounts
#
I A-d eanup. 1; Renove created first account;del ete_accounts "1 Aaccnt1";renoved;;;

I A-d eanup. 2; Renove created second account; del ete_accounts "I Aaccnt2";renoved;;;

| A- Cl eanup. 3; Renpve created test files;run_comand_as_user_renmove root LOG NENV "/tnp/| A 2. np_passwd /tnp/|A-2.1Aaccntl
/tp/ 1 A 2.1 Aacent2 /tnp/ | A-2.1ock_check"; match;;;
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Appendix D
Sample HOST S Plugin File

This appendix provides a example of aHOSTS plugin. Figure D-1 contains the Perl code for the
t est _paranet er plugin. Thisplugin usesthe Unix egr ep command to search one or more
filesfor a string (e.g., any allowed regular expression). If the string is found within the
examined file(s), a match is declared.

Both the string to be matched and the list of files to be searched are passed as input parameters to
the plugin. The two return values, f ound and not f ound, would be used as the pass/fail
criteriafor the test entry within the input test file. (The number of return values does not have to
be limited to two, but pass/fail must be based on the return value matching one of the possible
expected value.)

As an example of using the f ound return value as the pass criterion, one might test for the
existenceof | ocal host withinthe/ et ¢/ host s file. This plugin would be activated using:

test _parameter “local host” *“/etc/hosts”
The corresponding ertry within the input test file would be:

SoneTest. 001; Verify local host is defined in /etc/hosts;test_paraneter “local host”
“letc/hosts”;found;5.4.3.2.1;3.2.1;

Here, HOSTS would evaluate the test and compare the return value to the expected value (e.g.,
f ound). If they match, apassisdeclared. Line wrapping has been added for readability.

As an example of using thenot f ound return value as the pass criteria, one might test for the
existence of commonly used guest accounts within / et ¢/ passwd and/ et ¢/ shadow. This
plugin would be activated using:

test_paraneter “~(guest|tenp|visitor)” “/etc/password /etc/shadow
The corresponding entry within the input test file would be:

SonmeTest . 002; Verify no guest accounts have been defined;test_paraneter
“(gquest|tenp|visitor)” “/etc/passwd /etc/shadow’;not found;5.4.3.2.1;3.2.1;

In this case, HOSTS would again evaluate the test and compare the return value to the expected
value (e.g., not f ound). If they match, apassisdeclared. Again, line wrapping has been
added for readability.
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Figure D-1. Sample HOST S Plugin File

#! [ usr/ bin/ perl
#

-W

&
3

t est _par anet er
Host- Oriented Security Test Suite (hosts) Plugin

Description: This script tests to see if a specified paraneter
within a specified file. The paraneter is passed as a reg

expr essi on.

within the exam ned file.

Corporation: The MTRE Corporation, 1820 Dolley Madi son, MLean,

HHEHFHHFHFHFFHFHRFTHRHEHRFEFRHFEHFHEHE R

is defined

Hi story REV DATE PROGRAMVER  DESCRI PTI ON
1.0 15 Jun 01 Fi negan Ori gi nal
Usage Cal | : test _paraneter <paraneter> <file>
Where: <paraneter> The paraneter being tested for as a
regul ar expression.
<file> Fully qualified file name within
whi ch the paraneter may/ may not be
f ound.
Ret urn: found Speci fied paraneter was found within
the examined file.
not found Speci fi ed paranmeter was not found

VA 22102

ul ar

#

#

# Define system commands used by this plugin

# === == -=-=== == -=-=== == ===
$grep = "/ bin/egrep";

#

#

# Extract paranmeter expression and candidate files fromthe argunents
($par am expressi on, @andi date_files) = @GRGV,

#

#

# Define how the grep comand will be used

$grep_for_paranmeter = join(" ","$grep", "\"$param expression\"",
@andi date_files);

#

#

# Run system conmand recording results

#

open (OS_COWMVAND, "$grep_for_paraneter |
@onmrand records <0OS COMVAND>;

"),
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Figure D-1. Sample HOST S Plugin File

cl ose (OS_COVWAND) ;
$li nes_returned = @ommand_r ecor ds;
#
#
# |f paraneter expression found, return found indication
# s s s s s ——
if ( $lines_returned >0 ) {
print "found\n@ommand_records”;

}
#
#
# Else return not found indication
# T === === === T T
el se {
print "not found\n";
}
#
#
# Exit
# s —p——————— =_—=== —_——=—==== =_—=== e ———————
exit
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Appendix E
Available HOST S Plugin Files

This appendix provides the following information for each of the HOSTS plugin files contained
in this distribution:

1. Plugin file name. Included is a description of the plugin’s function.
2. Description of the calling sequence (e.g., the application programming language [API])
and the expected return values.

The detailed information is contained within Table E-1.

Table E-1. HOST S Plugin Files
Name Calling Sequence and Return Values

acti ve_daenon active_daenon <daenon_nane>

Teststo seeif aspecified daemon is active. | Wher e:
The module filters out other sessions that

may contain the same daemon test string <daeron_narme> The nanme of daenon bei ng exani ned.
(eg., vi, grep).
Ret urn Val ues:
active Daermon found to be active.
I nactive Daenon not found to be active.
active_port active_port [<port>]
Determinesif specified ports are active. Wer e:
The port may be specified either by its
/ et c/ servi ces nameor asaninteger. | <port> The port nunber to be tested. If no

argunent is passed, this nmodule will return
the total nunber of ports in idle node,
i sten node or established node.

Ret urn Val ues:

active The specified port was found to be active.

i nactive The specified port was not found to be
active.

unexpect ed A flag other than zero was returned.

Typically a sign of an error.
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Table E-1. HOST S Plugin Files
Name Calling Sequence and Return Values

create_accounts creat e_accounts <username> <ui d> <gi d> <shel | > <honme>

Exercises the account creation capabilities. Wher e:

<user nane> Usernane of the account to be created.
<ui d> U D for account to be created.

<gi d> G D for account to be created.

<shel | > Logi n shell for account to be created.
<hore> Horme directory for account to be created.

Ret urn Val ues:

created Account has been creat ed.
not created Account has not been created.
unexpect ed Unable to determine if account has been
successful ly created.
del ete_accounts del et e_account s <user nane>
Tests the account deletion capabilities. Wher e:
<user nane> Usernane of the account to be del eted.

Ret urn Val ues:

renoved Account has been renoved.
not renoved Account has not been renoved.
unexpect ed Unable to determne if account has been
successful ly renoved.
enpty_file enpty_file <file>

Tedsto seeif aspecified fileis an empty Wher e:

file (e.g., hasalength of 0).

<file> Fully qualified file name for which
contents are to be checked.

Ret urn Val ues:

mat ch The specified file was found and it is
enpty.
no mat ch The specified file was found and it was not
enpty.
not found Candi date file was not found.
extract_account_profile ext ract _account _profile <account> <out put >
Extracts a profile of the specified user Wher e:
account. The profile includes account
attributes (e.g., UID, GID), and password <account > The name of the account to have profile
status information. infornati on extracted.
<out put > The fully qualified file name into which
the acco8unt profile information will be
extracted.

Ret urn Val ues:

conpl ete The specified account was found and data
was successfully extracted.
unexpect ed The specified account could not be found or

information on the specified account could
not be extracted.
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Table E-1. HOST S Plugin Files

Name Calling Sequence and Return Values
file_exists file_exists <file>
Teststo seeif aspecified fileexistson a Wher e:
system.
<file> Fully qualified file name for which
exi stence is to be checked.
Ret urn Val ues:
f ound The specified file was found.
not found Candi date file was not found.
files_differ files_differ <file 1> <file 2>

Teststo seeif two specified files differ in Wher e:

content fram each other. Differences

found will be returned.

be conpar ed.
to be conpared.

Ret urn Val ues:

mat ch The cont ents of both files match.
no match The contents of both files do not natch.
not found Candi date file(s) not found.

files_differ_field

files_differ_field <field> <file 1> <file 2>

This script tests to seeiif two specified files | Wher e:

differ (content wise) from each other

comparing only a specific field. <col utm> Starting col um nunber to be conpared
Differences found will be returned. (nuneric format)
<file 1> Fully qualified file name for first file to

be conpar ed.

to be conpared.

Ret urn Val ues:

mat ch The contents of both files natch.
no match The contents of both files do not match.
not found Candidate file(s) not found.

find_all _c_shell _scripts

find_all_c_shell _scripts <start>

Teststo seeif C shell scripts exist under Wher e:

the specified starting point. It differsfrom
find_c_shell scriptsinthatitwill | <start> Fully qualified directory nane from which

attempt to examine the contents of files the scan is to begin.

normally tagged astext filesto determine

whether or not these filesmay actually be | Return Val ues:

C shell scripts. It will not scan remotely

mounted file sysems.

<list> Li st of one or nore C shell scripts that
wer e found.

none found No C shell scripts were found.

none found - Unabl e to performcheck, starting point

renote is on arenote file system

February 2002
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Table E-1. HOST S Plugin Files

Name

Calling Sequence and Return Values

find_c_shell _scripts

Teststo seeif C shell scripts exist under
the specified starting point. 1t will not scan
remotely mounted file systems.

find_c_shell _scripts <start>

Wher e:

<start>

Ret urn Val ues:

<list>

none found
none found -

renote

Fully qualified directory nane from which
the scan is to begin.

Li st of one or nore C shell scripts that
wer e found.

No C shell scripts were found.

Unabl e to performcheck, starting point
is on arenote file system

find_file_and_test

Parses down local partitions looking for
files matching the specified pattern string.
If any are found, the secondary test is
applied to the detected file(s).

find_file_and_test <pattern> <test> <result> <start>

Wer e:
<pattern>
<test>
<result>

<start>

Ret urn Val ues:

mat ch

match -
parti al

no match
no match -

renote
unexpect ed

ASCI | string pattern that is to be natched
(e.g., all files with a nane that contains
string).

Secondary test that is to be applied.
Expected test result for the secondary
test.

Fully qualified directory nane fromwhich
the scan is to begin.

Bot h expect ed val ues equal the returned
val ues.

One or nore of the tested files did

match the test string, but one or nore did
not .

The test returned a value that differs from
its expected val ue.

Unabl e to perform check, starting point

is on arenmte file system

Unexpect ed val ue returned fromi ssued
command(s) .

find_m sgrouped_files

Teststo seeif filesexist in the specified
directoriesthat are not owned buy aGID
found within the specified GID range.
Thisistypically used to find files
belonging to anonroot group within root
directories.

find_m sgrouped_files <A@ D Il ow <d@D high> <start>

Wher e:

<@ D | ow>

<@ D hi gh>

<start>

Ret urn Val ues:

<list>
none found

none found
renot e

The | owest G D acceptable for files within
the scanned directories

The highest A D acceptable for files within
the scanned directories

Fully qualified directory name from which
the scan is to begin.

Li st of one or nore mi sgrouped files or
directories found

No m sgrouped files or directories were
found

Unabl e to perform check, starting point
is on arenote file system
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Table E-1. HOST S Plugin Files
Name Calling Sequence and Return Values

find_m sowned_files find_m sowned _files <UD |l ow> <UD high> <start>

Teststo seeif filesexist in the specified Wher e:
diredoriesthat are not owned buy aUID

found within the specified UID range. <UD | ow> The | owest U D acceptable for files within
Thisistypically used to find files owned the scanned directories
by anon-root account within root <Ul D hi gh> The highest U D acceptable for files within
directories. the scanned directories

<start> Fully qualified directory nane from which

the scan is to begin.

Ret urn Val ues:

<list> Li st of one or nmore misowned files or
directories found
none found No m sowned files or directories were found
none found - Unabl e to performcheck, starting point
renot e is on arenote file system
find_m sprotected_files find_m sprotected_files <start>

Teststo seeif filesexist in the specified Wher e:
directories that have protections granting

group or world greater access than owner <start> Fully qualified directory nane from which
or world greater access than group. Thisis the scan is to begin.
sometimes referred to as uneven
protections. Return Val ues:
<list> Li st of one or nore nisprotected files or
directories found
none found No m sprotected files or directories were
found
none found - Unabl e to perform check, starting point
renot e is on arenote file system
find_privileged files find_privileged files <start>
Teststo seeif privileged files and/or Wher e:
directories exist under the specified starting
point. It will not scan remotely mounted <start> Ful ly qualified directory name from which
file systems. the scan is t o begin.

Ret urn Val ues:

<list> Li st of one or nore privileged files or
directories that were found.

none found No privileged files or directories were
f ound.

none found - Unabl e to perform check,

renote starting point is on a renote file system
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Table E-1. HOST S Plugin Files

Name

Calling Sequence and Return Values

find_

privileged_scripts

Teststo seeif privileged shell scripts exist
under the specified starting point. 1t will
not scan remotely mounted file systems.

find_privileged_scripts <start>
Wher e:

<start> Fully qualified directory nane from which

the scan is to begin.

Ret urn Val ues:

<list> Li st of one or nore privil eged shell
scripts that were found.

none found No privileged shell scripts were found.

none found - Unabl e to performcheck, starting point

renote is on arenote file system

find_

suspi cious_fi |l e_nanes

Teststo seeif filesand/or directories exist
with strange names under the specified
starting point. It will not scan remotely
mounted file systems. Examples of strange
names include names containing spaces,
the plus symbol and control charact ers.

find_suspicious_file_nanes <start>
Wer e:

<start> Ful l'y qualified directory name from which

the scan is to begin.
Ret urn Val ues:

List of one or nore files or directories
that were found.

No files or directories were found.

none found - Unabl e to perform check, starting point
renot e is on arenote file system

<list>

none found

find_

unowned_files

Teststo seeif unowned files and/or
directories exist under the specified starting
point. It will not scan remotely mounted
file systems.

find_unowned_files <start>
Wer e:

<start> Fully qualified directory name from which

the scan is to begin.

Ret urn Val ues:

<list> Li st of one or nore unowned files or
directories were found
none found No unowned files or. directories were
f ound.
none found - Unabl e to performcheck, starting point
renot e is on arenote file system

find_

wor I d_writabl es

Tests to seeif world-writable files and/or
directories exist under the specified starting
point. It will not scan remotely mounted
file systems.

find_world witables <start>
Wer e:

<start> Fully qualified directory nane from which

the scan is to begin.

Ret urn Val ues:

<list> Li st of one or nore world-witable files or
directories that were found

none found No world-witable files or directories were
found

none found - Unabl e to perform check, starting point

renot e is on arenote file system
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Table E-1. HOST S Plugin Files

Name

Calling Sequence and Return Values

nodi fy_accounts

Tests the account modification capabilities.

nodi fy_accounts <usernanme> <ui d> <gi d> <shel | > <honme>

Wher e:

<user nanme> Username of the account to be nodified.
<ui d> U D for account to be nodified.

<gi d> A D for account to be nodified.

<shel | > Logi n shell for account to be nodified.
<hore> Horme directory for account to be nodifi ed.

Ret urn Val ues:

nodi fi ed Account has been nodified
not nodified Account has not been nodified
unexpect ed Unable to determine if account has been

successful ly nodified

multi_part_test

Runs two specified commands comparing
the returned output with the specified
expected output. |f both results match the
expected values, amatch is declared.

multi _part_test <cnd 1> <expect 1> <cmd 2> <expect 2>

Wher e:

<cnd 1> The first command to be issued for the
test.

<expect 1> The expected return value for the 1st test.

<cnmd 2> The second command to be issued for the
test.

<expect 2> The expected return value for the 2nd test.

Ret urn Val ues:

mat ch Bot h expect ed val ues equal the returned
val ues.

no match one The first test returned a val ue that
differs fromits expected val ue.

no match two The second test returned a val ue that
differs fromits expected val ue.

no match both Both of the expected values differ fromthe
returned val ues.

unexpect ed Unexpect ed val ue returned fromissued
comrand(s) .

print_pid

This Bourne shell script will find and print
the process ID for a specified process. The
module filters out other processes that may
contain the same passed test string (e.g., Vi,
grep).

print_pid <test_string>
Wher e:

<test_string> Test string to examine for. Typically a
daeron nane (e.g., syslogd).

Ret urn Val ues:

<pi d> Nureric process | D nunber.

run_conmand

Executes acommand.

run_command <command>
Wher e:
<conmmand> The command to be issued for the test.

Ret urn Val ues:

mat ch The comrand executed returning a status
flag of zero - no error.
unexpect ed A flag other than zero was returned.
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Table E-1. HOST S Plugin Files

Name

Calling Sequence and Return Values

run_comrand_as_user

Usesthe su command to assume another Wer e:
user's profile before executing the specified

command. Thisincludes the option of <user nanme> The usernanme (e.g., account) under which

assuming the target user'slogin the command is to be executed.

environment. <l ogi n> Fl ag used to control whether or not the
execution shell created, in which the
command will be executed, is to be reset to

run_comrand_as_user <user nane> <l ogi n> <comrand>

mat ch the login environment belonging to

usernanme. Allowed flag val ues are:

LOG NENV Reset environnment usernane's
I ogi n environnent.

<el se> Do not reset environnment to
usernane's | ogin environnent.
<conmand> The command to be issued for the test.
Ret urn Val ues:
mat ch The command executed returning a status
flag of zero - no error.
unexpect ed A flag other than zero was returned.
run_comrand_as_user _chpr ot run_conmmand_as_user _chprot <username> <l ogi n> <protection>
<fil ename>
Usesthe su command to assume another
user's profile before changing the Wier e:
protections on the specified file. This
includesthe option of assuming the target <user name> The usernane (e.g., account) under which

user's login environment.

the command is to be executed.
<l ogi n> Fl ag used to control whether or not the
execution shell created, in which the
command will be executed, is to be reset to
match the | ogin environnent bel onging to
username. Allowed flag val ues are:
LOG NENV Reset environment usernane's
| ogi n environmnent.
<el se> Do not reset environnent to
username' s | ogin environnent.
<protection> New protection mask to be assigned to the
target file.
<fil enanme> The fully qualified pathnane for the file
to be created.

Ret urn Val ues:

mat ch The comrand executed returning a status
flag of zero - no error.
unexpect ed A flag other than zero was returned.
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Table E-1. HOST S Plugin Files
Name Calling Sequence and Return Values

run_comrand_as_user_create run_conmmand_as_user _create <username> <l ogi n> <fil enane>

Usesthe su command to assume another Wer e:
user's profile before creating the specified

file. Thisincludesthe option of assuming <user nane> The usernane (e.g., account) under which
the target user's login environment. the command is to be executed.
<l ogi n> Fl ag used to control whether or not the

execution shell created, in which the
command will be executed, is to be reset to
match the | ogin environnent bel onging to
username. Al lowed flag val ues are:
LOG NENV Reset environnment usernane's

I ogi n environnent.

<el se> Do not reset environnent to
usernane's | ogin environnent.
<fil enanme> The fully qualified pat hname for the file

to be created.

Ret urn Val ues:

mat ch The command executed returning a status
flag of zero - no error.
unexpect ed A flag other than zero was returned.
run_command_as_user _redi rect run_command_as_user _redi rect <usernanme> <l ogi n> <conmand>

Usesthe su command to assume another Wher e:
user's profile before executing the specified

command. Theresults of the command are | <user nanme> The usernane (e.g., account) under which
redirected as specified. Thisincludesthe ) the command is to be executed.

option of assuming the target user'slogin <l ogi n> Fl ag used to control whether or not the
environment. execution shell created, in which the

command will be executed, is to be reset to
match the | ogin environnent bel onging to
usernarme. Allowed flag val ues are:
LOG NENV Reset environment usernane's

| ogi n environmnent.

<el se> Do not reset environnent to
username' s | ogin environnent.
<command> The command to be issued for the test.
Ret urn Val ues:
mat ch The command executed returning a status
flag of zero - no error.
unexpect ed A flag other than zero was returned.
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Table E-1. HOST S Plugin Files
Name Calling Sequence and Return Values

run_conmrand_as_user _renove run_comrand_as_user _renove <usernanme> <l ogi n> <fil enane>

Uses the su command to assume another Wher e:
user's profile before removing the specified

file. Thisincludesthe option of assuming <user nane> The usernane (e.g., account) under which
the target user'slogin environment. the command is to be executed.
<l ogi n> Fl ag used to control whether or not the
execution shell created, in which the
command will be executed, is to be reset to

match the | ogin environnent bel onging to

username. Al lowed flag val ues are:

LOG NENV Reset environment usernane's
I ogi n environnent.

<el se> Do not reset environnent to
usernane's | ogin environnent.
<fil enanme> The fully qualified pathname for the file

to be renoved.

Ret urn Val ues:

mat ch The command executed returning a status
flag of zero - no error.
unexpect ed A flag other than zero was returned.
run_conmmand_as_user_wite run_command_as_user_wite <usernanme> <l ogi n> <string>

<fil enanme>
Uses the su command to assume another
user's profile before writing data into the Wer e:
specified file. This includes the option of
assuming the target user'slogin <user nane> The usernane (e.g., account) under which
environment. the command is to be executed.
<l ogi n> Fl ag used to control whether or not the
execution shell created, in which the
comrand will be executed, is to be reset to
mat ch the | ogin environment bel onging to
usernanme. Allowed flag val ues are:
LOG NENV Reset environment usernane's
| ogi n environnent.
<el se> Do not reset environnment to
usernane's | ogin environnent.
<string> String if data that is to be witten into
the target file.
<fil ename> The fully qualified pathname for the file
to be created.

Ret urn Val ues:

mat ch The command executed returning a status
flag of zero - no error.
unexpect ed A flag other than zero was returned.
run_conmmand_r edi r ect run_command_r edi rect <comrand>

Executes acommand allowing the results Wher e:
to beredirected.
<conmand> The command to be issued for the test.

Ret urn Val ues:

mat ch The command executed returning a status
flag of zero - no error.
unexpect ed A flag other than zero was returned.
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os_versi on

This script ascertains which OSisinstalled
onthesystem. If the OSis as specified, the
test passes. If the OSis any other version,
thetest fails. If enabled, the plugin will
issuea"di€" thereby aborting test execution.

os_version <required O5> <die flag>
Wher e:

<required 05> The OS for which the test was witten.

<die flag> Bool ean flag controlling die |ogic:
TRUE - Die on fail — abort test
else - Fail test and continue with
test.

Ret urn Val ues:

startup_file_exists

Tests to see boot time startup files exist
with aname that contains the candidate
string. It isused to verify candidate startup
filesthat are not run at boot time.

PASS The OS version was deternined match the
passed requirenent.

FAI L The OS version differed.

startup_file_exists <pattern>

Wher e:

<pattern> Uni que pattern fromwi thin the name of the

candi date startup file.

Ret urn Val ues:

found Start-up files with names containing the
candi date string were found. This inplies
the startup routine will run at boot tine.

not found Start-up files with names containing the

candi date string were not found.

test _|IFS

This Bourne shell script will test IFS
behavior under the specified shell. ThelFS
istheinternal field separator definition
(e.g., the semicolon normally).

test | FS <shel | >
Wher e:

to be used for
sh, ksh).

The narme of the shell
performng the test (e.g.,

<shel | >

Ret urn Val ues:

WARNI NG Security vulnerability detected where the
shel | being exani ned does not reset the IFS
vari abl e.

| FS Saf e The shell being exam ned does reset the IFS
vari abl e.

t est _dormant _account s

This Bourne shell script will find and print
the names of accountsthat have either been
idlefor aperiod of timein excess of one
month or have never been used.

t est _dormant _accounts
Ret urn Val ues:

CLEAN
WARNI NG

No i nactive accounts were detected.

One or nore inactive user accounts were
detected. A list of inactive accounts will
then be di spl ayed.
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test _for_checksuns

Computes afile's 16-bit and cyclic
redundancy check (CRC) checksums.
These values are then compared against
argument passed values.

test_for_checksuns <cksun» <sune» <file>

Wher e:

<cksunp Expected cyclic redundancy check (CRO)
value for file being tested.

<sunp Expected 16 bit checksumfor the file being
tested.

<file> Fully qualified file nane for the file

bei ng checked.

Return Val ues:

mat ch CRC and checksum mat ched for candi date
file(s).

no match CRC or checksumdid not match for candi date
file(s).

test_for_string

Testsafileto seeif aspecified ASCII

string is detected within the specified file.

Thefile may be any filetype (e.g., binary
or data). Strings of three or more
characters are examined.

test_for_string <ascii string> <file>

Wer e:

<ascii string>The ASCI| string(s) for which the fileis
being tested. This argunment may be any
valid regular string expression.

Fully qualified file name for the file
bei ng checked.

<file>

Ret urn Val ues:

f ound String(s) found in candidate file(s).
not found String(s) not found in candidate file(s).

test_for_systemcalls

Teststo see if system calls with known
vulnerabilitiesare contained within
candidate binary file(s). To function, the
binary file(s) must not be stripped.

test_for_systemcalls <system call s> <candi dat e>

Wer e:

<system cal | s> Systemcal |l (s) in a regular expression for
whi ch the candidate files are tested.
Fully qualified nane for the candi date
file(s).

<candi dat e>

Ret urn Val ues:

f ound Specified systemcalls were found within
candidate file.
not found Specified systemcalls were not found

wi thin candidate file.
Candidate file could not be exam ned for
speci fied systemcalls.

unspeci fied
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test_for_trojans

Testsafileto seeif aspecified ASCII
string commonly associated with Trojan
horse binaries is detected within the
specified file.

test _for_trojans <ascii string> <matches> <file>

Wher e:

<ascii string>The ASCI| string(s) for which the fileis

<mat ches>

<file>

Ret urn Val ues:

mat ch

no match

being tested. This argunment may be any
valid regular string expression.

Nunber of times the string is expected to
be found (e.g., match) within the binary.
Fully qualified file name for the file
bei ng checked.

The nunber of tines the string(s) were
found in candidate file(s) natched the
expect ed nunber of tines.

The nunber of tines the string(s) were
found in candidate file(s) did not match
t he expected nunber of times the string
shoul d be found.

test _gid_val ues

Teststhelocal group filelooking for
unexpected GID vaueslessthan 20. In
addition, it ensuresthat all GID values
identified in/ et ¢/ passwd havean
entry in/ et ¢/ gr oup. GID vauesnot in
compliance will be displayed.

test _gi d_val ues

Ret urn Val ues:

mat ch

no match

Al dD values under 20 are expected and
all AdDvalues in /etc/passwd are defined
in /etc/group.

An unexpected result was encountered.
Either a G D definition was found that was
under 20 and not expected or a G D is used
in /etc/passwd that is not defined in

/ et c/ group.

test_group

Teststo see if aspecified group is defined

for aspecified file. Thegroupis passed as
astring matching the expected value (e.g.,
staff).

test_group <group nane> <file>

Wher e:

<group name>

<file>

Ret urn Val ues:
mat ch

no match
partial match

not found

The expected group associated with the file
being tested. The value is an ASCl |
string.

Fully qualified file nane for which the
group is to be checked.

The group of the file matched the expected
val ue.

The group of the file did not match the
expect ed val ue.

The group of the file matched one or nore
files, but no all files.

Candi date file was not found.
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test_home_dir_files test_home_dir_files <protection> <users> <fil es>
Examines the user's home directory Wher e:

verifying the file attributes on the specified
file. Theminimum protectionispassedas | <protection> The nininmal protection setting that is

astring matching the expected value (e.g., acceptabl e on the examined file(s). The
- VKT - XT - X). value is an ASCI| string.

<user s> The list of user accounts to be exam ned.
Logic has aso been added to alow for To exam ne all user accounts on the system
privileged accounts. If an account has a enter "ALL".
U D of lessthan 10, matches will be <files> The file(s) to be examined. These may be
declared if the file(s) is owned by root and directories.

hasa G Dvalue of lessthan 10. Return Val ues:

mat ch The attributes for the specified file were
found to belong to the user and had a
protection equal to or nore stringent than
the specified protection.

no mat ch The attributes for the specified file were
found not properly owned or to have a
protection |less stringent than the
specified protection.

not found Candi date file was not found.

test _| ogi ns_duplicate_uid test _| ogi ns_duplicate_ui d <expect count>

Tests the local password file looking for Wher e:
duplicate UID definitions (e.g., more than

one account with the same UID). The <expect count> The nunber of accounts that are expected to
number of accounts with duplicate UID have duplicate U D values. For exanple, if
valuesis then compared to an expect ed none of the accounts are expected to share
value. Accounts with duplicate values are Ul D val ues, the expected count would be
displayed. zero.

Ret urn Val ues:

mat ch The nunber of accounts that share a common
U D mat ches the expected nunber.
no mat ch The nunber of accounts that share a common
U D did not natch the expected nunber.
test _| ogi ns_dupl i cat e_user nanes test _| ogi ns_dupl i cat e_user nanes <expect count >

Tests the local password file looking for Wher e:
duplicate usernames (e.g., more than one
account with the same account username). | <expect count > The nunber of accounts that are expected to

The number of accounts with duplicate have duplicate usernames. For exanple, if
usernames is then compared to an none of the accounts are expected to share
expected value. Accounts with duplicate user nanmes, the expected count woul d be
usernames are displayed. zero.

Ret urn Val ues:

mat ch The nunber of accounts that share a common
user name mat ches the expected nunber.
no match The nunber of accounts that share a common

usernane did not natch the expected nunber.
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test _logins_nmaximumage limt

Teststheloca shadow file looking for
users with maximum password change
thresholds greater than the allowable
maximum (e.g., accounts not being forced
to change their passwords as often asa
given project or application stipulates.)
The number of accountswith athreshold
above the maximum threshold isthen
compared to an expected value. Accounts
with athreshold above the maximum are

displayed.

test_logins_maxi mumage |imt <max age> <expect

Wher e:

<nmax age>

<expect count>

Ret urn Val ues:

mat ch

no match

count >

The nmaxi mum age a password nmust exceed
before a user is forced to change their
password. Specified in days.

The nunmber of accounts expected to have
long password lifetines. For exanple, if
none of the accounts are expected to have
lifetimes greater than the threshold, the
expected count woul d be zero.

The nunber of accounts that have a maxi mum
age threshol d above the specified threshold
mat ches the expected nunber.

The nunber of accounts that have a maxi mum
age threshol d above the specified threshold
does not match the expected nunber.

test _logins_mnimumage limt

Tests the local shadow filelooking for
users with minimum password change
threshold less than the allowable minimum
(e.g., accounts allowed to change their
passwords more often than agiven project
or application stipulates). The number of
accounts with athreshold below the
minimum threshold is then compared to an
expected vaue. Accountswith athreshold
below the minimum are displayed.

test_logins_mninumage |limt <mn age> <expect count >

Wher e:

<m n age>

<expect count>

Ret urn Val ues:

mat ch

no nat ch

The m ni num age a password nust exceed
before a user is permtted to change their
password. Specified in days.

The nunber of accounts that are expected to
have a m ni mum password |lifetinme bel owthe
specified threshold. For exanple, if none
of the accounts are expected to have short
lifetimes, the expected count would be
zero.

The number of accounts that have a m ni mum
age threshol d bel ow the specified threshold
mat ches the expected nunber.

The number of accounts that have a m ni mum
age threshol d bel ow the specified threshold
does not match the expected nunber.

test_l ogi ns_nul | _password

Teststhe local password file looking for
accountswith null passwords. The
number of accounts found to have null
passwordsis then compared to an expected
vaue. Accountswith null passwords are

displayed.

test | ogi ns_nul | _password <expect count>

Wher e:

<expect count> The nunber of accounts that are expected to

Ret urn Val ues:

mat ch

no match

have null (no) passwords. For exanple, if
none of the accounts are expected to have
nul | passwords, the expected count woul d be
zero.

The nunber of accounts that have null
passwor ds mat ches the expected nunber.
The nunber of accounts that have null
passwords did not match the expected
nunber .
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test | ogi ns_syst em account

Teststhe local password file looking for
system accounts (UID < 100). The
number of accounts found to be system
accounts isthen compared to an expected
vaue. Accounts defined as system
accounts are displayed.

test _| ogi ns_system account <expect count>

Wher e:

<expect count> The nunber of accounts that are expected to

Ret urn Val ues:

mat ch

no match

be system accounts. For exanple, if none
of the accounts are expected to be system
accounts, the expected count would be zero.

The nunber of accounts that are system
accounts matches the expected nunber.

The nunber of accounts that are system
accounts did not match the expected nunber.

test _logins_world witable_in_path

Tests non-system accounts from the local
passwd file to seeif any users have a
world-writable directory in their search
path (PATH) definition. The number of
accounts with world-writabledirectories
within their PATHis compared to an
expected value. Accounts with aworld-
writable directory in their PATHdefinition
are displayed.

test_logins_world_witable_in_path <expect count>

Wer e:

<expect count> The nunber of accounts expected to have

Ret urn Val ues:

mat ch

no match

world-witable directories in their PATH
definition. For exanple, if none of the
accounts are expected to have worl d-

witable directories listed in their PATH

definition, the expected count woul d be
zero.
The nunber of accounts that have a world-

witable directory within their PATH
definition matches the expected number.
The number of accounts that have a world-
witable directory within their PATH
definition does not match the expected
nunber .

test_nulti_strings

Teststo see if multiple ASCII strings,
defined by using an input file, are found
within acommon test file. Each of the test
strings is then defined by aregular
expression.

test _rmulti_stri

Wer e:

<input fil

<test file

Ret urn Val ues:

mat ch

parti al

no match

unexpect ed

e>

>

mat ch

ngs <input file> <test file>

Fully qualified file nane within which the
strings(s) are defined. Each string is on
a separate line defined by a regul ar

expr essi on.

Fully qualified file nane within which the
strings(s) may/ may not be found.

Al tested strings were found within the
exam ned file.

Sonme of the tested strings were found
within the exanined file. One or nore were
not .

None of the tested strings were found
within the exam ned file.

Either the input file or the exanmined file
coul d not be found.
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test_network_attribute test_network_attribute <device> <attribute> <expected>

Teststo seeif a specified network attribute | Wher e:
for the specified device is set as expected.

<devi ce> The network device to exam ne
<attribute> The attribute to exam ne
<expect ed> The expected return val ue.

Ret urn Val ues:

mat ch The expected val ue equal s the actual val ue.
no mat ch The expected val ue does not equal the
actual val ue.
unexpect ed Noting returned fromissued command
t est _owner t est_owner <owner name> <file>

Teststo seeif aspecified owner isdefined | Wher e:
for aspecified file. The owner is passed as

a string matching the expected value (e.g., <owner name> The expected owner associated with the file
root). being tested. The value is an ASC |
string.
<file> Fully qualified file name for which the

owner is to be checked.

Ret urn

mat ch The owner of the file matched the expected
val ue.

no match The owner of the file did not match the

expect ed val ue.
partial match One or nore files had an owner other than
the specified owner.

not found Candi date file was not found.
test_paraneter test _paraneter <paraneter> <file>
Teststo seeif aspecified parameter is Wher e:
defined within a specified file. The
parameter is passed as aregular expression. | <par anet er > The paraneter being tested for as a regul ar
expr essi on.
<file> Ful ly qualified file name within which the

par anet er may/ may not be found.

Ret urn Val ues:

f ound Speci fi ed paranmeter was found within the
exam ned file.
not found Speci fi ed paranmeter was not found within

the examned file.
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t est _par anet er _count

Tests to see how many times a specified
parameter occurs within a specified file.
The parameter is passed as aregular
expression.

Thismodule assumesthat the parameter
will only occur once on agiven line.

t est _paranet er _count <paraneter> <expect count> <file>

\Aher e:

<par anet er > The paraneter being tested for as a regul ar
expressi on.

<expect count> The nunber of tines the paraneter is
expected within the file(s) being exanined.
For exanple, if the paraneter should not be

set at all, the expected count would be
zero.
<file> Fully qualified file nane within which the

par anet er may/ may not be found.

Ret urn Val ues:

mat ch Specified paraneter was found within the
exam ned file the expected nunber of tinmes.

no match Specified paraneter was not found within
the examned file the expected nunber of
times.

test _paraneter _filter_count

Tests to see how many times a specified
parameter occurs within a specified file
after applying afilter rule. The parameter
and rule are passed as regular expressions.

This modul e assumesthat the parameter
will only occur once on agiven line.

test_paraneter _filter_count <filter> <paraneter>
<expect count> <file>

Wher e:

<filter> The filter to be applied before testing for
the existence of a paranmeter. For exanpl e,
a filter may renove all comment |ines.

<par anet er > The paraneter being tested for as a regul ar

expressi on.

<expect count> The nunber of times the paraneter is
expected within the file(s) being exani ned.
For exanple, if the parameter should not be

set at all, the expected count woul d be
zero.
<file> Fully qualified file nane within which the

par anet er may/ may not be found.

Ret urn Val ues:

mat ch Speci fi ed paranmeter was found within the
exam ned file the expected nunber of tines.

no mat ch Specified paraneter was not found within
the exam ned file the expected nunber of
times.
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t est _par anmet er _nonnat ch_count t est _par anet er _nonnat ch_count <par anet er > <expect count>
Tests to see how many timeslineswithin Wher e:
the specified parameter occur within a
specified file. The parameter ispassed asa | <par anet er > The paraneter being tested for as a regul ar
regular expression. expressi on.
<expect count> The nunber of |ines the paraneter is not
This module assumes that the parameter expected to occur on within the file(s)
will only occur once on agiven line. bei ng exam ned. For exanple, if all |ines

within the file should contain the
speci fied paraneter, the expected count
woul d be zero.

<file> Fully qualified file name within which the
paraneter may/ may not be found.

Ret urn Val ues:

mat ch Speci fied paranmeter was not found on |ines
within the examined file the expected
nunmber of tines.

no match Speci fi ed paraneter was not found on |ines
with within the exanined file the expected
nunber of tines.

test _protection test_protection <protection> <file>

Teststo seeif aspecified protection is set Wer e:
for aspecified file. The protectionis
passed as a string matching the expected <protection> The expected protection associated with the

vaue(e.g., - rwxr- xr- x). file being tested. The value is an ASCl |
string.
<file> Fully qualified file nane for which the

protection is to be checked.

Ret urn Val ues:

mat ch The protection of the file matched the
expected val ue.
no natch The protection of the file did not match
the expected val ue.
not found Candi date file was not found.
test_protection_d test_protection_d <protection> <file>

Teststo seeif aspecified protection is set Wer e:
for aspecified file. The protectionis
passed as a string matching the expected <protection> The expected protection associated with the

value (e.g.,- rwxr - xr - x). Matching fil e being tested. The value is an ASCl |
records are displayed. string.
<file> Fully qualified file nane for which the

protection is to be checked.

Ret urn Val ues:

mat ch The protection of the file matched the
expect ed val ue.

no mat ch The protection of the file did not natch
the expected value. |In addition, a list of
non-matching files will be displayed.

not found Candi date file was not found.
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test _protection_m ni num test _protection_m ni num<protection> <file>
Teststo seeif aspecified filehasa Wher e:
protection equal to or more stringent than
the specified protection. The minimum <protection> The mninal expected protection associated
protection is passed as a string matching with the file being tested. The value is an
the expected value (e.g., - F WXT - XT - X). ASC |l string.
<file> Fully qualified file name for which the

protection is to be checked.

Ret urn Val ues:

mat ch The protection of the file matched the
expect ed val ue.
no natch The protection of the file did not match
t he expected val ue.
not found Candi date file was not found.
test_protection_m ni rumd test_protection_mni numd <protection> <file>
Teststo seeif aspecified filehasa Wer e:
protection equal to or more stringent than
the specified protection. The minimum <protection> The mnimal expected protection associ at ed
protection is passed as a string matching with the file being tested. The value is an
the expected value (€.g., - I WKT - XT - X). _ ASQl string. _ _
Matching records are displayed. <file> Fully qualified file nane for which the
protection is to be checked.
Ret urn Val ues:
mat ch The protection of the file matched the
expected val ue.
no match The protection of the file did not match
the expected value. |In addition, a list of
non-matching files will be displayed.
not found Candi date file was not found.
test_status test _status <command> <expect ed>
Runs a specified command and then Wher e:
compares the returned output with the
specified expected output. <command> The command to be issued for the test.
<expect ed> The expected return val ue.

Ret urn Val ues:

mat ch The expected val ue equals the returned
val ue.

no natch The expected val ue does not equal the
returned val ue.

unexpect ed Not hi ng returned fromissued conmand
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test _status_as_user test _status_as_user <usernane> <l ogi n> <conmmand>
<expect ed>

Uses the su command to assume another
user's profile before executing the specified | Wier e:
command. |t then compares the returned

information with the expected vaue before | <user name> The usernane (e.g., account) under which
declaring amatch or nomatch. This ' the command is to be executed.

includes the option of assuming the target <l ogi n> Fl ag used to control whether or not the
user's login environment. execution shell created, in which the

comrand will be executed, is to be reset to
mat ch the | ogin environnent bel onging to
usernane. Allowed flag val ues are:
LOG NENV Reset environnment usernane's

| ogi n envi ronment.

<el se> Do not reset environnent to
usernane's | ogi n environmnent.
<conmand> The command to be issued for the test.
<expect ed> The expected return val ue.
Ret urn Val ues:
mat ch The expected val ue equal s the returned
val ue.
no mat ch The expected val ue does not equal the
returned val ue.
unexpect ed Not hi ng returned fromissued conmand
test_string test_string <string> <fil e>
Teststo seeif aspecified string isdefined | Wher e:
within aspecified file. Thestringis
passed asaregular expression. This <string> The string being tested for as a regul ar
moduleisidentical to expr essi on.
test _paraneter. <file> Fully qualified file nane w thin which the

string may/ may not be found.

Ret urn Val ues:

found Specified string was found within the
exam ned file.
not found Specified string was not found within the
exam ned file.
test _users_for_file test _users_for _file <file name>

Examines the user'shome directory looking | Wher e:
for the specified file.
<file name> The command to be issued for the test.

Ret urn Val ues:

f ound The specified file was found in one or nore
user hone directories
not found The specified file was not found in any

user home directory
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